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INVESTIGATION RESULTS: BANK (1SC)
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Domain Controller in ATM network is compromised

«USB-sniffers» installed on ATMs via Admin$ shares

Sniffers collects information about credit cards

Cash withdrawal via 3 party banks and services

Can’t find any evidence of compromise in core IT-network or perimeter
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TTP analysis: tools was uploaded to VirusTotal from several networks

One of the networks: large Telecom

Threat Intelligence analysis: unprotected routers on Bank’s perimeter

Joint incident investigation

»
@

&
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Source of the attack — MPLS trunk of the Telecom
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You don't have to be a target to be a victim
Supply chain attack

Attacks against infrastructure
, , How the Carbanak cybergang targets
TO Support attaCkS agaInSt C“ent ﬁnancial organizations

2. Harvesting intelligence 3. Mimicking the stalf

Sophisticated monetization scheme
Carbanak
Swift attacks
Taiwan ATM attack
other...




CYBER THREAT VELOCITY
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CYBER THREAT VELOCITY (1SC)
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https://www.youtube.com/watch?v=083s802\WMwO



SWIFT ATTACK
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p2 total

SHAZSE 243200cab8an3600a3694 121 085 1008205000 150950265

File name RYA exD
Detection ratio
Anglyss dale 2016-07-08 1913 UTC { 1 month ago )

2016 Bangladesh Bank heist

From Wikipedia, the free encyclopedia

In February 2016, instructions to steal
1

US$951 million from Bangladesh Bank, the

central bank of Bangladesh, were issued via the

4

SWIFT network. Five transactions issued by
hackers, worth $101 million and withdrawn from a
Bangladesh Bank account at the Federal
Reserve Bank of New York, succeeded, with

$20 million traced to Sri Lanka (since recovered)
and $81 million to the Philippines. The Federal
Reserve Bank of NY blocked the remaining thirty

S g
The Federal Reserve Bank of New &
York

transactions, amounting to $850 million, at the
request of Bangladesh Bank.!"!

Target machine

Compilation timestamp

Entry Point

Number of sections

Intel 386 or later processors and compatible proce

2016-02-24 07:06:56

0x00001677
5
File name Uploader Uploaded Type
id from
java.exe “A” Taiwan Carbanak-
related
backdoor
servicefs.exe | “B” Hong Kong | SWIFT log
cleaner
Wiper.exe “B” Hong Kong | Disk wiper
JAVA. exe “B¥ Hong Kong | Carbanak-
related
backdoor
filei.exe “c™ Ukraine SWIFT log
cleaner
fileislow.exe | “C” Ukraine SWIFT log
cleaner

http://www.scmagazine.com/kaspersky-confirms-return-of-carbanak-and-two-more-banking-apt-groups/article/472224/

https://en.wikipedia.org/wiki/2016_Bangladesh_Bank_heist




THREAT VELOCITY

ATM attack

=]
« 2014: Russia/East Europe
« 2015: Western Europe
 mid 2016: Taiwan

E Swift attack

é  Feb 2016: Bangladesh (Lazarus Group)
* Feb 2016: Tools by Carbanak Group
* Vietham
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The case of the
Encrypted disk



INVESTIGATION RESULTS: TELCO

ﬁ 500+ endpoints controlled by threat actors
The initial breach occurred 6 months before
((T)) SQL Injection in eNodeB management interface

“€=>> Remote access to the Enterprise was sold on the black market

&) Encryption was a mistake of botnet operator
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Vulnerabilities in “hardware” devices

Massive breach post processing
Targets selection and profiling

Black market . ) ; .
How a financial cybercrime aroup is oraanized
Remote access i Leader

Insiders
Passwords

Ransomware

Black Energy
Saudi Aramco
Locky

httis://secureIist.com/analisis/iubIications/72782/russian-financial-cibercrime-how-it-works/
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Kindly advice ) to change your root/root default login/password as soon as
possible, because the night is dark and full of terror. :)))))))))

o svoon (TSI

0 country'cn Explore Downloads Reports Emerprise Access Contact Us

*% Explois % Maps W Shate Seacch I & Downdoad Results l M Create Report

222.162. - e

R UE T R
China Usicom Jilia

‘ B Chra, ChangohunliS -
”,

Deotails

China 21,145
125.44.25.38

BTN 7XR10 xGW-16, ZTE ZXR1@ Software Version: ZXUN xGW(GGSN)V4.10.13(1.0.0)
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*OPERATION *

BLOCKBUSTER

Unraveling the Long Thread of the Sony Attack

@ NOVETTA

March 20,
2003

The targets of the Lazarus Group

The Analysis of SWIFT attacks
revealed five additional pieces
of malware containing portions
of code shared by Lazarus
Group

Pierluigi Paganini

GREAT KASPERSKY1

http://securityaffairs.co/wordpress/47941/malware/lazarus-group-swift-attacks.html http://www.theregister.co.uk/2013/07/11/mcafee_dark_seoul_analysis/
https://www.operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf https://blog.kaspersky.com/operation-blockbuster/11407/
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THE DROPPING ELEPHANT/UNVEILING PATCHWORK \ s
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Focused on China and APAC
Reuse of Sandworm/BlackEnergy
Simple tools (AutolT)

F
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2015 A PIVOTAL YEAR FOR CHINA'S
CYBER ARMIES
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https://www.cymmetria.com/patchwork-targeted-attack/

https://securelist.com/blog/research/75328/the-dropping-elephant-actor/ 3
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DDOS ATTACKS

85 active C&C Servers ... - ,

yoyo.ddos
nitol
downloader.am

solar.ddos
darkcomet
cryptowall

Hacktivists vs Sinopec and Petrochina :

* |

Targeted by campaign #OpFuelStrike
#OpNoHunt carried out by @PawSec group
Operation “New Son” by VoxAnon group

Operation Green Rights #Tarmaggedon.
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Strider group is highly selective in its
targeting

Focus on gov and military |
Active since 2011 ‘
Use of zero day exploits

Never identified attack vectors
Works in air gapped networks

Exist only in memory Py
Undocumented OS features

Only 36 infections across 7 organizations in 4 countries seen since
October 2011

@ Symantec.

/e . N A 4 7\ by . 7o \ . )\ . X : :
(\m) Government 1‘-1 Military organizations ‘\,@/ Scientific research centers '\;S./ lelecoms providers &) f inancial organizations

GREAT  KASPERJKY?
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SECURITY ASSESSMENT

@ \Veb-server backup on contractor’s open ftp

Sk Passwords from Web-server can be used for VPN

9/ Smart fire detectors in corporate network

W Smart fire detectors in technology network

fh Full access to SCADA and PLC from the Internet in 3 days
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Four Cyber Attacks On UK Railways In A Year

experts says t ackers could ¢ al disast re

Ukrainian blackout caused by hackers
that attacked media company,
researchers say

company suffered a major attack that led to blackouts across western

(o ]

http://news.sky.com/story/four-cyber-attacks-on-uk-railways-in-a-year-10498558

https://www.theguardian.com/technology/2016/jan/07/ukrainian-blackout-hackers-attacked-media-company
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«It is extremely important to note that neither BlackEnergy 3, unreported backdoors,
KillDisk, nor the malicious firmware uploads alone were responsible for the outage»

APT
STAGE 1 - Intrusion Observabie Stegs (1B
\ AN )
| Roconnaissance | &: < 8
- - B Phishing E-mall
== | © M e
| —.
: 5 ) VPN & Credential Theft
N \
=< Network & Host
& B Discovery
% Y,
STAGE 2 - ICS Attack a2 Maliclous Firmware
o % P
S—” -~
B SCADA Hijack (HMI/Client)
'E Breaker Open
[ Deiver S ) 3 i
Install / Modify N 'E . _ UPS Modification
‘ \ o Ll Firmware Upload
B cute ICSAttack Y » ' KiDisk Overwrites
‘v", ).
- 2,& T
Pl - : Power Outage(s)

ARtack with Impact

http://www.nerc.com/pa/CI/ESISAC/Documents/E-ISAC_SANS Ukraine DUC_18Mar2016.pdf
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Iafrastiuchige reghiter
GSMR

GSM-R SIM cards

Information on SIM cards for national and foeeign GSM-R

contomers

SIM cards Tor nabonal GSM-R customers

32C3, Hamburg, The Great Train Cyber Robbery o
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United States 2904 '

France EE—— 1331

italy =———— 1100
Spain EEE———— 815
Taiwan EE—— 651
Brazil S 646
Poland " 566

Canada mmmmm 493

ussia

https://securelist.com/analysis/publications/7534 3/industrial-cybersecurity-threat-landscape/
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3/census-scanning-from-siemens-s7-plc-cpustatus/




GREATER CHINA

~10,000 OF “SMART” POWER GRID OBJECTS

+  GREEN ENERGY

+ SMART GRID

+ DIGITAL SUBSTATIONS

121,000 KM OF RAILWAYS

»  NATIONAL HIGH-SPEED RAIL GRID (4+4)

+ 19,000 KM OF HIGH-SPEED TS LN S
»  HIGHLY AUTOMATED S
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 FIND VULNERABILITIES IN IEC-61850 SUBSTATIONS
- CREATE EXPLOIT
« TRIGGER CYBER-PHYSICAL ATTACK
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http://www.phdays.com/press/news/41213
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https://www.youtube.com/watch ?V=._W.8_T-bbf ! 3Q
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SSA-732541:  Denial-of-Service Vulnerability in SIPROTEC 4

Publication Date 2015-07-17
Last Update 2015-07-17
Current Version V1.0

CVSS Overall Score 6.1

Summary

The latest fimware updates fo
attackers to perform a denial-g

Yuinerabeity 1 (CVE-2010-4704)
The mtegrmed wab server (2o BOACE) of the affedied Sevices Could Miow remole
ANAR S 10 CDLEN SENSIIve Jevte fOrMmation F Nnetwork ACoess was obtasrwd

FFECTED PR T CVSS Base Score $0
; o CVSS Temporal Score 39
* SIPROTEC 4 and S WSS Oversll Score 3 0 (AVNAC VAUNC PANANE POCRLOFRC.C)

Ethernet module EN1(

Yuioerabity 2 1CVE- 201647030
The integraied webd server (port BONcp) of the affecied devices could allow reenole
MRS 10 SDLMN & M) AUt Of GiriCD MmOty Conlert £ NetwOrk 00848 was
obtained. This vulreraliity ondy M¥ects EN100 EFemet module nduded in SIPROTEC
4 aod SIPROTEC Compadt devices

CVSS Base Score 50
CV5S Temponal Score 19
CVSS Oversdl Score L AVNAC LAUNC PANANTE MOCRLOFIRCO)




N \
RAILWAY ATC (se) | (@

FEHERRRZXS

NEW EQUIPMENT & SYSTEM APPROVAL CERTIFICATE

Approval dmte: 177 Fetroary 2014

| List of acceptable software for Support Systems
_Software | Yersion | | Operating system required |
Windows XP (32 bit)
' 9.1.0 | Windows 7 (64 bit)
9.0.0 | Windows XP Service pack 2
| Windows NT4 service pack 6
and above

8.1.1 Build 28 Windows 2000 Professional
| | Windows XP Professional
3.1.6.5 | | Windows 7

http://scadastrangelove.blogspot.com/2015/12/32c3-slides.html



RAILWAY COMPUTER BASED INTERLOCKING

WINDOWS NT 4.0
SERVICE PACK 06!

e Windows NT 4.0 Server
Windows NT 4.0 29 July 1996 NT 4.0 o Windows NT 4.0 Server Enterprise
e Windows NT 4.0 Terminal Server Edition

http://scadastrangelove.blogspot.com/2015/12/32c3-slides.html
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GSM-R CAB RADIO

Linux based operating, system, integrated GPS, WIFI
support and the capacity for over the air (OTA) soltware

updates. Fast in use and 2asy In «c:u‘.:)nrn'jl-m Compatible

call forwarding solution

Features

+ Do your modems support “"over the air" / SMS SIM-card update?

The OTA (over the air) SIM card update is included in our modules.

5.1. Sending Commands by SMS

The first four characters of an SMS command must be the phone PIN code
(the default Is 1234). This is then followed by the command(s)

NOTE the PIN code referred 10 in this manual is a secunty code specifically
A i for programming the telephone via SMS commands —~ it is
not a lock code and is not related 10 the SIM card. It s not required for
making or receiving calls

Example 1: 1234STAT will return status information about the phone

Example 2: 1234CFGS5«1 configures the phone 1o inhibit incoming calls
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 Remote data recovery (Kc, TIMSI)
— Chanel decryption (including A5/3)
— «Clone» the SIM and mobile station
* SIM “malware”
« Block SIM via PIN/PUK brute | Spoed ] Time or OES [ Time for 30ES
« Extended OTA features (FOTA)

PU 00K 475 1755.8 67.4
~5 year
Radecn GPU (R290X) | 2000 | 278 | 834
Singhe chvp (xs£ish150-2) 7680 | 108.6 | 3258
ZTEX 115y 30720 | 272 |
Ourrig (FZTEX 1.18y) | 245760 | 34| 10.2

Karsten Nohl, https://srlabs.de/rooting-sim-cards/
Alexander Zaitsev, Sergey Gordeychik , Alexey Osipov, PacSec, Tokyo, Japan, 2014
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'
https://www.youtube.com/watch?v=jmY9VRqg5e1Y &t=5420
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(KL-NARI -2015-001) Kaspersky Lab Advisory

Access to local/remote files, writing arbitrary files to file system.

(KL-NARI-2015-002) Kaspersky Lab Advisory
---| Affected Hardware |
Stack overflow

NARI PCS-9611 e O A A R SO N5

---| Affected Hardware |

(KL-NARI-2015-003) Kaspersky Lab Advisory | NARTPCS-9611

Denial of service

---[ Affected Hardware | |

NARI PCS-9611 —————




LET DO IT TOGETHER!

GOVERNMENT
REGULATORY AUTHORITIES
LAW ENFORCEMENTS
CERTS

RESEARCHERS

ICS VENDORS

SECURITY VENDORS

OPERATORS OF CRITICAL INFRASTRUCTURE
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Q: WTF SACADSOS?
A: SCADASOS - (un)Secure T Grupp Acmerwa T S A 3 ke, e
Open SmartGrids is open ' * |
Initiative to rise awareness on
insecurities of SmartGrid,
Photovoltaic Power Stations
and Wind Farms.

Q: How to participate

A: Find Internet-connected PV
and Wind power stations and
notify
vendors/CERTs/community.
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60 000+ SmartGrid devices disconnected from the Internet

» Advisories/patches

dvisory (ICSA-15-155-01)
KZERES 442SR Wind Turbine CSRF Vulnerability

ALERES 4

n

OVERVIEW

Advisory (ICSA-15-181-02A)
SMA Solar Technology AG Sunny WebBox Hard-Coded Account Vulnerability
Update A)

o

OVERVIEW

Top Services

HTTP

MTTP (81)

MTTP (8080)
Synology

Oracle HTTP (7777)

Top Countries
(+]3
FR
GR
T
Ik

Aarhws
Danmark

Dec 2015

«Rarts

France
Liechranstenn .
Switzeslond~ A
- Lot 220

Geneves
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) ProduétCERT
4" Korea Internet & ¥ & e
KISA "\ Security Agenci* i

* en ISG
¥ ICS-CERT "+ GovCERT.HK

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

o Soe Taens. Seenossenachan Swiss Governmental Computer Emergency Response Team
.onregeration suisse

Confederazione Svizzera
Confederaziun svizra

ICS Security Workspace

ﬁ%Ifﬁ&i‘I)’Z BoIX NS
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WWW.SCADA.SL
@SCADASL
SCADASTRANGELOVE@GMAIL.COM

1337 @KASPERSKY,COM



