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The case of the

BLUE SCREEN



INVESTIGATION RESULTS: BANK

Domain Controller in ATM network is compromised

«USB-sniffers» installed on ATMs via Admin$ shares

Sniffers collects information about credit cards

Cash withdrawal via 3rd party banks and services

Can’t find any evidence of compromise in core IT-network or perimeter



INVESTIGATION RESULTS: TELCO

TTP analysis: tools was uploaded to VirusTotal from several networks

One of the networks: large Telecom

Threat Intelligence analysis: unprotected routers on Bank’s perimeter

Joint incident investigation

Source of the attack – MPLS trunk of the Telecom



TECHNIQUES, TACTICS AND PROCEDURES

You don't have to be a target to be a victim
Supply chain attack 

Attacks against infrastructure 
To support attacks against client

Sophisticated monetization scheme 
Carbanak

Swift attacks

Taiwan ATM attack

other…



CYBER THREAT VELOCITY

https://www.youtube.com/watch?v=e50DpEvKJ-k



CYBER THREAT VELOCITY

https://www.youtube.com/watch?v=083s802WMw0



SWIFT ATTACK

http://www.scmagazine.com/kaspersky-confirms-return-of-carbanak-and-two-more-banking-apt-groups/article/472224/
https://en.wikipedia.org/wiki/2016_Bangladesh_Bank_heist



THREAT VELOCITY

ATM attack

• 2014: Russia/East Europe

• 2015: Western Europe

• mid 2016: Taiwan 

Swift attack

• Feb 2016: Bangladesh (Lazarus Group)

• Feb 2016: Tools by Carbanak Group

• Vietnam

• …



The case of the
Encrypted disk



INVESTIGATION RESULTS: TELCO

500+ endpoints controlled by threat actors

The initial breach occurred 6 months before

SQL Injection in eNodeB management interface

Remote access to the Enterprise was sold on the black market

Encryption was a mistake of botnet operator



TECHNIQUES, TACTICS AND PROCEDURES

Vulnerabilities in “hardware” devices 

Massive breach post processing 
Targets selection and profiling

Black market
Remote access

Insiders

Passwords

Ransomware
Black Energy

Saudi Aramco

Locky

…

https://securelist.com/analysis/publications/72782/russian-financial-cybercrime-how-it-works/



TELECOMS IN THE INTERNET 



TELECOMS IN THE INTERNET 

http://securityaffairs.co/wordpress/47941/malware/lazarus-group-swift-attacks.html http://www.theregister.co.uk/2013/07/11/mcafee_dark_seoul_analysis/

https://www.operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf https://blog.kaspersky.com/operation-blockbuster/11407/

The Analysis of SWIFT attacks 
revealed five additional pieces 
of malware containing portions 
of code shared by Lazarus 
Group

Pierluigi Paganini



THE DROPPING ELEPHANT/UNVEILING PATCHWORK

https://securelist.com/blog/research/75328/the-dropping-elephant-actor/ https://www.cymmetria.com/patchwork-targeted-attack/

Focused on China and APAC

Reuse of Sandworm/BlackEnergy

Simple tools (AutoIT)



COVEOPS



DDOS ATTACKS

85 active C&C Servers 

Hacktivists vs Sinopec and Petrochina :
Targeted by campaign #OpFuelStrike
#OpNoHunt carried out by @PawSec group
Operation “New Son” by VoxAnon group
Operation Green Rights #Tarmaggedon.

Number Malware Family
24 yoyo.ddos

18 nitol

14 downloader.am

4 solar.ddos

4 darkcomet

4 cryptowall



PROJECT SAURON/STRIDER

• Focus on gov and military

• Active since 2011

• Use of zero day exploits

• Never identified attack vectors

• Works in air gapped networks

• Exist only in memory 

• Undocumented OS features



The case of the

FIRE DETECTOR



SECURITY ASSESSMENT

Web-server backup on contractor’s open ftp

Passwords from Web-server can be used for VPN

Smart fire detectors in corporate network

Smart fire detectors in technology network

Full access to SCADA and PLC from the Internet in 3 days



THREATS?

http://news.sky.com/story/four-cyber-attacks-on-uk-railways-in-a-year-10498558

https://www.theguardian.com/technology/2016/jan/07/ukrainian-blackout-hackers-attacked-media-company



“REAL” ICS ATTACK?

http://www.nerc.com/pa/CI/ESISAC/Documents/E-ISAC_SANS_Ukraine_DUC_18Mar2016.pdf

«It is extremely important to note that neither BlackEnergy 3, unreported backdoors, 
KillDisk, nor the malicious firmware uploads alone were responsible for the outage»



INTERCONNECTED WORLD

32C3, Hamburg, The Great Train Cyber Robbery



220,558 ONLINE, 17,042 IN ENTERPRISES

https://securelist.com/analysis/publications/75343/industrial-cybersecurity-threat-landscape/



ICS ONLINE: CHINA



ICS ONLINE: CHINA

http://plcscan.org/blog/2016/03/census-scanning-from-siemens-s7-plc-cpustatus/



GREATER CHINA 

~10,000 OF “SMART” POWER GRID OBJECTS

• GREEN ENERGY
• SMART GRID

• DIGITAL SUBSTATIONS 

121,000 KM OF RAILWAYS 
• NATIONAL HIGH-SPEED RAIL GRID (4+4)

• 19,000 KM OF HIGH-SPEED LINES
• HIGHLY AUTOMATED 



DIGITAL SUBSTATION TAKEOVER

http://www.phdays.com/press/news/41213/

• FIND VULNERABILITIES IN IEC-61850 SUBSTATIONS
• CREATE EXPLOIT
• TRIGGER CYBER-PHYSICAL ATTACK 



https://www.youtube.com/watch?v=w8T-bbO3Qec

• CYBER-PHISICAL ATTACK 

CYBER PHYSICAL ATTACK



VULNERABILITIES IN RELAY PROTECTION



RAILWAY ATC 

http://scadastrangelove.blogspot.com/2015/12/32c3-slides.html



RAILWAY COMPUTER BASED INTERLOCKING 

http://scadastrangelove.blogspot.com/2015/12/32c3-slides.html

WINDOWS NT 4.0 
SERVICE PACK 6!



RAILWAY GSM-R ISSUES



VULNERABILITIES OF (U)SIM

• Remote data recovery (Kc, TIMSI)

– Chanel decryption (including A5/3)

– «Clone» the SIM and mobile station

• SIM “malware”

• Block SIM via PIN/PUK brute

• Extended OTA features (FOTA)

Karsten Nohl, https://srlabs.de/rooting-sim-cards/
Alexander Zaitsev, Sergey Gordeychik , Alexey Osipov, PacSec, Tokyo, Japan, 2014



https://www.youtube.com/watch?v=jmY9VRq5e1Y&t=5420

BOOTKIT VIA SMS



LOCAL VENDORS



LET DO IT TOGETHER! 

• GOVERNMENT 
REGULATORY AUTHORITIES
LAW ENFORCEMENTS 
CERTS

• RESEARCHERS

• ICS VENDORS

• SECURITY VENDORS

• OPERATORS OF CRITICAL INFRASTRUCTURE



#SCADASOS

Q: WTF SACADSOS?
A: SCADASOS - (un)Secure 
Open SmartGrids is open 
initiative to rise awareness on 
insecurities of  SmartGrid, 
Photovoltaic Power Stations 
and Wind Farms.

Q: How to participate
A: Find Internet-connected PV 
and Wind power stations and 
notify 
vendors/CERTs/community.



#SCADASOS RESULTS

• 60 000+ SmartGrid devices disconnected from the Internet 
• Advisories/patches 



THANK YOU!



THANKS

WWW.SCADA.SL
@SCADASL

SCADASTRANGELOVE@GMAIL.COM
1337@KASPERSKY.COM


