
A step by step guide of writing a worm to infect 
PLC-based systems using ladder logic

By Dr. Siu Ming Yiu and Shuanglin Jiang



ICSMASTER COPYRIGHT © 2017

ABOUT

 ArtisanLab
Foucs on ICS/SCADA Research, has participated in a 
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ICS Events

TIME EVENT

2007
The attackers invaded a water SCADA control system in Canada, destroying the 
computers that took the water dispatch.

2008
The attackers invaded a metro system in a Polish city and changed the track 
switchman by means of a television remote to derail four carriages.

2010
The Iranian nuclear facility is infected with Stuxnet virus, which seriously threatens the 
safe operation of nuclear reactors.

2011
Hacking data acquisition and monitoring systems hacked the water pumps in urban 
water systems in Illinois.

2012
Discover Flame Flames, a malicious program that attacks multiple Middle Eastern 
countries that collects sensitive information across industries.

2014
Havex virus swept across Europe and the United States, hijacked power industrial 
equipment, blocking the power supply, in China also found a small sample spread.

2015

Ukraine's power system was attacked by BlackEnergy malware causing a massive 
blackout, leaving more than half of the homes in Ivano-Frankivsk region (about 1.4 
million people) suffering from power outages; the entire power outage lasted for 
hours.

2016
Ghoul operations have launched targeted penetration attacks on industrial, 
manufacturing and construction management agencies in more than 30 countries, 
and more than 130 agencies have been identified as victims of such attacks.

2017
WannaCry ransack virus outbreak worldwide, a large number of industrial site host is 
infected
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Serial Device Connected To The Internet

https://www.shodan.io/  port:30718
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PLC Connected To The Internet

port:2455 Operating System
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PLC Connected To The Internet

https://www.shodan.io/   siemens cpu
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Attack Ideas For The PLC

 ICS Ransomware

 PLC Radio

 Payload Distribution System

 Socket Proxy

 PLC Worm
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Lastest Event - TRITON
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PLC Structure
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PLC Run Process
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Base Block

 OB(Organization Block )

 FB(Function Block)

 FC(Function)

 DB(Data Block)
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PLC Programming Language

 LAD

 STL

 FBD

 SCL
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TSEND/TRCV

The official Siemens documentation “s71200_system_manual_en-US_en-US.pdf”
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TCON/TDISCON

The official Siemens documentation “s71200_system_manual_en-US_en-US.pdf”
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S7 Protocol Format
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S7-1200 Authenticate

S7-1200 Authenticate

 The 25th byte in connection 

confirm packect S7CommPlus response is 

the challenge。。

 The anti replay byte is calculated by 

the following formula 0x80 +随机数.

The 24th and 29th need to replace.

PC S7-1200 PLC

ISO8073 CR

ISO8073 CC

Connection Request

Connection Confirm (Session)

Connection Established(Session + 0x80)

Connection Reply
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S7-1200 Authenticate
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S7-1200 Stop CPU

PC S7-1200 PLC

ISO8073 CR

ISO8073 CC

Connection Request

Connection Confirm (Session)

CPU Stop Commond(Session + 0x80)

Commond Reply



ICSMASTER COPYRIGHT © 2017

S7-1200 Download Program

PC S7-1200 PLC

ISO8073 CR

ISO8073 CC

Connection Request

Connection Confirm (Session)

DownLoad Start (Session + 0x80)

Download End Reply

S7-1200 Download Program

 A Question

How to determine Session is to modify 

one byte or two bytes.

 The Solution

The 24th byte and the 29th equal 

and equal to the previous Session, then 

replace the two for the new Session, 

otherwise only the first 24th for the new 

Session.
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Execution Sequence of The Worm
Connect 
Next IP

Success?

Get Session

Yes

No

Stop Cpu

Injected?

No

DownLoad Worm

Start Cpu

Yes
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Scan
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Inject

Connect
 Next IP

Infected?

Get Session Yes

Stop PLC

Download

Start PLC

No
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Connect C&C

Connect C&C

Success?

Receive Data

Yes

No

Process Data

No

Disconnect?

Yes
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Demo
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Q&A



THANKS！


