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Cybersecurity Myths on Power Control Systems:
21 Misconceptions and False Beliefs

IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 26, NO. 1, JANUARY 2011

‘ A.1 “Industrial control systems are isolated”

A.2 “Nobody wants to attack us”

A.3 “We only have obscure protocols /systems”

A.4 “Anti-virus and/or patching are useless for ICSs™

A.5 “Cyber security incidents will not impact operations”

A.6 “Social engineering is not an ICS issue™

B.1 “Our firewall protects us automatically™

B.2 “One-way communication offers 100% protection”

B.3 “It’s encrypted: it’s protected”

B.4 “Anti-virus protection is sufficient”

C.1 “Obscure protocols/systems are naturally secure”

C.2 “Serial-link/4-20mA wire communications are immune”
C.3 “ICS components do not need to be security hardened™
D.1 “ICS security is a technological problem”

D.2 “It’s certified, it’s secured”

D.3 “Vendors have a full command of their products security”
D.4 "Compliance with security standards makes you secure"
D.5 “ICS security assessment does not need full inventories"
D.6 "Access points to ICSs are easily controlled"

D.7 “Security is a problem that needs to be solved only once”
D.8 “Cyber security can be handled at the end of the project”
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Siemens SIMATIC S7-300 Denial-of-Service
Vulnerability

> Advisory (ICSA-16-161-01)

> Original release date: June 09, 2016 | Last revised: June 10,
2016

> AFFECTED PRODUCTS

> Siemens reports that the vulnerability affects the following
products:

> SIMATIC S7-300 CPUs with Profinet support: All versions
prior to V3.2.12, and SIMATIC S7-300 CPUs without Profinet
support: All versions prior to V3.3.12.

> IMPACT An exploit of this vulnerability could cause the affected
device to go into defect mode, requiring a cold restart to recover
the system.
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Attack Surface 437

BUSINESS

INTERNET COMPUTER
NETWORK >

% MAINTENANCE
COMPUTERS

BUSINESS
EMPLOYEES

TELECOMMUNICATIONS
NETWORK 4

COMPUTERS

-
LAPTOP COMPUTER
WIRELESS COMMUNICATIONS
LINK

CONTROLLER
UNITs
PLC/RTU/DCS

LEVEL LEVEL
TRANSMITTER I ; ! TRANSMITTER
SOLUTION IO o I E VALVEN SOLUTION
TANK 1 OPERATOR % MOTOR OPERATO TANK 2
CONTROLLER 3
u
HAND HELD COMPUTER
WIRELESS COMMUNICATIONS VALVE 1 m
LINK
MIXING —
TANK LAPTOP COMPUTER

WIRELESS COMMUNICATIONS
LINK
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- Front End Human-Machine
Processo Interface

Ny 48

RTU/PLC/DCS o =

Controller Units
& Field Devices

Attacker

Production
Control
System

Network



A Database

Human-Machine
Interface

Front End

RTU/PLC/DCS
Controller Units
& Field Devices

Attacker

Production
Control
System

Database
Server

Applications
Server



Man-in-the-Middle Attacks

Human-Machine
Interface

Controller Units
& Field Devices

RTU/PLC/DCS ﬁ

Attacker

Production
Control
System

Network

Applications
Server
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False data injection

« D{Power Grid )yl :
« NSNEZTE
B RARTKON Y “IRN” £HE
s XSFITHIES

a R R e S e s e e e e s e 1

Asntacker | Control Center |

| | ¢ | :
2= h(x) O ! State x Bad Data Alarm! '

' > + - > i > ; :

! Estimator | r =z —7% | Detection ;

Power Grid : Contingency Optimal u* |
' . |e— ——| Operator ;

| Analysis Power Flow ¢ :




> PLC-—Blaster: A Worm Living Solely in the PLC

Target discovery

Memory usage
— Portscanner (TCP 102); TCON,

— 38,5kb RAM

DISCON — 216,6kb persistent

e Carrier memory

— Implement the S7-Protocol,

TSEND, TRCV Model RAM Persistent Memory
B i ation S7-1211 50kb (77%) 1Mb (21%)
B ilt-in S7-1212 75kb (51%) 1MB (5 %)

S7-1214 100kb (38%) 4MB (5 %)
S7-1215 125kb (30%) 4MB (5 %)
S7-1217 150kb (25%) 4MB (5 %)

e Payloads
— A lot of possibilities



s BRRE: TERSGRT
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> BlackHat, S. Bratus, “Fuzzing proprietary SCADA protocols,”
presented at the Slides presented at the Black Hat USA Conf.,
Las Vegas, NV, Aug. 2008

> M.  Bristow, “ModScan: a SCADA Modbus network scanner,”
presented at the DefCon—-16 Conf., Las Vegas, NV, 2008, slides
presented

> D. Goodin, “Gas refineries at Defcon 1 as SCADA exploit goes
wild—At least they should be.,” The Register, Sep. 2008.

> B ERESFORD, D. Exploiting Siemens Simatic S7 PLCs. In Black Hat
USA (2011).
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r'( Input:
| Existing PLC |
\ Program |
\ \
e * PLC Code Vulnerabilities
[ — Static Analysis Tool
PLG Through SCADA Systems ,
Security -
il *  Taxonomy : .
Wbenbly. . il Sidney E. Valentine, Jr. g
e ANPNARS , 2013
s
Design | Design Pattern | Vulnerability
Pattams i ) Engine i Patterns
B
gt =0
Severity | Vulnerability
Severty - Engine i Severty
Chart

.’-.J_F'_ ",
Qutput: \
List of Vulnerabilities, b
[ Associated Design

" Patterns, Severity J
\\ Level s
My it




Building the Vulnerability Taxonomy

Design-Level
Level 1 Fhas
_________________ T_______________I_—_—_—_ ===I__________—__'_
| |
Hardware Based | | Software Based | |
Level 2 {Physical) Error | | (Virtual) Error |
I I
Level 3 Logic Errors Duplicate Unused Objects Hidden Jumpers

Objects Installed

Placement and
Elernent 0P8 00 Force Rung Jumpers
Level 4 Component Linkage Errors TR
Errors
Beginning of End of Rung
Level 5 Rung Functions Functions
__________________ .1_______,._____________________________
Nasmally dgen Comparative Counter Program Flow Mathematical Data Handlin
Level 6 and Normally P ; Timer Functions 3 gram 3 2 B
Functions Functions Instructions Functions Functions
Closed Contacts




Building the Vulnerability Taxonomy

Software
Based
(Virtual)
Errors
— i
: ‘ | Dup'lcate Unused Hidden
Il Logic Errors | Objects Objects Jumpers
: : Installed

ZIREXRIIS , HIa0 - L. Eif=s. 1S
EIREEETEN , (BESTEZETRMNKRER

Vulnerability Taxonomy: Software Based (Virtual) Errors



Building the Vulnerability Taxonomy
Logic Errors

C Element Affected >—
Placement and Security Risk
Element | | Scopeand

Compaonent Linkage Errors

Errors
Severity Level
BOR Function EOR Function
Classification Classification

Correctable by moving Beginning of
associated coil? Rung Function

End of Rung
Function

Correctable by moving

associated trigger?

Incorrect rung \ 4 Incorrect rung
placement? \ / / placement?

NOTE: Opportunity for crossover between subclass types
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PC/

IDE
Ethernet
side scope
RS232
ETHERNET
Operating ' 1/Os
system I
System time Run-time system :
Memory management
File system :
1
I Input
_ Fieldous |MPY
- PLC ————Imodule utput
System calls program »_module

Configurations,

Device
management
interface

Fieldbus
Sensors! Sensors!
Actuator: Actuat

NZE2DHABEE | PrePLCRIEEFET | EAFIPC. LIKMAIEYE

R |, fRHAOHTTP, FTPEARSS O | (ERE (BERIE ) RO

e
=J o

Drivers

HTTP
FTP
Telnet
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Mm\

Ndentify fieldbus protuc%l [ \

Isolate "Stop”
packet sequence

Replay stop packets \

T

Mo authentication

|

Authentication

|

— =

\

Perform action as
legitimate user *

|

\ [Breakaut

Replay authentication

hentication information

|

Crash device

Exploit
vulnerable software

=

—

Firmware Operating system

=

[ Control logic \

T

Run time environment Services Malformed packets

|

Urwvalidated inputs ‘ [

Overflows
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Pease, “Analysis of Field Devices Used in Industrial Control
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Firmwaref] |a] i

> B /R 1756 ENBT Ethernet module FJ 3 (KOYO)
H4-ECOM100 Ethernet module

By disassembling the binary firmware, they were able to fingerprint the system and
reverse engineer the format of the firmware and the checksum

algorithm.

1756 ENBT Modules H4-ECOM100



A Trusted Safety Verifier
for Process Controller Code—TSVZ2#4

SGae e E TS SIN T RFSHITHITA
PLC Code [IL]—L Instruction Lifting

a eenin s  SesiEERior: the
verification of safety-

ILIL Code
;

|
|
|
|
: Symbolic Execution
|
|
|
|

critical code executed on

L
Symbolic Scan Cycle
g oy programmable controllers.

Safety Specification—:—- Graph Generation

No controller code 1s

v
Temporal Execution Graph
allowed to be executed

|

|

|

=
Counterexample« @ - Formal Verification

1 _ before it passes physical
(Pass)
PLC Code safety checks by TSV.
PLC

NDSS 2014, Stephen McLaughlin,

Pennsylvania State University
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Block type

Description

Organization Block
Data Block
Function

Function Blocks
System Functions

System Data Blocks

OB

DB

FC

FB

SFC, SFB
SDB

Program entry point
Data storage
Function

Stateful function
System library

PLC configuration
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Boolean term:

» Q0.0 = (I0.0 A I0.1) VvV I0.2

Statement List (STL):

o > >

%10 .0
%10 . 1
%10 .2
90 .0

OB 1 with

o = =

%10.0
%I0.1
%10.2

%Q0.0

is compiled to

00:
10:
20:
30:
40:
50:
60:
70:

7070
02ab
0014
0014
0505
0000
0000
0000

0101
2735
000a
0000
0505
0000
0000
0000

0108
2d03
c000
0002
0505
0000
0000

0001
03al
c100
0502
050e
0000
0000

0000
6383
ca00
0502
0520
0000
0100

0074
21a7
d880
0502
0100
0000
a691

0000
001c
6500
0502
0800
0000
0000

0000
0006
0100
0502
0000
0000
0000
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> N. G. Ferreira. Automatic Verification of Safety Rules for a Subway

Control Software. In Proceedings of the Brazilian Symposium on
Formal Methods (SBMF), 2004.

> T. Park and P. 1. Barton. Formal Verification of Sequence
Controllers. Computers & Chemical Engineering.

> G. Canet, Towards The automatic verification of PLC program written

in Instruction List.In Proc. IEEE Conf. Systems, Man and
Cybernetics (SMC 2000) pages 2449-2454.
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o B B —
Internet-Facing PLCs - A New Back Orifice

> Johannes Klick, BlackHat 2015

> Introduction

» A Traditional Attack Vectors

> A Internet—facing PLCs

> A Generell Attack Overview

> Siemens PLCs

> A STL Language and its MC7 Bytecode

> A S7Comm Protocol (downloading program b
> Attack Details

> A PLC Code Injection with PLCinject (Demo
> A SNMP Scanner & SOCKS Proxy in STL
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Corporate / productlon
network

v\,_)\

— 10.0.0.2
m} Internet
10.0.0.1

PLC 1 is connected to the Internet
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network

AN

main block




L1:

FC 666

a8 2 7 OPN  DB666

CALL FCo666 = A %DBX0.4
Ju LT \\ // attack code...
A %I10.0

b N N
o2 o R R
H

I o >
)
(©)

-
(O
o N+




L1:

00:
10:
20:
30:
40

CALL FC666 1. insert block call

JU L1 2. increase total block length
A %4I0.0 3. increase code length

A 7I0.1

0 %I0.2

= %Q0.0

BE

7070 0101 0108 0001 0000 007C 0000 0000
02ab 2735 2d03 03al 6383 21a7 001c 0006
0014 0012 fb70 029a 700b 0002 c000 c100
ca00 d880 6500 0100 0014 0000 0002 0502
0502 0502 0502 0502 0505 0505 0505 .
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Corporate / production
network

AN ==
N

SNMP oe

scanner modified
main block

. patches it and uploads a SNMP scanner
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Corporate / productlon
network

—— 10.0.0.2

PLC1 .

SNMP ' cmamemmmm,

scanner s,
10.0.0.2
10.0.0.3
data block

Attacker downloads the scanning results
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Corporate / production
network
N

Connecting
to 10.0.0.2

A SOCKS proxy enables him to reach the net behind the PLC




0001 get ip

0002
0003
0004
0005
0006
0007
0008
0009
0010
0011
0012
0013
0014
0015
0016
0017
0018

NOP

/|

// read ip from system state list (SZL)
CALL RDSYSST

REQ :=TRUE

SZL _ID :=W#16#0037

INDEX +=W#16#0000

RET VAL :=§sysst_ret

BUSY :=#sysst_busy

SZL HEADER :="DB".szlheader.SZL HEADER

DR

:="DB",.ip info

// wait until SZL read finished

A
BEC

SET
S

#sysst busy

#got ip

Get the PLC's IP




TE T B )

o ] S
e P

Process image of outputs

(PI1O)
T i

Process image of inputs

S (P
T o

User program
S e
\

Cycle control point (CCP) '
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Seven Steps to Effectively Defend Industrial
Control Systems

DHS/FBI/NSA. December 2015.

This paper presents seven strategies that can be implemented today to counter common exploitable

weaknesses in  “as-built” control systems. Length is 6 pages.

Seven Strategies to Defend ICSs

Implement Application
Whitelisting — 38%

Implement Secure S Ensure Proper
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