xc T F 39 [ Y| Skl L

mukami0621 F 2020-10-23 17:21:28 K i 296 R

FRTR Wi FEA

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/mukami0621/article/details/109245867

5 RXE 01Tk
BB A

| B ath
7TRXEOITH
ITHER

xctf T3 [ Yl 45 &
P RAE TAEZ A T Fxotfityish 157

0x1 open-source
TEOCHE T A EEE TR

4 =int mainfint arge, char *arzv([]) {

5 = if {argc !'= 4) |

6 printf ("what?\n") ;

7 exit (1)

8 H

9

10 unsigned int first = atoi({arzv[1]);

I = if (first != Oxcafe) |

12 printf ("you are wrong, sorry.\n");
13 exit(2) ;

14 [ H

16

16 unsigned int second = atoi(arzv(2]):
17 - if (second % 5 == 3 || second % 17 '= 8) {
|8 printf ("ha, you won't get it!\n"):
19 exit (3):

20 H

21

22 - if (stromp(“hdckyOu®, arzv[31)) |

13 printf ("so close, dude!\n”);

24 exit (4)

25 H

.H,. I

7 printf ("Brr wrrr grrin”);

29 unsigned int hash = first * 31337 + (second % 17) * 11 + strlen(arev[3]) - 1615810207 ;
30

3l printf ("Get wyour key: ").

32 printf ("%x\n", hash);

33 return 0;

34 }

ZORRMNNSH, HE—NSHN Oxcafe’, B _ANASHRFFEHIEFMFRINE, E=NSHR MckyOu, RJEHT—LHE#
{e18 Zlhash, I+ 8Bk X (%0


https://blog.csdn.net/mukami0621
https://blog.csdn.net/mukami0621/category_10376506.html
https://blog.csdn.net/mukami0621/category_7312319.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/mukami0621/article/details/109245867
https://blog.csdn.net/mukami0621/category_10376506.html
https://blog.csdn.net/mukami0621/category_7312319.html

B MASEI, 15 3Flflagy0Oxcoffee

v
> il Ex
B Sc

.csdn.net/mukami0621

0x2 simple-unpack
BRI T R Bk s, &5

=101 x|
File : 'test.exe . An |
Entry Point : |0044F0S8 loo _-:| EI{fnection ' |zero sections 35 il
) File Offset : J? First\lz;es : J7F.45.4C.46.0Z : Plug
4 N —
Q\ Linker Info : |2 SubSystem I? PE | . |
File Size :  Jooose170h ;l _Jl Overlay : ¢ |7 - @2
! o
Diagnose: ' e X
[NOT Win EXE - .0 - ELF executable [ 64bit obj. Exe file - CPU : AMD x8t - |/ | Rip
Lamer Info - Help Hint - Unpack info % b ey st
. |
[Detected UPX! packer - http:/{upx.sf.net - try unpack with "upx.exe @ ’ 2>

—FF AN ENIE B A B 3 H 58, $%: https://bbs.pediy.com/thread-157645.htm

B A RN B e T B AR R AT LSS (https://github.com/upx/upx/releases)
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ttps:/blog.csdn.netmukamifé2 1

fi 55 FIDAZEE, B8 3flag

\E

E ; __unwind {

iE push rbp

\F mov rbp, rsp

i sub rsp, 7@h

i6 mov rax, fs:28h

| mov [rbp+var_8], rax

3 xor eax, eax

5 lea rax, [rbp+si]

9 mov rsi, rax

C mov edi, offset a96s

11 mov eax, O

16 call __isoc99_scanf

1B lea rax, [rbp+sl]

IF mov esi, offset flag flag{Upx_1s_net_a
4 mov rdi, rax R |
7 call _strcmp

o test eax, eax

‘E jnz short loc_ 4889FC

‘@ mov edi, offset aCongratulation
‘5 call puts

‘A jmp short loc_400A06

:C .

0x3 logmein

BETRINCH

383 STX|SOH[SOHINULINULINULINULINULINULINULINULINUL/STXINULEINUL|SOEINULINULINULMENOIEN|
[INULINULIETXINULR{NULINULINULIDLEINULINULINULSUBMENULINUL|STXNULMNULINULINULINULINUL
(NULI4 % 5 0INULINULINULINULINULINULINULINU L BECIE b=t b - wgen 0 O B S[ANU L= SSEANU L
NULINULEIDC L it F F L F E L FE R C o EN O
INULISOHE={STIUSIANUL xS F I SOMNULEIx 8 SBNULMENORSES TIUSINULxBSINULINULINULINU L skt
BETo continue, you must enter the correct password.
BEEEnter your gucss: REMI32sBEMIncorrect password!
REMYou entered the correct password!
Great job I|
INULINULISOHIESCIETXHENULINULINUL]BE LINULINULINU LM x FBIx FF X F F[x 8CINULINULINULBEA x F F X F }
(ACKINULINULINULINULINULINULINULIFSINULINULINULSINULINULINU Lg% FDIx FFlx FFENULINULINULINU|
(ACKINULINULINULINULINULINULINULIFSINULINULINULIx84INULINULINULMxFDIx FFIxFFE
(ACKINULINULINULINULINULINULINULISNULINULINUL[xA4 [NULINULINU Ljslx FDIx FFIx FFENULINULINUL[N]|
INULINULINULINULINULINULINULIx 94|BSENULINULINULINULINULIEMINULINULINULINULINULINULINULIDI|
INULINULINULINULINULINULINULBINULINULINULINULINULINULINULIVTINULINULINULINULINULINULINU L]}

FHIDAR ZI%f B 5 58 7 347 3
L) buU_QU’U’II’U FJF'UL nedar 3 WUULC ARKLCr . ‘IC!L[IZLLIL7~+L'-L'- FRLC I
<]
@ var_4 = dword ptr -4



1]

@ ; _ unwind {

2] push rbp

1 mov rbp, rsp

4 sub rsp, 1@h

8 mov rdi, offset aYouEnteredTheC ; “You entered the correct password!\nGrea
2 mov al, @

4 call _printf

9 xor edi, edi ; status

B mov [rbp+var_4], eax

E call _exit

E ; } // starts at 4007F0

E sub_4ee7Fe endp

E

E; ----------rrmrm e r e — e —— -

HA R

- o L™ ~“r - ol
E nt v9; // [rsp+8Ch] [rbp-#h

1@

11 w3 = @;

12 strepy(ve, ":\"AL_RTAL*®.246/48");
13 7 ' '

= bmar H
b = T3
printf{"Welcome to the RC3 secure password guesser.\n", 32, a3);
printf("To continue, you must enter the correct password.\n");
printf("Enter your guess: ");
_ iz0c99_scanf("%325", =);

3 = strlen(s);
if ( v3 < strlen(vd) )

sub_4Ba7Ca(va);

RS

[==]

;E for ( 1 =@; 1 < strlen(s); ++1i )

23| {

24 if ( i »= strlen(vi) )

25 ((void (*)(void))sub_4887C8)();

26 if ( s[i] '= (char)(*((_BYTE *)&7 + 1 ¥ ve) ~ vB[1i]) )
27 ((void (*)(void))sub_4887C8)();

; sub_4887Fa();

38}

% 5 A B E]

ER: D

0x4 insanity
TEHXE ERmESREEE 2lflag

0x5 getit

IDAH % 4 1
12| while ( (signed int)v5 < strlen(s) )
13| {

14 if (v5 &1)

16 else

I
|
i
=
-

;; *(&é ; (signed int)v5 + 10) = s[(signed int)v5] + v3;



+ 1;

ame, “/tmp/flag.txt™);

ame, "wW");
:);
< strlen(&t); ++i )

& ol

p[i]), am) ;

im, OLL, ©);

>

19 LODWORD(v5) =

20| }

21| strcpy(file

22| stream = fopen(filen
23| fprintf(stre:

2 for (1 =0; 1

25| {

26 fseek(stream, p[i], 0);
2 fputc(*(&t +

28 fseek(strean

29 fprintf(strea

30| }

581126 u

Project ~
open-source
venv
bin
include
lib

v
>

>

i pyvenv.cfg
@ open-source.py
Illi External Libraries
[ Scratches and Consoles

getit

L M L]

Process finished with exit

SNAarLiCIirFi0/e003L/0101404C0 1 LUDY L LZZ JTULIOTY

public s

db 'c61b68366edeb7bdce3c6820314b

7498" ,0

align 26h
public t

db 53h

db '"harifCTF{22222222222222222222222222222222}",0

align 26h
public u

db TR EEEEEEEEEXEEEEXEEEXEEEXEEEEEXEEEXR TRk kExx? 9
s

align 26h
public p

foriinra

code @

PO N



MRYER: pythonH F15 F & A L EERBRIFESH], Rl LASEBUNSIER, RYE BT ER

0x6 python-trade
PYCIE ZR IS, HE#EHEasyPythonDecompilerfi 7, 3RSVEY

# Embedded file name: 1.py
import baseb4d

def encode(message):
o
for 1 in message:
x = ord(i) * 32
X =X + 16
s += chr(x)

return base64.b64encode(s)

correct = "XINkVmtUI1MgXWBZXCFeKY+AaXNt"’
flag = "’
print ‘'Input flag:’
flag = raw_input()
if encode(flag) == correct:
print ‘correct’
else:
print ‘wrong’

hitps://blog.csdn.net/imukamiQ

l{int __cdecl main(int argc, const char **argv, const char **envp)

int v3; // ez
__int128 v5; //
int6 65 /
int v7; // [esp+lE
intlé v8; // [esp+lC
9; // :

_mm_storeu_sil28((_m128i *)&vS5, _mm_loadu_sil28((const n128i *)&xmmword 413E34));
a;

= qword_413E44;

= @;

1| printf(&byte 413E4C); |

printf(&byte_413E60);

printf(&byte 413E80);

scanf("%s", &9);

= stremp((const char *)&vS, &9);
if ( )
=-(v3<0)| 1;
if ( )

printf(aFlag);




else

5| system("pause”);
5| return @;
7(}

se2C 3 char alQnan

13E2C alQnan db °1#QNAN',® ; DATA XR _$I10 OUTF
13E33 align 4
13E34 xmmword_413E34 xmmword '@tem@cleW{FTCTUD'
.Fraata.vvslsco5 3 ALA H = £
.rdata: "}FTCTUD® ; DATA XREF: main+27
“data:vv
jata: 00 ; @BBh ; DATA XREF: _main+1A1
rdata:@90413E4D db @86h
cdaba cnnaaarar dl. Anal

A DAE BIHEAE: XN B F R/ 5 34T B & X encode#®E4R 5 Flbase64 %%
9 5 B A fig 55 B 5 flag

venv
> bin
include
> lib
@ getit.py
@ logmein.py
@ python-trade.py
£ pyvenv.cfg
@ open-source.py
Il External Libraries
I Scratches and Consoles

python-trade

- e e ., PR = = On-trade.py
b ~SAVKI#S | T\\! x8f\x80ism'
nctf{d3cémpilln9_PyC}

0x7 re1

B IDAEE



BEERH, TUEIREMAKFRFREAGHERBATLLT, RN MVEKE R A Hflag

—

U W 4 W R P D) WO S U W 4 W DY PO W W N U W S WY

int __cdecl main(int argc, const char **argv, const char **envp)

{

int v3; // eax

__int128 v5; // [esp+@h] [ebp-44h]
__inté4 v6; // [esp+l@h] [ebp-34h]
int v7; // [esp+18h] [ebp-2Ch]
__intl16 v8; // [esp+1Ch] [ebp-28h]
char v9; // [esp+206h] [ebp-24h]

_mm_storeu_sil28((__ml128i *)&S5, _mm_loadu_sil28((const _ ml128i *)&mmword_413E34));

v7 = 0@;
v6 = qword_413E44;
v8 = 0@;

printf(&byte 413E4C); |
printf(&byte 413E60);

printf(&byte_413E80);

scanf("%s", &9);

v3 = stramp((const char *)&v5, &9);

if (v3)
vi=-(v3<e)| 1;
if (v3)
printf(aFlag);
else
printf((const char *)&unk_413E90);
system("pause™);
return 9;
® |:eea13ceC aceee db ‘e+200°,0 ; DATA
® [:e@a13E12 align 4
® |:ee413£14 alSnan db "1#SNAN',0 ; DATA
® |:ee413e18 align 4
® |:80413E1C allnd db *1#IND',0 ; DATA
® |:e0413e22 align 4
:00413€E24 ; char allnf[]
® |:0e413e24 allnf db "1#INF',@ ; DATA
® [:e@a13E2A align 4
:@8413E2C ; char alQnan[]
® |:e@413E2C alQnan db *1#QNAN',0 ; DATA
® |:e@413E33 a
® |:00413634 xmmword_413E34] xmmword '@tem@clel{FTCTUD'
:00413E34 ; JaTA
® |:0@413e44 gword_413e44 | dq '}FTCTUD’ ; BATA
:00413E4C ; char byte_41
® |:e@413E4C byte_413E4C db @BBh ; DATA
® |:e0413e4D dd @CeADD3B6h
® |:ee413e51 dd 44BDBS5B4h
® [:@@413E55 dd 54435455h
® |l.aas12eca 44 ENEERENER

0x8 Hello,CTF

XREF: _ cftoe2_l:loc_4@DEAATo
XREF: _$I10 OUTPUT+C7To

XREF: _$I1@_OUTPUT+E@to

XREF: _$I10 OUTPUT+EFTo

XREF: _$I1@ OUTPUT:loc_4@F13Cto
XREF: _main+l@tr

XREF: _main+27tr

XREF: _main+lAto



FIDAITTF, #RE|FZEm %

15
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

cnar visj // [ESp+4in] [EDp-Z24n]

strcpy(&v13, "437261636b4d654a75737446677246756e");
while ( 1)
{

memset(&v16, @, 32u);

vil = @3

vli2 = @;

sub_40134B(aPleaseInputYou, v6); /7 v9 17{u

scanf(as, v9);

if ( strlen(v9) > @x11 )

break;
v3 = 83

do

va = v9[v3];
if ( Iva )
break;
sprintf (&2, asc_408044, v4);
strcat(&vle, &vi);
++v3;

while ( v3 < 17 );

if ( !strcmp(&vie, &vi3) )
sub_48134B(aSuccess, v7);

else

AT THT B A 40 5 (B 9 1 7 R0 _E VA 34 BE D9 3455 T HH BIAL ARERE — AN 4

+ 753k ASCIIB T 2 flag

AscIggiEs  ASCIl (f: a b ¢

CrackMeJustForFun

HINSIE s i O =g

N EIEas 163 E(:0x6134615661/62) [ k% Ox

0x430x720x610x630x6b0x4d0x650x4a0x750x730x740x460x6£0
x720x460x750x6e

0x9 no-string-attached



DA EE F R

int _ cdecl main(int argc, const char **argv, const char **envp)
{
setlocale(6, &locale);
banner();
prompt_authentication();
autheniﬁxate();
return 0;

HENGIRBEE



JED

.
wh

Pt

anner()

rodata: 08048883

.rodata:080488B4
.rodata:@80488B5
.rodata:080488B6
.rodata:080488B7
.rodata: 08048888
.rodata:@88488B9
.rodata:@884385BA
.rodata:080433BB
.rodata:@80488BC
.rodata:880488BD
.rodata:080488BE
.rodata:080488BF
.rodata:080438C0
.rodata:@88488C1
.rodata:080488(2
.rodata:080488(3
.rodata:080488C4
.rodata:@88488C5
.rodata:@88488C6
.rodata:080488C7
.rodata:@88488C8
.rodata:080488C9
.rodata:880488CA

radataARAARRACR

int banner()

{

srand(v@);

rand();

WOV HE WN

oy

db
unk_80438B0@ db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

db
dh

ve = time(0);

2]

57h ;

2]
]
@

a &
=

(=]
w

[*1]
m
9003’&00§'Q003‘00@3’@O®3‘&@0

o
v

HUEERHDNTFRH, A —EYKIE R Z KK

BHET A, HETH-EEE, FERMATRS

>

L] LUA ¥1ew—A |7 Lj<] Fseuaocoae D g

»

W

unsigned int v@; // eax

wprintf(&unk_8048880);

return wprintf(&unk_8048960);

FTEN—Le KT, AEFENMITEIREIE (unk_80488B0F18048960)
.rodata:080488AF
.rodata:080488B0
.rodata: 08048881
.rodata:080488B2

; DATA XREF: banner+lAto

L|Z] Fseudocode—A | [\J] Hex Yiew—l [ LA >

~

21

® 3| return uprintf(&unk_dﬂ489F8);

® af}

1lint prompt_authentication()



~ ® |.rodata:e80489F7 db [2)
® |.rodata:@80489F3 unk_80489F8 db 56h ; P 5 DATA XREF: prompt_authentication+6to
® |.rodata:@8e489F9 db e
® |.rodata:@82489FA db e
® |.rodata:@88489F8 db @
® |.rodata:@82489FC db 6Ch ; 1
® |.rodata:@88489FD db @
® |.rodata:@80489FE db @
*® |.rodata:@80489FF db @
® |.rodata:e8e48500 db 65h ; e
*® |.rodata:@8e48A01 db @
® |.rodata:ese4sae2 db @
*® |.rodata:@8e43A03 db @
® |.rodata:ese4zaes db 61h ; a
* |.rodata:@8e4sa85 db 2]
® |.rodata:@8048A06 db @
*® |.rodata:e8e48107 db @
® |.rodata:08043408 db 73h ; s
® |.rodata:@8e43A29 do @
® |.rodata:@8048A0A do @
*® |.rodata: 08243408 db %]
*® |.rodata:@3843A8C db 65h ; e
® |.rodata:@8e48AeD db @
® |.rodata:@804840E db @
® |.rodata:ese48aeF db %]
*® |-rodata:esessale db 2@h

BET—, RERHT, RERMAKREMS2HFERIT, s22 AN AT decryptiE /515 2 {E
L= LUA Yiew—A | 7 L|£] Fseudocode™5 L3 L£| Fseudocode—A [ ] [WJ] Hex VYiew—l L3 |A] Struc

1joid authenticate()
2{
3| int ws[8192]; // [esp+1Ch] [ebp-8@6Ch]
4| wchar_t *s2; // [esp+801Ch] [ebp-Ch]
5
® 6| s2 = decrypt(&word_8048AA8, &word_8048A90);
& 7| if ( fgetws(ws, @x2000, stdin) )
8| {
® 9 ws[weslen(ws) - 1] = @;
® 10 if ( !wcscmp(ws, s2) )
® 11 wprintf(&unk_8048B44);
12 else
® 13 wprintf(&unk_8048BA4);
14| }
® 15| free(s2);
® 16|}

B decrypt XMPIAN T FATHAT T #RIE. 'S AT LD AT R lag

b ¥ b e e, e =TSmO E il T e — -
~ lmwchar_t *_cdecl decrypt(wchar_t *s, wchar_t *a2)
2){
3| size_t v2; // eax
4| signed int va4; // [esp+1Ch] [ebp-1Ch]
5| signed int i; // [esp+2@h] [ebp-18h]
6| signed int v6; // [esp+24h] [ebp-14h]
7| signed int v7; // [esp+28h] [ebp-1@h]
8| wchar_t *dest; // [esp+2Ch] [ebp-Ch]
9
® 18| v6 = wecslen(s);
® 11| v7 = wcslen(a2);
+ ® 12| v2 = wcslen(s);
= ® 13| dest = (wchar_t *)malloc(v2 + 1);
. ® 14| wcscpy(dest, s);
rE_math ® 15 uhiley( va < v6 )
16| {
® 17 for (i =0; i < v7 88 v4 < v6; ++i )
® 138 dest[va++] -= a2[i];
19
Ators_aux ® 20| return dest;
e nh




mtication

nit
ini
) e B et

Project *

open-source
venv

> bin

HIT‘lleE‘

@ getit.py & Python-trade.py

OxA csaw2013reversing2

IDAE E R

1[int
2

15| )
20}

__cdecl _ noreturn main(int argc, const char **argv,

v3; //

4| CHAR *1pMem; //
ANDLE hHeap; // [esp+1@h] [ebp-4h]

= HeapCreate(@x40000u, @, 0);
= (CHAR *)HeapAlloc(hHeap, 8u, MaxCount + 1);

9 memcpy s(lpMem, MaxCount, &unk 489B10, MaxCount);
18 if ( sub_4@0102A() || IsDebuggerPresent() )

debugbreak();
sub_481808 (- » (int)1pMem);
filtj“:::::(OxFFFFFFFF),
essageBoxA(@, lpMem + 1, "Flag", 2u);
a::'-’ie( Heap, @, lpMe );
apDestroy(hi
itProcess(0);

B IBTRERF, KIHFALHENIMHE.

IpMem+1 3 2 F A1 & ZAE R ELAEH B

memcpy_s, wmemcpy_s

e T

AN L T B A s o A -

const char **envp)



ULUfUBJUE *TTIFIRIE " S E XT W =<

EEIXZEEHFT, XEEmemcpy, wmemcpyRIRRA, EAECRTRYZLThEE PATARNZ St
gﬁmﬁgﬂ

&
e =3

errno_t memcpy_s(
void *dest,
size_t destSize,
const void *
size t count

);

errno_t wmemcpy_s(
wchar_t *dest,
size_t destSize,
const wchar_t *src,
size t count

);

A LA &3E @53 memepy_s#E1E#unk_409B10/I$HE4 T IpMem

0409810 byte_409B10 db @BBh ; DATA XREF: _main
100409811 db @CCh
188409812 db @A8h
1908409813 db @BCh
100409614 db @DCh
108409815 db @D1h
188409816 db @BEh
100409817 db @B8h
1804089818 db @CDbh
1808409819 db @CFh
:00409B1A db @BEh
100409818 db @AEh
18840981C db @D2h
198409810 db @C4h
:00409B1E db @ABh
:00409B1F db 82h
188409820 db @D2h
100409821 db @DSh
1804089822 db 93h
198409823 db @B3h
100409624 db @D4h
198409825 db @DEh
180409826 db 93h
100409827 db @ASh
100409828 db @D3h
1908409829 db @CBh
1 90409B2A db @88h
100409828 db 82h

OO ooDoOooO DO oo oUDoO DD O oDoOD oD oO oD oo Do oo o



#%&sub_401000

1ljunsigned int _ fastcall sub_401@@0(int al, int a2)
2j¢
3| int v2; // esi

4| wunsigned int v3; // eax

5| unsigned int v4; // ecx

6| unsigned int result; // eax
7
8
9

N v2 = dword_4@9B38;
W v3 = a2 + 1 + strlen((const char *)(a2 + 1)) + 1;
P 10| v4 = 0
P 11| result = ((v3 - (a2 + 2)) >> 2) + 1;
® 12| if ( result )

13| {

14 do
# 15 *(_DWORD *)(32 + 4 * va++) ~= v2;
® 16 while ( v4 < result );

17| }
® 18| return result;
» 19}

RXFlpMemiAT T — L35, R B TIHEAEIT, ProlhIiELeg



FIDAZhZ KX (debugger) , THi&A
JTeCO—— 2 s moaas

.text:00401096
.text:00481096 loc_401096: ; CODE XREF: _main+501j
.text:00401096 inc ecx
.text:00401097 inc ecx
.text:008401098 inc ecx
.text: 00401099 inc ecx
.text:0040109A int 3 ; Trap to Debugger
b .text:00401096 mov edx, [ebp+lpMem
.text:004810A3 jmp short loc_4010EF
L E@XEIOBABLOAS ; - - - - oo
.text:004010A5 push 2 ; uType
.text:004010A7 push offset Caption ; “"Flag”
. text:004010AC push [ebp+1pMem] 3 lpText
. text:004010AF push @ ; hkind
.text:004010B1 call ds:MessageBoxA
.text:00481087 jmp short loc_4016CD
a DA EIOBGBIBED 5 oo o o o o o g e
.text:ee401eB9
.text:00401089 loc_4010B9: ; CODE XREF: _main+5AtTj
.text:00401089 push 2 3 uType
.text:004010BB push offset Caption ; “"Flag”
.text:004010C0 mov eax, [ebp+lpMem]
.text:004010C3 inc eax
.text:004010C4 push eax ;3 lpText
.text:004010C5 push 8 3 hkind
.text:084818C7 call ds:MessageBoxA

Bhick i3\ #1525 FIEXitProcess(), E#BEE| T H3# i messageboxARIH 7, #hAES Elflag T

.TEeXT:IUU4VTvYLE
.text:0084018A3
.text:004010A5
-text:004016A5
-text:004010A7
-text:004018AC
-text:004010AF
-text:0040106B1
-text:00401087
-text:004010B9
-text:00401089
-text:004010B9
-text:00401089
-text:004010BB

call

loc_4810B9:
push 2
push

SuUD_4uivuy
short loc_4B818EF

offset Caption
[ebp+1pHem]
5}

ds:MessageBoxA
short loc_4618CD

CODE XREF: _main+5ATj
uType
“Flag"

offset Caption

-text:0040108C3

0xB maze

inc

eax

A H BAE R R E

DA 2 3 B #

~ W e

M M e e I W W W

o o a w w

I

4wpn riEm oA 0

L L T

(] ] avma FamRo4 FI) oL uvLW ES 1 Le=1 A s ol L ampus L kad) =g LApYs L3

{

inte4

_ fastcall main(__int64 al, char **a2, char **

a3)

signed _ int64 v4;
signed int v5; //
char v6; // bp
char v7; // al

const char *v8; //

__inte4 vie; //

vle = eLL;

~ *v3; //

// rb

eax

rdi

[rsp+8h] [rbp-28h]

puts("Input flag:");
scanf("%s", &s1, OLL);

if ( strlen(&sl) != 24 || (v3 =

LABEL_22:

"nctf{", strncmp(&s1, "nctf{", SuLl)) || *(&8byte_6010BF + 24) != 125 )

puts(“Wrong flag!");

exit(-1);
}

4 = S5LL;
if {
{
while ( 1 )
{

5 = *(&s1 + v4
= a-

strlen(&sl) - 1 > 5 )

)s



v — wy

if (vS > 78 )

vS = (unsigned __int8)v5;
if ( (unsigned __int8)v5 == 79 )

oW W W

B BIX DA F R B b, RN ZRE2 ETAER T

-

9 v5 = (unsigned __int8)v5; /7 vS¥RLInt{E
e if ( (unsigned _ int8)v5 == '0' )

1 {

2 v7 = sub_400650((char *)&v10 + 4, v3);
3 goto LABEL_14;

4 ¥

3 if (vS == "0" )

6 {

7 v7 = sub_400660((char *)&v10 + 4, v3);
B goto LABEL_14;

g }

: }

1 else

2 {

3 v5 = (unsigned __ int8)v5;

4 if ( (unsigned __int8)vS == "." )

5 {

6 v7 = sub_400670(&v10, v3);

7 goto LABEL_14;

: }

9 if (v5 == "0")

8 {

1 v7 = sub_400680(&v12, v3);

2[LABEL_14:

3 ve = v7;

SR RREEE, BEONE, ORE, AL, ‘OAT, FHERBPERE T8XNMUTE
LUZ] IDA View—A [ Ll£] Fseudocode—A L] (O] Hex ¥

1 1 fastcall sub 400658( DWORD *al)
2({
3] int vl1; // eax
4
®5 vl=(%al)--;
® 6| return vl > 0;
® 7}
BT RBEE L K
3 if ( ++v3 >= strlen(&s1) - 1)
: {
5 if ((v5 )
5 break;
7|LABEL_20:
3 v7 = "Wrong flag!™;
E goto LABEL_21;
3 1




J

1
¥

goto LABEL_20;
v7 = "Congratulations!™;
LABEL_21:
puts(v7);
return OLL;

NG N T W e L W P

}

I RAHA R, ATUAEL SR

9000601050 ; Segment type: Pure data
P00P601050 ; Segment permissions: Read/Write

if ( asc_6@1060[8 * (signed int)vO + SHIDWORD(v9)] != "#' )// £&E's

2000601050 _data segment para public 'DATA' use64

9000601050 assume cs:_data

0000601050 ;org 6@1e5eh

0000601050 align 2@h

2000601060 asc_mm db ' XEXXEEX * xEEE ¥ XXX x xxx% ‘# XX XXX EXX ““‘33*"’3
0e00e6c01060 ; DATA XREF: main+ll2to
0000601060 ; main+147tr

2000601060 _data ends

0eeec01060

0006010A1 ; === ==== === ==== ==== === === === ===
B006010A1

©06010A1 ; Segment type: Pure data

6010605t 2 T Z KR EE

}

}
LABEL_15:

v3 = (const char *)HIDWORD(v18);

goto LABEL_22;
if ( ++v4 >= strlen(&sl) - 1)

if ( !(unsigned __ int8)sub_400690((__int64)asc_601060, SHIDWORD(v18), via) )

1
if ( v6 )
break;
LABEL_20:
vR = "Wrane flae!":
LH 4L FLT=R N u ] ¢ s=wuvwwa= -+ D =] EL— ) B u Ly ki W LWL TS u Le=1]
1| int64 fastcall sub_400690(__int64 al, int a2, int a3)
2t
3| __int64 result; // rax
4
P 5| result = *(unsigned __int8 *)(al + a2 + 8LL * a3);
P 6| LOBYTE(result) = (_DWORD)result == 32 || (_DWORD)result == 35;
P 7| return result;
b 8}
EHEXAHEE
%691949 (I‘II‘I‘..-.....
00601050 ©0 00 00 00 00 0O 00 6D 0O OO 0O 0O OO B VB PP ................
0P 1060 saXEERERXE, L Kk, %
eP6eR10870 EEE Kk _EKkkXk, Kk, kX

00601030

LKL, KRR KEE K
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