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int _ cdecl main(int argc, const char **argv, const char **envp)

{
__inte4 v3; // rax
__inte4 v4; // rax
__inte4 v5; // rax
__inte4 v6; // rax
__inte4 v7; // rax
__inte4 v8; // rax
__inte4 v9; // rax
__int64 v10; // rax
__int64 v11; // rax
__int64 v12; // rax
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__int64 v13; // rax

__int64 v14; // rax

__int64 v15; // rax

__int64 vi6; // rax

__int64 v17; // rax

__int64 v18; // rax

__int64 v19; // rax

__int64 v20; // rax

__int64 v21; // rax

int result; // eax

__int64 v23; // rax

__int64 v24; // rax

__inte4 v25; // rax

__int64 v26; // rax

__int64 v27; // rax

__int64 v28; // rax

__int64 v29; // rax

__int64 v30; // rax

__int64 v31; // rax

__int64 v32; // rax

__int64 v33; // rax

__int64 v34; // rax

__int64 v35; // rax

__int64 v36; // rax

__inte4 v37; // rax

char v38; // [rsp+Fh] [rbp-71h]
char v39; // [rsp+106h] [rbp-76h]
char v40; // [rsp+20h] [rbp-606h]
_BYTE *v41; // [rsp+28h] [rbp-58h]
char v42; // [rsp+30h] [rbp-56h]
unsigned __int64 v43; // [rsp+68h] [rbp-18h]

v43 = _ readfsqword(@x28u);

std: :operator<<<std::char_traits<char>>(&std::cout, "Enter the valid key!\n", envp);

std: :operator>><char,std: :char_traits<char>>(&edata, &v42);

std::allocator<char>::allocator(&v38);

std::string::string(&v39, &v42, &v38);

md5 (&v40, &v39);

v4l = (_BYTE *)std::string::c_str((std::string *)&v490);

std::string::~string((std::string *)&v40);

std::string::~string((std::string *)&v39);

std::allocator<char>::~allocator(&v38);

if ( *v4l 1= '7°
|| v41[1] !'= '8
|| v41[2] !'= '@
[| va1[3] != '4
|| vai[4a] != '3
|| va1i[5] != '8'
|| vai[e] != 'd
|| va1[7] != '5
|| va1[8] != 'b
|| vai[9] != '6

|| vai[1e] != '

[| vai[11] 1= '2°

[| va1[12] != ‘9"

[| va41[13] != 'd'

|| va1[14] != 'b'

|| va1[15] != ‘@'

|| v4i[16] != '8’
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|| v41[18] !'= '8'

|| v41[19] !'= 'b'
|| v41[20] !'= 'c'
|| v41[21] !'= '4'
|| v41[22] !'= 'f'
|| v41[23] !'= '@’
|| v41[24] '= '2'
|| v41[25] !'= '2'
|| v41[26] !'= '5'
|| v41[27] '= '9'
|| v41[28] !'= '3'
|| v41[29] !'= '5'
|| vai[3e] != 'c'
|| va41[31] != ‘@' )

v23 = std::operator<<<std::char_traits<char>>(&std::cout, 'I");
v24 = std::operator<<<std::char_traits<char>>(v23, 'n');
v25 = std::operator<<<std::char_traits<char>>(v24, 'v');
v26 = std::operator<<<std::char_traits<char>>(v25, 'a');
v27 = std::operator<<<std::char_traits<char>>(v26, '1');
v28 = std::operator<<<std::char_traits<char>>(v27, 'i');
v29 = std::operator<<<std::char_traits<char>>(v28, 'd');
v30 = std::operator<<<std::char_traits<char>>(v29, ' ');
v31l = std::operator<<<std::char_traits<char>>(v30, 'K');
v32 = std::operator<<<std::char_traits<char>>(v31, ‘'e');
v33 = std::operator<<<std::char_traits<char>>(v32, 'y');

v34 = std::operator<<<std::char_traits<char>>(v33, '!");
v35 = std::operator<<<std::char_traits<char>>(v34, ' ');
v36 = std::operator<<<std::char_traits<char>>(v35, ':');

v37 = std::operator<<<std::char_traits<char>>(v36, '(');
std::ostream: :operator<<(v37, &std::endl<char,std::char_traits<char>>);
result = 0;
}
else
{
v3 = std::operator<<<std::char_traits<char>>(&std::cout, 'T");
v4 = std::operator<<<std::char_traits<char>>(v3, 'h'");
v5 = std::operator<<<std::char_traits<char>>(v4, 'e');
v6 = std::operator<<<std::char_traits<char>>(v5, ' ');
v7 = std::operator<<<std::char_traits<char>>(v6, 'k');
v8 = std::operator<<<std::char_traits<char>>(v7, 'e');
v9 = std::operator<<<std::char_traits<char>>(v8, 'y');
v10 = std::operator<<<std::char_traits<char>>(v9, ' ');
vll = std::operator<<<std::char_traits<char>>(vie, 'i');
vl2 = std::operator<<<std::char_traits<char>>(v1l, 's');
v13 = std::operator<<<std::char_traits<char>>(v12, ' ');
vl4 = std::operator<<<std::char_traits<char>>(v13, 'v');
vl5 = std::operator<<<std::char_traits<char>>(v14, 'a');
vl6 = std::operator<<<std::char_traits<char>>(v15, '1');
vl7 = std::operator<<<std::char_traits<char>>(vi6, 'i');
v18 = std::operator<<<std::char_traits<char>>(v17, 'd');
v19 = std::operator<<<std::char_traits<char>>(v18, ' ');
v20 = std::operator<<<std::char_traits<char>>(v19, ':');
v21 = std::operator<<<std::char_traits<char>>(v20, ')');
std::ostream: :operator<<(v21l, &std::endl<char,std::char_traits<char>>);
result = 0;
}

return result;
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0| mds5(&v40, &v39);
1 w41l = ( BYTE *)std::string::c str((std::string *)&v4e);
2| std::string::~string((std::string *)&v40);

3| std::string::~string((std::string *)&v39);

4| std::allocator<char>::~allocator(& );

5| if ( *v41 l= '7'

6 || vai[1] != '8’

7 || vai[2] != ‘e’

8 || va1[3] I= ‘&’
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[stack]:e@ee7FFESDBDSFDS db (4]
[stack]:eeee7FFESDBD8FD6 db (4]
[stack]:eeee7FFESDBD8FD7 db (4]
[stack]:e@ee7FFESDBDSFDS db 38h ; 8
[stack]:eeee7FFESDBD8FD9 db 77h ; w
[stack]:eeee7FFESDBDSFDA db 55h ; U
[stack]:eeee7FFESDBDSFDB db 2
[stack]:eeee7FFESDBDSFDC db (4]
[stack]:eeee7FFESDBDSFDD db @
[stack]:eeee7FFESDBDSFDE db e
[stack]:eeee7FFESDBDSFDF db (4]
[stack]:eeee7FFESDBDS8FE@ db 37h ;
[stack]:eeee7FFESDBDSFE1 db 38h ;
[stack]:eeee7FFESDBDSFE2 db 3eh ;
[stack]:ee@e7FFESDBDSFE3 db 34h ;
[stack]:eeee7FFESDBDSFE4 db 33h ;
[stack]:e@ee7FFESDBDSFES db 38h ;
[stack]:eeee7FFESDBDS8FE6 db 64h ;
[stack]:eeee7FFESDBD8FE7 db 35h ; 5

UNENOWN 00007FFEEDBDSFDS: [stack]:00007FFESDBDSFDS (Synchronized with RIF)
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v43 = _ readfsqword(0x28u);

std: :operator<<<std::char_traits<char>>(&std::cout, "Enter the valid key!\n", envp);
std: :operator>><char,std: :char_traits<char>>(&edata, &v42);
std::allocator<char>::allocator(&v38);
std::string::string(&v39, &v42, &v38);

md5(&v40, &v39);

v4l = (_BYTE *)std::string::c_str((std::string *)&v40);
std::string::~string((std::string *)&v40);
std::string::~string((std::string *)&v39);
std::allocator<char>::~allocator(&v38);

if ( *v41 l= 55

|| vai[1] != 56
|| vai[2] != 48
|| va1[3] != 52

M J5 F L R %% 7804 38d5b6e29db0898bc4f0225935¢0:

A0S : T80438d5b6e29db0898bcdf0225935¢0 HEER  {EULED

105 (16) : md5 (16, T80438d5b6229db089Bbc4f0225935c0)=99261deB1cd39721

MDS(32) : \md5 (32, 780438d5b6e29db0B98bc4£0225935¢0) =385ba58d39261de81cd39721c5b

1D Plugin PluginName Results (¥RHEEFHILER) |
1 Blackbap. d11 BlackbapEiBlfifFL. 0

M2  Chamds. dll ChandsEH{+1.0 8% g R A R IEHE

3  Cmds dll CndSETEHGH1. 0 % Y EHEI0sAHE

B 4 Decrvption. dll  DecryptionEiBHEREL. 0 {0 g e H IosaIER

M= DecryptidS. d11  DecryptMASEIHG{FL. O 0% g A HosaIEiE

HE Gromweb. d11 Gromweb T TEIEEL. O b 781 BHp2aEo e EnaFEEEE . 18]
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std: :operator<<<std::char_traits<char>>(&std::cout, "Enter the valid key!\n", envp);
std: :operator>><char,std: :char_traits<char>>(&edata, &v42); #v42EWEIA
std::allocator<char>::allocator(&v38);

std::string::string(&v39, &v42, &v38);#v39fE N\ KIHhik

md5((MD5 *)&v40, (const std::string *)&v39);#¥iAZidmds LLETEAvAoHhitE

v4l = std::string::c_str((std::string *)&v40);

std::string::~string((std::string *)&v40);

std::string::~string((std::string *)&v39);

std::allocator<char>::~allocator(&v38);
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