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lﬁnt __cdecl main(int argc, const char **argv, const char **envp)

2{

3| char v4; // [esp+4h] [ebp-884h]

4/ char v5; f/ [esp+5h] [ebp-883h]

5 char v6; // [esp+4084h] [ebp-484h]
6/ char Dst; /f [esp+485h] [ebp-483h]
7

2 wvb = 8;

9 memset(&Dst, @, Ox3FFu);

e vd = 0;

[T memset(&v5, @, Bx3FFu);

12| printf("please input code:");

[3 scanf("%s", &vo);

4 sub_401000(&v6);

5 if ( !strcmp(&v4, "DDCTF{reverseME}"} )
L6 printf("You've got it!!¥%s\n", &va);
L7 else

L8 printf("Try again later.\n");

9 return 9;
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.text: 00401042 call esi ; printf

.text: 00401044 lea edx, [esp+824h+var_404]

.text:004010AB push edx

.text:004010AC push offset as 5 Mhs"

.text:004010B1 call ds:scanf

.text:004010B7 lea eax, [ksp+82€h+var_484]

.text:004010BE push eax

.text:004010BF lea ecx, [esp+83@h+var_804]

-text:004010C3 call sub_481000

.text:004010C8 add esp, 28h

.text:004010CB mov ecx, offset aDdctfReverseme ; "DDCTF{reverseME}"
.text:004010D0 lea eax, [esp+8@8h+var_804]

-text:004010D4

.text:004010D4 loc_4810D4: : CODE XREF: _main+9Elj
.text:004010D4 mov dl, [eax]

.text:0904010D6 cmp dl, [ecx]

.text:004010D8 jnz short loc_4010F4
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Lhnsigned int _ cdecl sub_40100@8(const char *al)
2

3| _BYTE *vl; // ecx

4 unsigned int v2; // edi
5/ unsigned int result; // eax
6 const char *v4; f/ =bx
7
3 2 = @;
9 result = strlen(al);
18| if ( result )
11 {
12 vd = {const char *){al - vl1);
13 do
14 {
15 *vl = *((_BYTE *)&dword_482FF6 + (char)vl[( DWORD)YvA] + 2);
16 +Hv2;
17 +vl;
18 result = strlen(al);
19 }
20 while ( v2Z < result );
21}
22 return result;
23}
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data = [ Ox7E, Ox7D, Ox7C, Ox7B, Ox7A, Ox79, Ox78, Ox77, Ox76, Ox75, Ox74, Ox73, Ox72, Ox71,
Ox70, OX6F, OX6E, Ox6D, Ox6C, OX6B, OX6A, Ox69, Ox68, Ox67, OX66, OX65, Ox64, Ox63, OX62,
Ox60, OXSF, Ox5E, Ox5D, Ox5C, OXx5B, OXS5A, Ox59, Ox58, Ox57, Ox56, OX55, Ox54, Ox53, 0x52,
OXx50, OXAF, Ox4E, Ox4D, Ox4C, Ox4B, Ox4A, Ox49, Ox48, Ox47, Ox46, Ox45, Ox44, Ox43, Ox42,
Ox40, Ox3F, Ox3E, 0x3D, Ox3C, Ox3B, Ox3A, 0x39, Ox38, Ox37, Ox36, Ox35, Ox34, Ox33, 0x32,
0x30, Ox2F, Ox2E, 0x2D, 0x2C, Ox2B, Ox2A, Ox29, Ox28, Ox27, Ox26, Ox25, Ox24, Ox23, 0x22,
0x20, Ox00, Ox00, Ox00, Ox00, 0x00, Ox00, Ox00, Ox00, 0x00, 0x00, 0x00, 0x00, Ox00, 0x00,
0Xx00, Ox00, Ox00, Ox00, Ox00, 0x00, Ox00, Ox00, Ox00, 0x00, 0x00, 0x00, 0x00, Ox00, 0x00,
0Xx00, Ox00, Ox00, Ox00, Ox00, 0x00, Ox00, Ox00, Ox00, 0x00, 0x00, 0x00, 0x00, Ox00, 0x00,

(len(s)):
(data.index( (s[i]))+32)
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