writeup

5 HARAD AT A o T 2019-02-28 21:52:39 K Aii o 300 ﬁ' g

SPRLRL: ZEEHOK

WA B s ASONT R AN SCEE, 181 CC 4.0 BY-SA FRBUIMI, #5351 b b R ST H Ab B fe FI AR 75 B o
ARSCHEFE: https://blog.csdn.net/gq_41840600/article/details/88045933

FRAL

XY OK LA SEZ N R
2 WSCE 01T
T LS
WEET, WHNEEZE T —5. . .

1. md5FilffE

md>5 collision

Web 20pt SOLVERS: 1682

iFE (PHP)

$nd31 = md3 (" QNECDZO )

$a = @3_GET[ 2" ]:

fmd52 = @md5(Fa);

if (1szet($a)) {

if ($a != "QNECDZO &k $nd31l = $nd32) |
echo “motf [REsskRkcker] 7.

! oelse |
echo “falze!!!”;

1

elzelecho "please input a™:}
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include f.php I/ | — gphp
cjpg include g.php
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3. mysql
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TIP: sql. php

<plp
if (§_GET[id]) {

aysal_comect (SAE_WYSQL HOST M . *:" . SAE NYSQL_PORT, SAE NYSQL USER,SAE_NYSQL PASS):

mysal_select_db (SKE_WISQL_DE)

$id = intval (§_GET[1d]);

query = @nysql_fetch_array (nysql_query (“select content from ctfZ where id= $id™"))
it (§GET[idl—102) {
echo "<pno! try againd/p>";
1

elsel
echolfquexy [content]) ;
1
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Secure Web Login

</headr
<body>

<7php
3£ (§_POST [use] & $_POST[pass]) {
nysql_connect (SAE_MYSQL HOST M . *:* . SAE_MYSQL_FORT,SAE_NYSQL_USER, SAE_WYSJL PASS)
mysql_select_db (SAE_WYSQL DB) ;
Juser = trin(§_POST [user])
dpass = mdb (rin(§_POST [pass])) ;
$sql="select wser from ctf vhere {user="".fuser.”’) and (pr="". fpass.” )"
echo " </br>’ . §oal
$query = mysql_fetch array(nysql_query($sqll}
1 (Squery [user]="2dnin") |
echo "<plogged inl flag: wekkmErrrERRERRELsE (D>

1

if ($query luser] != “adnin”) [
echol*¢p>Tou are not adnin! </p>")

1

echo $query fuser]
»

<forn method=post actior=index. fhp>

input type=text name=user value=Usemane”>
<input. typs=passvord nans=pass valus="Password">
input typemsubmity

<forny

/body>

<a href="index. phps">Source ¢/ 2>

</htal>
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admin’)#.
#33sql:
“select user from ctf where (user="admin’}#.”) and (pw="".$pass." )" i & #y1:FE, 14Fflag
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