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1 POST /index.php HTTP/2

Host: 277-bb4ellcf-aB0e—-4e03-9647-5fca83053764. do—not-trust. hacking. run

Cookie: hash_key=c3ef608fdc59d9143c39664adeT556d5; source=1|

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64: rv:46.0) Gecko/20100101 Firefox/46.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */#*;g=0. 8
Accept-Language: zh-CN, zh;g=0. 8, en-US; g=0. 5, en; g=0. 3

Accept-Encoding: gzip, deflate

8§ Dnt: 1

9 Referer: https://277-bb4ellcf-a80e-4e03-9647-5fca83053764. do—not—trust. hacking. run/index. php
10 Content-Type: application/x—www—form—urlencoded
11 Content-Length: 42

12

13 username=admin&password=1111&submi t=submit
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@error_reporting(0);
"Flag { XXXXXXXXXXXXXXXXXXXXXXXXXXXX " 5
"XXXXXXXXXXXXXXXX"; // the kRey is safe! no one can know except me
["username"];
["password"];
header("hash_key:" );
if (lempty( ["getflag"])) {
if (urldecode( ) "Dog3" urldecode( ) "Dog3") {
//cookie ffjgetflag e Z #hash(secret_key[[("Deg3" . password)))
//hashpump G2 G117 SR KA IH TR G, HIRIN—E HE X A7, FRERAG G i ) —#
[/ T dEpassword,  #EFT 7 EIhash 255K, Gk B9 R, FL AT L
if ( ["getflag"] md5 ( urldecode(
echo "Great! You're in!\n";
die ("<!-- The flag is " "e->");
}
else {

die ("Go out! Hacker!");

)i
else {
die ("LEAVE! You're not one of us!");

)i
/LB [Efhash Zhash (secret_key | [ ("DOg3" . "DOg3")) 4 H
setcookie("sample-hash", md5( urldecode("Dog3" "Dog3")), time() (60 60
if (empty( ["source"])) {
setcookie("source", 0, time() (60 * 60 24 * 7));
}
else {
echo "<source_code>";

}
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Input Signature: c3ef608fdc59d9143c39664ade7556d5

Input Data: DOg3

Input Key Length: 20  JEESSCFH164 x’+'DOg3" =20 FFF
Input Data to Add: kinnisoy (H & )

15e64be7722f2e46d78d483264ebc5c8
DOg3\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
\x00\x00\x00\x00\x00\xco\x00\x00\x00\x00\x00\x00\x00kinnisoy
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DOg3%807%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%00%C0%00%00%00
%00%00%00%00kinnisoy




Request

1 POST /index. php HTTP/2
2 Host: 277-bb4ellcf-a80e-4e03-9647-5fca83053764. do-not—trust. hacking. run
3 Cookie: hash_key=c3ef608fdc59d9143c39664ade7556d5; source=1;getflag=
b86091£5e913f28b87Tec81£7669401 ;
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:46.0) Gecko/20100101
Firefox/46.0
5 Accept: text/html, application/xhtml+mml, application/xml;q=0. 9, %/*; q=0. 8
6 Accept-Language: zh—CN, zh;q=0. 8, en-US; ¢=0. 5, en; q=0. 3
7 Accept-Encoding: gzip, deflate
8 Dnt: 1
9 Referer:
https://277-bb4ellcf-a80e—4e03-9647-5fca83053764. do—not—trust. hacking. ru
n/index. php
10 Content-Type: application/x—www—form-urlencoded
11 Content-Length: 169

13 username=D0g3&password=

D0g3%80%00%00%00%00%00%00%00%00%00%0 0%00%00%00%00%00%00%00%00%00%00%00%0

0%00%00%00%00%00%00%00%00%00%c0%00%00%00%00%00%00%00k1 nni soy&submi t=
submi t

Response
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9 <html lang="en”>

<head>

</title>

<link rel="stylesheet” type="text/css” href="login.css”/>
{seript type="text/javascript” sre="login. js">
</script>

</head>

<body>
<div id="login_frame”>

<p id="image_logo”>
<img srec=". /5b9378631ccOc. png” width="200">
<fp>

<form name="form1” method="post” action="index.php”>
P B R
Username:
<input name="username” type="text” id="username”>
<br>
Password:
<input name="password” type="password” id="password”>
<br>
<input name="submit” type="submit” value="submit”>

</form>

<Jdiv>

</body>

Great! You're in!
<!-— The flag is FWITI'HEEOX_FLAG {4e616982-efb6-4c87-810a-e22e67355fd9} --
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