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2.SQLEA
N SATEId
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POST /index.php HTTP/1.1

Hest: 172.1.106.1

Usexr—Agent: Mozilla/5.0 (Windows NT 6.1; WOWSH, rv:52.0) Gecke/20100101 Firefox/52.0
Accept: text/html, application/xhtnl+xml, application/xnl;q=0.9, */%; ¢=0.8
Aceept-Language: zh-CH, zh;q=0.8, en~US;q=0.5, en;q=0. 3

Accept—Encoding: gzip, deflate

Referer: http://17Z.1.106.1/index. php

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Centent=Type: application/s—www—forn-uxlencoded

Content-Length: <

id=2dal
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RIEHBEG, THESE, FKEpart! flag

Part1: flag{1a6b4d4e0c36581e8256a1a58

fEAwinhexdT B fr, & ¥iflag2

Offset 01 2 3 456 7 8 9101112131415 -
00000000 FF D8 FF EO 00 10 44 46 43 46 00 01 01 00 00 01 . JFIF......
00000016 00 01 00 00 FF E1 00 47 45 78 6% 66 00 00 4D 4D .... .GExzif..MNM =
00000032 00 ZA 00 00 00 03 00 01 87 62 00 04 00 00 00 01 .*...... ...,
00000048 00 00 00 1A 00 00 00 00 00 01 92 86 00 O7 00 Q0 .......... i

00000064 00 17 00 00 @0 28 50 61 72 74 32 34 20 34 30 32 ... M(Part2: 402
00000080 62 64 B2 34 62 3T 63 63 34 31 62 64 7D FF DB 00 bdbdbTecdlbd)

0000009 43 00 02 06 06 OT 06 05 08 07T OT 0T 09 09 08 0A C........cou..
00000112 OC 14 0D OC OB OB OC 19 12 13 0F 14 ID 1A 1IF 1E ....ocvuiiinnnnn
00000128 1D 1A 1C 1C 20 24 2E 27 20 22 2C 23 1C 1C 28 37 .... §.° 4. (7
00000144 29 2C 30 31 34 34 34 1F 27 39 3D 38 32 3C 2E 33 ), 01444." 9=82¢. 3

R 3R BV A Mlag
flag{1a6b4d4e0c36581e8256a1a58402bdb4b7cc41bd}
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it B4, KPphpinfollH, KM
allow_url_fopen on

allow_url_include off

HEASlag.php R NEZEEIT T WA, BEflag, BliflagfEEkd, FEENIphplEid 4Ll BrLl R ee
fE A a4, % flag.php K base64 4wt%

?page=php://filter/convert.base64-encode/resource=flag.php

1A | ST n |+
D 172178 inde pi fpage o t . s flag c @ a a4 m
T * = & SOLBASKS: UMIOM BASED- ERROB/DOUSLE QUERY= TOOLS= WAF BYPASS. [NCODNG: HIML- ERCRYPTION- OTHER- X55- LA
w lopd URL
& selituRL
v Epecute
Fostdata || Reterier @ OxHEX 3B 0 %URL 3B @ BASEGD I G st o epke | Sl nepkasing | o) Bepbacn Al

Base64f#h4 & Piflagii /& i B
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INT v = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS-
@l Lload URL [ <?php

2 echo "Flag is in this file. Can you find it?";
s =eleUEE [/flag{994660f4£9)

) Execute

[l Postdata || Referrer 4 OxHEX @ o %URL NS

6. ZiE a1
T Ehttp$dE, EHEEkiflag

- ™ - L Rl - e o) R S ™ TS AR
Wfhier
Ic.__ Tias Sourve Deptination Pretecel lemgth [nds
8 1.629977 152.168.111.1 192.168.111. 165 HTTF 483 GET / HTTR/1.X
18 1,63054F 152.168.111. 165 192.168.111.1 HTTP I5THTTR/1.1 200 0K
18 0, 050858 152.168,111.1 192,108,111, 169 HTTP a5 GET .ff'ﬂ-PhD HITRf1.1
21 6, 058577 151168, 111,168 197,168, 111.1 HTTR SSENTTRSL.1 404 ROt Found  (Text/hial)
. 2% 11. 185074 193.168.111.1 192.168.111.157 HITR A%1 GET fFlag. php WITRS1.1
fos 31 11. 188014 A92-168.111.157 192.168.111.1 HITR ATSHTTRS1.1 200 ok (text/htal)
. 36 11. 299755 191.168.111.1 192.168.111.157 HITP AT GET ,‘fﬂl‘inﬂlhko HITP}'].I
37 11, 309559 192.168. 111157 192.168.111.1 HTTP S-&B“TTPfl.l 4p4 mot Found [tﬂtt.fhtll]

* Frame 31: 375 bytes on wire (2380 bits), 275 bytes captured (2700 bits)

+ Ethernet II, Src: Vesars 23:8h:33 (00:0Cr2e:23:8b123), Dst: Veware cO:BO108 {00:S01561C0:080:08)
| ¥ Imternet Pratocol version 4, Src: 192.168.111.157, Dst1 192.168.111.1
|+ Transmissicn Control Protocel, Src Port: 29, Dst Port: 34521, i 1, Ack: 438, Len: 221

|
| # Line-based text data: text/htal (1 lines)
‘ flag{injuiksoin}in

7. BRI Hr2

TERXHFER, BR—ANEE R, BEEWL, SRHWNE, BIE AN pcapmEIH, I RILZuUsbii
&2, USBHMXEE I 4 1ELeftover Capture Datalfi, BEFEEKWEHEKEN)\ANFH. HPESETFRERE

HEE=AFHH. BEOTER:

T Tine Soaroe Destination Frotecel Length Infe
32 4, 558007 2.2.3 hast UsE 35 URB_INTERRUPT in
33 4,692032 2.2.3 hast usg 35 URB_INTERRUPT in
34 4,95113% 2.2.3 hast USE 35 URB_INTERRUPT in
35 5. 098996 2.2.3 hast usge 35 URB_INTERRUPT in
36 5. 102181 2.2.3 hast USE 35 URB_INTERRUPT in
| 37 5,233144 1.2.3 hest 35 URB_INTERRUPT in
| 38 5,649136 2.2.3 host B 35 URB_INTERRUPT in
39 5. 777016 2.2.3 hast usge 35 URB_INTERRUPT in
| Al £ SR 30TA 333 et L@ AR QiR TMTESRHIDT in
© Frame 38: 35 bytes on wire (380 bits), 35 bytes captured (286 bits)

4 USE URE
[Source: 2.2.3)
[mestination: host]
UsEPcap pseudoheader length: 27
IRP ID: dxfFffoSoaedd2dons
IRP USBD_STATUS: USBD STATUS SUCCESS [ @odododcsd )
URE Function: URE_FUNCTION_BULK_OR_INTERRUPT_TRANSFER {@wiod)
» IRP informatiom: omél, Direction: PDO -> FDO
URE biss id: 2
Device address: 2
» Endpoint: ox@d, pirection: IN
URE transfer type: URE_INTERSUPT (0md1)
Packet Data Length: 8

[bInterfaceclass: ynkossn (B
Leftover Capture Dat
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tshark -r usb.pcap -T fields -e usb.capdata > usbdata.txt
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& SQL BASICS. UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS+| ENCODING-| HTML- EMNC
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42 URLdecode
Post data Referrer 4B OxHEX ™ 4% %URL ™ @ BASEG4 ] HEX Encoding
HEX Decoding

synt{ebguvegrranaqonfrfvkglfrira}
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FMassictB a4 7, BrUAF TMH T AT )E B python 4 8 5 1 iny Fn 21 B .

98,103,117,11%,101,103,114,114,57,110,57,113,111,110,102,114,102,11
s

temp2 m
print tempd

WEBT T, KIERE, number = ord(char), char = chr(number), &/ KA T
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for i in range(len temp1)
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9. Easy RSA
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& cipherxt 1KB
aencyptey 1KB
1/ pubkey.txt 1KB
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E=65537
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o —r— p
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4 T | r
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F iy {Frene o
Goneests| | Tent_| p:;:'mm 1574881 =
cae 0 | [ Famar| [PROME FacTOR 23Ta1829
Ltee | [ | s mesecni Mo cecie

Daone.

B4 -

FRLFRETRIER, CEEHES

¥ https://pan.baidu.convs/14SR1m-vKEUaO_cMDjnQsUw
REUG: 9fbv



	writeup 2019“新华三杯”中国医疗机构网络安全攻防演练大赛CTF（复赛）
	1.签到题
	2.SQL注入
	3.图片隐写
	4. 音频隐写
	5. 本地文件包含
	6. 数据包分析1
	7. 数据包分析2
	8.EasyCrypto
	9. Easy RSA

