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M Wireshark | #4555 | abf1976219224bc382328d0014ed3ab1.pcapng — O X
i - BHEESH 548 BFEESL F5  HAA End Packets End Bytes End Bits/s
¥ Frame 100.0 5476 100.0 3682484 721k 0 o o

v Ethernet 100.0 5476 21 76664 15k 0 o 0
“ Logical-Link Control 0.7 39 0.1 1950 382 0 ] 0
Spanning Tree Protocol O 39 0.0 1638 321 39 1638 321
~ Internet Protocal Version 4 I; 5421 29 108620 21k 0O 0 0
~ User Datagram Protocol 251 1377 0.3 11016 2159 0 o o
v Teredo IPv6 over UDP tunneling 0.0 1 0.0 40 7 0 o 0
Internet Protocol Version 6 0.0 1 0.0 40 7 1 40 T
Simple Service Discovery Protocol 16.7 913 8.0 294837 57k 913 294837 57k
Multicast Domain Name System 7.3 399 41 149176 29k 399 149176 29 k
Link-local Multicast Name Resalution 0.2 12 0.0 320 62 12 320 62
Domain Name System 0.5 26 0.0 1657 324 26 1657 324
v Data 0.5 26 0.2 8887 1741 25 8879 1740
VSS-Monitoring ethernet trailer 0.0 1 0.0 2 0 1 2 1]

* Transmission Control Protocol 3974 82.0 3021303 592 k 3880 2978314 583k
Secure Sockets Layer 1.2 67 0.8 30576 5992 65 23814 4667
Malformed Packet 0.0 1 0.0 1] 4] 1 ] 0

v Hypertext Transfer Protocol 0.5 28 2837251 556 k 13 7257 1422
Partable Network Graphics 0.0 1 26.3 966957 189k 1 967214 189 k
MIME Multipart Media Encapsulation 0.0 2 494 1817466 356k 2 1818355 356k
Media Type 0.1 4 0.0 1136 222 4 1136 222
Line-based text data 0.1 8 1.9 71390 13k 8 42218 8274

Internet Control Message Protacol 1.5 80 0.1 3200 627 80 3200 627

Address Resolution Protocol 01 6 0.0 168 32 6 168 32
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M Wireshark - S - HTTP &FI= g o x
T EHE [R5 Fh iEE
272 tools.jb51.net text/html 25 kB img_add_info
321 down.verify.statxunlei.com text/plain 7 bytes  stat?appid=10188wer=2.4.1.128peerid=005056
738 up.mgapi.com text/json 60 bytes
900 up.imgapi.com multipart/fform-data 129 kB
960 up.imgapi.com json 511 bytes
1018 tietuku.com text/html 17 kB | ddcB31b23147ba21 |
1064 www.tietuku.com text/html 1 bytes ?c=UserBla=getmessnum
1119 www.tietuku.com teaxt/html 11 kB upload
1247 www.tietuku.com text/html 1 bytes ?c=User@ia=getmessnum
1489 up.imgapi.com text/json 60 bytes
3721 up.imgapi.com multipart/form-data 1688 kB
3823 up.imgapi.com json 505 bytes
3879 www.tietuku.com text/html 17 kB cf4299fe55a59b82
3912 www.tietuku.com teaxt/html 1 bytes 7c=UserBla=getmessnum
5227 966 kB fd2f6f3479d1741es.png
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M Wireshark - J85 TCP 5% (tcp.stream eq 6) - abf1076e102a4bc382328... — O =

------ lWebKitFormBoundary9AgPl4fbEWYiYAdb ~
Content-Disposition: form-data; name="lastModifiedDate"

2019/1 /17 ...... 4:86:53
—————— WebKitFormBoundary9AgPJ4fbEWY1iYA4b
Content-Disposition: form-data; name="size"

128886
—————— WebKitFormBoundary9AgPJ4fbEWY1iYA4b

Content-Disposition: form-data; name="file";
filenameq"upload.png”

Content-Type: 1mage;png
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IHDR...@... ..... {..Z....iCCPICC Profile..H..W.XS...[R. snn),
7A.t...H..! ([ YTp-.X.
bW, ......... posllo]] coccance 9g.3......unn. 1T
a.(b...... $u..... . e PF....mh
4....WQ.p.1..... 9bv..G...... |...Po2+2W. .1 A ..Q)eenn.... 8.M|
e Ry 7 Mecoccaze caflconcaalanc Sl aacaa: —f.hL
Voocnne O % [22.11T. (4V.3\..... RL...B=%.b
/ 82{)....&(...... Fovunnn. # ...1.].5G.H
(A~X L T HE.e|n......... d ) ¥
Q@ ... CoBocalPraalococcanne 1 R £ L S b.\gr
78H...p
Ne...X.0lnV..oouuuon.. EATY IS S V...1l.rn8 v
5 d0. W = ] &, i w2, 1 turm(s’. F'm
B (130 kB) | STARFHES ASCII v { s | =]
I | | EgT— ]
i $TED Save s BE | Clkb @ FReklr

EAtER

KL Frdftls, (HSCHKIERf, 4REERILE
SURIL—5KE R, SCPEA4 5 PRI AT R 1
ELEAR R



M Wireshark - 385 TCP 3% (tcp.stream eq 13) - abf1976e102a4bc38232...  — O

------ lWebKitFormBoundarydvCspUdm5IXxabzP
g [Content-Disposition: form-data; name="lastModifiedDate"

2009 4:87:84
------ lWebKitFormBoundarydvCspUdm5IXxabzP
Content-Disposition: form-data; name="size"

1687461
------ lebKitFormBoundarydvCspUdm5IXxabzP
Content-Disposition: Fan-data; name="file";

filenameq"interesting”
Content-Type: application/octet-stream
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@ Failed to load file: javax.imageiollOException: Error reading PNG image data
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[ [htte [X] ~] &igst |+
Ho. Time Source Destination Protocel Length Infe

1113 28.225362 172.25.52.32 124.165.219.107 HTTP 891 GET fupload HTTP/1.1

1249 22.861045 172.25.52.32 124.165.219.187 HTTP 891 POST /?c=Userfia=getmessnum HTTP/1.1

3869 33.011672 172.25.52.32 124.165.219.167 HTTP 891 GET /cfd4a99fe55a59b82 HTTP/1.1

1856 19.293911 172.25.52.32 124.165.219.107 HTTP 981 POST /f2c=User&a=getmessnum HTTP/1.1

3983 33.260667 172.25.52.32 124.165.219.187 HTTP 9@1 POST /?c=User8ia=getmessnum HTTP/1.1

1818 19.165516 124.165.219.1687 172.25.52.32 HTTP 1151 HTTP/1.1 288 OK (text/html)

3879 33.150944 124.165.219.187 172.25.52.32 HTTP 1156 HTTP/1.1 280 OK (text/html)

3721 30.887691 172.25.52.32 58.218.211.182 HTTP 1213 POST / HITP/1.1
—I- 90@ 17.579157 172.25.52.32 58.218.211.182 HTTP |1226 POST / HTTP/1.1 (PNG) |

5227 34.54@8581 59.53.95.184 172.25.52.32 HTTP 128@ HTTP/1.1 288 OK (PNG) |

<

v Encapsulated multipart part:
Content-Disposition: form-data; name="file"; filename="upload.png"\rin
Content-Type: image/png\rin\rin

<

| _Portable Network Graphics |
PNG Signature: 89584e478d0alaBa
* Tmaca Haadar fTHNRY

(image/png)
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Ho. Time Source Destination Frotocol Length Info
| 1113 28.225362 172.25.52.32 124.165.219.187 HTTP 891 GET /upload HTTP/1.1
3 1248 22.061045 172.25.52.32 124.165.219.107 HTTP 891 POST /?c=User&a=getmessnum HTTP/1.1
3 3869 33.011672 172.25.52.32 124.165.219.107 HTTP 891 GET /cf4a99fe55a59b82 HTTP/1.1
3 1856 19.293911 172.25.52.32 124.165.219.187 HTTP 9@1 POST /?c=User&a=getmessnum HTTP/1.1
i 3983 33.260667 172.25.52.32 124.165.219.187 HTTP 9@1 POST /?c=User&a=getmessnum HTTP/1.1
1018 19.165516 124.165.219.1a7 172.25.52.32 HTTP 1151 HTTP/1.1 208 OK (text/html)
! 3879 33.150944 124.165.219.187 172.25.52.32 HTTP 1156 HTTP/1.1 208 OK (text/html)
i 3721 30.887691 172.25.52.32 58.218.211.182 HTTP 1213 POST / HTTP/1.1
98@ 17.579157 172.25.52.32 58.218.211.182 HTTP 1226 POST / HTTP/1.1 (PNG)
+ 5227 34.540501 59.53.95.184 172.25.52.32 HTTP IlZBB HTTP/1.1 2088 OK (PNG) I —
< >
File Data: 966957 bytes ~
v Portable Network Graphics
IWG Signature: 89584e470dPalaba I
> Image Header (IHDR)
> Image data chunk (IDAT)
\ Tmame data rhunk (TNATY s et
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67 69 6e 65 2f 76 31 2e 31 2d 44 65 76 @d @a 41 gine/vl. 1-Dev--A
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M Wireshark - 58 TCP 3 (tcp.stream eq 6) - abf1976e102a4bc382328d0014ed3ab1.pcapng - O *

d2d646174613b286e616d653d2266696cb65223b2066696c656e616d053d2275786c6T016422706267220dBa ~
A36f6e7Ab56e742d547978653a20696d6167652F706eb678d0aBdBa

EEE LA 70d0alaBa0000080d4948441520000064000000220050600000887bcBac5a0BB0BCc146943435849434
320858726f66696c650BB048899557075853c9169e5b5208092d18081292137418274e5bdB848071b21894928
1112828a1d5954702da858bBa2ab200aae@590b5625716cldelf88a8acac8bl52cadbcd9015d5f fbdef9beb
9f3e7cc3967fe33f7dcc98c@Baatbacdcdcbc548d881chlbe2836cA9¥999c92ca24750304a0808e2c812e8b
2dcef58b89890845046FabfcbeBbdb8Bde58bad34dbbf8eff5751e770c56cBB9891888d33962760ec44780cBb
5d9b9a27cBBB8ad506+322b3F578afb21d6144182081087129e6c9b1bb14a7cbf138994d7cocBBcdbeBB9Bal
2c968807808a9437b380cd837154a11ced851c8110222d187bb3t92cBecdBf211e97933313625532c496259d
fc5elfd2debfab8lclb8bi78ae5b9c8841c2818e766b3ebfc9fcbflbf25275b323287316c54be2834569a33
5cb7eaac9911524c85f8b8303d2alab2Bd882T0938327b29bect97842628ectbd8e280b8668001eBcbebbll
22328d6839821c941afB5360479648eb68bedd128417e58bcB2a78bbbcb2ae2a385c2ecadl8459ch57cbedBB8
decb1587c58dd8648882c3208695861e29e4c727c97922e70aB4895118abdBdc2ece8adb58f83e2eedd7 4418
dd88824b152ceabl@bfcblB@5c7cabd3Bedlcf1485e581d9b259bBbd6B2e69be FEFBFI5FbE2c95c7172488
870e373848cebBle37085090abe18ac2eff58856F496e768cc2ledbcbedBed995aT3376585c1837227b3d1F1
6987c1dbB2799acf@18c55c83b9F93111726e380a22410008844c20812d1dccBA9948dBded7d8877fc94782
818b3808BT7081ad4233e291241b11c2671c28047F42c485e2513F71d928171448+d9751adfcb98b3264a30
5328F2cfB0ce21c5cl17F7cb3df148F8FA85cd1177c3ddd7fc98aa23b312838881c4506238d16a94871bb2ce
864dBA0AFT4617817b2eccdecad53892c3b7788467840ec213c22dA227e11e48844165511456338445a21F9
833c124d0@9a3052bb24bff3e3bdclcb276cbFd712fc81172c719b82ebBc527cBAcfc7B811985b33d47ect50
32caeddb5afe389f94F5f7f928f42adb2aceBalbe9a36t2668ddeac72801dfadl107f6113t5a62cbbBc3dE4
5ecBc76193b8e350226760a6bc25ab113523c5a8941659530325bac8c5b168c2318blblatb5efb5fffcc3dc
2cchfed2512e77367e74b3T868099b97344021e3191e98777632e334cc8bblbc/74b477708748bab7cbb78
eb78cd99e8d3Bae/cd3e59d0bclbdl42a79dF742c13008e3dB3803eT84d671286961Tbbabb4ebdb325a202b9
4ebaldB302a00855T855e8000300021T3bbc812370819ec817048170100de2410a980e579cB1 7220759601
e588cd4ad0195808ddo83cdbB3bdiB5aaclil/0083482e3eBBcbi0Baeb276700b3cBB75d1035e827230888610
84212134848e28208688190283382262883712844422b1480a92861010212241e6214b%9032241cd98cecddb
a985f9163c819e432d281dcd3ba985eedBd289c5582aaa89%eaa3ebe876d48d54323d876741acad313d842 ¥

$4 725, 05 ZAW HE, 0 BEE HH, 0 tun() A5ER. | HERREL e H
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SR G A Fwinhex, B34 €

upload.png------- ) ORE N R AR
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[ Ttep. strean eq 1 XI= R -
Ho Time Seurce Destination Frotocal Lenzth Info ~
L 281 6.356960 172.25.52.32 110.18.246.11 Tcp 54 50436 - 88 [ACK] Seq=184 Ack=25529 Win=262144 Len-8
244 6.274164 110.18.246.11 172.25.52.32 TcP 60 80 - 58436 [ACK] Seq=1 Ack=103 Win=113920 Len=0
280 6.356882 110.18.246.11 172.25.52.32 TcP 60 88 - 58436 [FIN, ACK] Seq=25528 Ack=184 Win=113920 Len=@
241 6.228844 110.18.246.11 172.25.52.32 TcP 66 88 + 58436 [SYN ACK] SEq—B Ack=1 Win=65535 Len=@ MSS=1388 SACK_PERM=1
= 239 6.183815 172.25.52.32 110.18.246.11 TcP 8 SPA3E = 8 = en=A MSS=1468 WS=32 TSval-970006872 1
ES 243 6.229096 172.25.52.32 110.18.246.11 156 GET /aideddesign/img add info HTTP/1.1
262 6.295758 110.18.246.11 172.25.52.32 TCP 234 89 - 50436 [PSH, ACK] Seq=15181 Ack=183 Win=113928 Len=18@ [TCP segment
- 272 6.301156 110.18.246.11 172.25.52.32 -
245 6.288224 110.18.246.11 172.95.52.32 M Wireshark - I8 TCP 55 (tcp.stream eq 1) - abf1976e192a4bc382328d0014ed3ab1.peapng - [m] x B.
245 6.280229 110.18.246.11 172.25.52.32 - — - — |t of &
247 6.280230 110.18.246.11 172.25.52.32 GETIfaldEdde?lg"flmg—add—l”f°IHTTPfl'1 t of 8 v
P Host: !tools.]bBl.nEt I >
User-Agent: cur. .54.8
[Bytes in flight: 182] Accept: =/* ~
[Bytes sent since last PSH flag: 182]
> [Timestamps] HTTP/1.1 208 OK
TCP payload (102 bytes) Date: Thu, 17 Jan 2019 83:82:86 GMT
e Eext Tranfer Proteco | | Content-Type: text/nind
’ Server: M’i’zr‘osoft—IISjIS _V
9000 d4 6d 5@ 5 02 7 ad Se 6@ ef bd 21 03 @@ 45 @@ sl (FAT- 2.1
0010 @@ 8e e8 fb 40 90 40 @6 @d 17 ac 19 34 20 e 12 R kyE CEP-
0020 6 @b c5 84 99 5@ 9 e3 3e bd c5 c3 30 56 50 18 SETEE-LEm i 2L
9030 20 90 @b aa 9@ @ 47 45 54 20 2f 61 69 64 65 64 jrmze 4 CSDN @
MARAR  EA EC 7 £0 €7 €~ AL €0 £4 £7 CL £1 £A £4 TL €0 X-Via: 1.1 PSzilssx4gi23@:4 (Cdn Cache Server V2.8), 1.1 PSzawtxz3xa52:4 (Cdn Cache
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http://tools.jb51.net/aideddesign/img_add_info

M Wireshark - B - HTTP 13&FIE — d *

= | == Pz Foh iEE

272 text/html 25kB  img_add info

321  downwverify.statxunlei.com text/plain 7 bytes  stat?appid=10188wer=2.4,1.128peerid=00505620840317ZA
738 up.imgapi.com textfjson 60 bytes

900 up.mgapi.com multipart/fform-data 129 kB

960 up.mgapi.com json 511 bytes

1018 www.tietuku.com testhtml 17 kB ddc821b23147ba21

1064 www.tietuku.com text/html 1 bytes  ?c=UserBta=getmessnum

1119 www tietuku.com text/html 11 kB upload

1247 www.tietuku.com text/html 1 bytes  ?c=UserBta=getmessnum

1489 up.imgapi.com text/json 50 bytes 3

3721 up.mgapi.com multipart/form-data 1688 kB

3823 up.imgapi.com json 505 bytes 3,

3879 www.tietuku.com text/html 17 kB cfdaf9fe55a59b82

3912 www tietuku.com text/html 1 bytes  ?c=User@8a=getmessnum

5227 i2.bvimg.com image/png 966 kB fd2f6f3479d1741es.png CSDN @ f|’ur- .‘”, 5["

RN AR 1, EFREEN, AT KRB R EA E S, X ESURIIE RS U 7 RATX R RS
A, PRI E R R A fUR, R MRS, RS HERITAERE

—. EETREEENER

1. ARSI S EREIERER | e | s
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] FHwinhexit 2L T png g I F
interesting.png | #Fi§ER _20210104211208.png | upload.png | F#sE=.png | up.png | 2png | 3.png |
Of feset o1 2 3 4 5 B8 7 & 9 A B C D E F ~
Qooopoon 89 50 4E 47 OD O 12 0& 00 00 00 OD 49 45 44 52 IPHG IHDR
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M Wireshark - 58 TCP 5% (tcp.stream eq 13) - abf1976e192a4bc382328d0014ed3ab1.pcapng - O *

WU_FILE ® "
—————— WebKitFormBoundarydvCspUdmSIXxabzP
Content-Disposition: form-data; name="name"

interesting
—————— WebKitFormBoundarydvCspUdmSIXxabzP
Content-Disposition: form-data; name="type"

application/octet-stream
------ WebKitFormBoundarydvCspUdmSIXxabzP
Content-Disposition: form-data; name="lastModifiedDate"

P ALGALT Soss5s 4:97:04
------ kebKitFormBoundarydvCspUdm5IXxabzP
Content-Disposition: form-data; name="size"

1687461

—————— WebKitFormBoundarydvCspUdmSIXxabzP
Content-Disposition: form-data; name="file"; Filenamel“interesting”
Content-Type: application/octet-stream
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272 tools,b51.net teat/html 25 kB img_add info

321  downwerify.statxunlei.com text/plain 7 bytes  stat?appid=10188wer=24.1.12&peerid=I

738 up.mgapi.com text/json 60 bytes

900 up.imgapi.com multipart/form-data 129 kB

960 up.imgapi.com json 511 bytes

1018 www.tietuku.com text/html 17 kB ddc821b23147ba21

1064 www.tietuku.com teaxt/html 1 bytes 7c=UserBla=getmessnum

1119 www.tietuku.com text/html 11 kB upload

1247 www.tietuku.com text/html 1 bytes ?c=User@ia=getmessnum

1489 up.imgapi.com text/json 60 bytes

3721 up.imgapi.com I multipart/form-data 1688 kB I

3823 up.imgapi.com Json o505 bytes

3879 www.tietuku.com text/html 17 kB cf4399fe55a59b82

3912 www.tietuku.com teat/html 1 bytes 7c=UserBla=getmessnum
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Ho. Time Source Destination Frotocel Length Infe

5361 37.928548 172.25.50.158 224.08.8.251 MDNS 1223 Standard query response @x800@8 TXT, cache flush PTR _raop._tcp.local PT
BN 900 17.579157 172.25.52.32 58.218.211.182 e ] [[1226 PosT / HTTP/1.1_(PNG) |

510 12.326610  172.25.52.150 224.0.0.251 MDNS 1229 Standard query response ©x0000 PTR 172.20.1.153 2 @ didi\347\232\204Mac
< >

“

Encapsulated multipart part:
Boundary: \r\n------| HebKitFormBoundary9AgP JAfbEWYiYA4b\rin
Encapsulated multipart part:

-

Boundary: \r\n WebKitFormBoundary9AgPIATbEWYiYAdbYr\n M Wireshark - £ - HTTP 1&5I= - O
» Encapsulated multipart part:
Boundary: \r\n------| WebKitFormBoundary9AgPJAfbEWYiYA4bY\r\n aE EAE [akzesic) Forl HE
~ Encapsulated multipart part: (image/png) 272 toolsjb51.net text/html 25 kB img_add i
Content-Disposition: form-data; name="file"; filename="upload.png”\r\n 321 downwerify.statxunlei.com text/plain 7 bytes  stat?appid=10188wer=2.4.1.128peerid=0050562084D
Content-Type: image/png\ri\n\rin 738 upimgapicom text/json 60 bytes \
v Portable Network Graphics I 900 up.imgapi.com 29 kB \
PHE—Cis G050 Led 704041202 960 up.imgapi.com Json 511 bytes \
> Image Header (IHDR) 1018 www.tietuku.com text/html 17 kB ddc831b23147ba21
e - e - 1064 www.tietuku.com text/html 1bytes 2c=UserBa=getmessnum
1119 www.tietuku.com text/html 11 kB upload
80008538 69 6d 61 67 65 2f 70 6e 67 ©d @a 6d Ba 89 50 4e image/pn g----- PN| (1247 www.tietuku.com text/html 1bytes ?c=Userfia=getmessnum
00000548 47 0d @a la Ga 00 00 00 Od 49 48 44 52 00 @@ @6  G------- -IHDR- - - | 1489 up.imgapi.com textfjson 60 bytes
00BE0550 40 80 08 B2 26 88 06 80 00 08 7b <O ae 53 00 08 @--- -~ --{--Z--| |3721 ypimgapicom mulipartfform-data 1688 kB \
000005608 Bc 14 69 43 43 5@ 49 43 43 20 50 72 6f 66 69 6¢c - -1CCPIC C Profil| |gg. it pe o e 505 bytes \
2008e57@ 65 B0 00 48 89 95 57 @7 58 53 9 16 9e 5b 52 @38 e--H--W- XS---[R- 3879 www.tetuku.com text/html 17 kB f4200fe55259b82
00000580 B9 2d 10 @1 29 al 37 41 8z 74 €9 bd @8 48 87 1b  .---)-7A -t.-:H-- B text/himl 1bytes  Zc=UserBia=getmessnum
eeegeesse 21 @9 49 28 11 12 82 8a 1d 59 54 70 2d a8 58 b V-I(---- -YTp--X- 5227 2.bvimg.com image/png 966 kB fd2f6fa479d1747espng
0BDBB528 a2 ab 20 @a ae B5 90 b5 62 57 16 c1 de 1f 88 a8 O -
0eegeesb@ ac ac 8b @5 2c a8 bc 49 01 5d 5f fb de 9 be b9 ORI EY I
B00885c@ f3 e7 cc 39 67 fe 33 f7 dc 9 Bc 88 aa 6 ac dc B T O D
000BB5d@ dc 6c 54 @d 80 1c 61 be 28 36 ¢4 9f 99 9¢c 92 ca  -1T---a- (B------
Frame (1226 bytes)  Reassenbled TCE (129473 bytes)
| M| e AR Es  lbrl=s 2 ) 5
Ho. Time Source Destination Frotocol Length Info
5361 37.928540 172.25.58.158 224.8.8.251 MDNS 1223 Standard query response 8x808@ TXT, cache flush PTR _raop._tcp.local PT
4* 900 17.579157 172.25.52.32 58.218.211.182 HTTP | 1226 POST / HTTP/1.1 (PNG) | —
510 12.32661@0 172.25.52.150@ 224.0.0.251 MDNS 1229 Standard query response @x000@ PTR 172.20.1.153 2 @ didi\347\232\284Mac
< >

> Frame 98@: 1226 bytes on wire (98088 bits), 1226 bytes captured (9808 bits) on interface @

> Ethernet II, Src: Apple ef:bd:21 (ad:5e:6@:ef:bd:21), Dst: Cisco f5:02:7f (d4:6d:50:F5:02:7f)

> Internet Protocol Version 4, Src: 172.25.52.32, Dst: 58.218.211.182

» Transmission Control Protocol, Src Port: 50440, Dst Port: 80, Seq: 128302, Ack: 1, Len: 1172

> [95 Reassembled TCP Segments (129473 bytes): #747(444), #748(897), #749(1380), #750(1380), #756(1380), #757(138@), #758(1380), #759(1380), #760(1380), #761(138@), #7

> 1
\I MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: "----WebKitFormBoundary9AgPlAfbEWYiYA4b™ I

[Type: multipart/form-data]

First boundary: ------ WebKitFormBoundary9AgPJAfbEWYiYA4b\r\n
» Encapsulated multipart part:
Boundary: \riyn------ WebKitFormBoundary9AgPJAfbEWYiYAdbYrYyn

> Encapsulated multipart part:

< >
88900530 6e
00000540
20000550
88800560
00000570
20000580
00000590
20000520
888005b0
0000050
2000050

oo coo coffoc@oc
--iCCPIC C Profil
e -H--W- XS---[R-

CSDN @£T

Portable Network Graphics X | EmiEAmEEE
MIME Multipart Media Encapsulation MIMESSS B s 201



Ha Time Source Destination Protocol Length Info ~
| 5227 34.548501 59.53.95.184 172.25.52.32 1280 HTTP/1.1 208 OK (PNG) |
; 1191 21.004674 203.208.50.39 172.25.52.32 . 1296 Application Data
14 8.659972 172.25.51.32' 224.,0.8.251 MDNS 129 .
156 4.646407 172.25.51.32 224.9.9.251 MDNS 129 Ml Wireshark - S48 - HTTP R2PI%
. 368 8.641349 172.25.51.32 224.9.0.251 MDNS 129 e pe— = e
272 toolsjb51.net text/html 25 kB img_add_info

[Time since request: 1.375633009 seconds] 321 down.verify.statxunlei.com text/plain 7 bytes  stat?appid=10188wer=2.4.1.12&peerid:

[Prev request in frame: 1847] 738 up.imgapi.com text/jsan 60 bytes

[Prev response in frame: 1851] 900 up.imgapi.com multipart/form-data 129 kB \

[Request in frame: 3883] 960 up.imgapi.com json 511 bytes

File Data: 966957 bytes 1018 www.tietuku.com text/html 17k ddcB91b23147ba21

Portable Network Graphics 1064 www.tietuku.com text/html 1 bytes ?c=UserBa=getmessnum

PNG Signature: 89584e470dPalada 1119 www.tietuku.com text/html 11ké  upload

Image Header (IHDR) 1247 www.tietuku.com text/html 1 bytes 2c=UserBa=getmessnum

Image data chunk (IDAT) 1489 up.imgapi.com text/jsan 60 bytes

Image data chunk (IDAT) 3721 upimgapi.com multipartfform-data 1688 kB \

Tmnrmn A~tn ksl (TRATY 3823 up.mgapi.com json 505 bytes \
< 3879 wwwtietuku.com text/html 17kB  cf4a99fe55a59b82
POPPE108 ©a 89 50 de 47 Bd P2 1la Oa2 00 60 00 Od 49 48 44 3912 www.tistuku.com text/html 1 bytes ?2c=Userfa=getmessnum
90060116 52 00 00 03 20 00 90 82 15 08 02 00 60 0@ ab d2 5227 i2.bvimg.com image/png 966 kB
90060120 @c 95 0@ 08 20 00 49 44 41 54 78 9c 34 da 47 93
90000130 a5 69 62 1d eb d7 7f fe 7a 97 37 7d 99 2c db dS
P0000140 dd 55 53 d5 dd 33 3d @6 66 80 B6 @8 37 03 10 Oc
90000150 d 49 @c @5 42 11 42 99 11 5c 2b b4 d2 42 3f 40
90000160 1b 69 21 51 @b 91 41 42 8e @4 25 72 e@ 66 38 ae
@0000170 ed 74 57 57 97 af cc 4a 9f 79 3 fa 7b 3f f 7a
00000180 2d 46 3a bf e2 c4 73 Be fc de ef 7b 98 3a 42 40 -F:.-:s- ...{-:B@
8PPBO198 6d 49 67 a5 a3 60 36 9b A4F 27 b3 1c 63 47 6a 98 mIg-- 6. 0'--cGj TN (T A ST
800001a0 16 85 eb 21 e6 48 c9 71 9a 48 87 7b 69 2a 2 dc  --+1.@-q -H.{i*.L @ CSDIN @215 520

Y] multipart/form-data BE7T DL EALSCHF, mT DLEARSRAE R, Bk TRHE B 7750, B BAAT PA AR 245
fro LTHRZRR, AL

Ho Time Source Destination Protocol Length Infeo ~
+ 3721 308.887691 172.25.52.32 58.218.211.182 | HTTP 1213 POST / HTTP/1.1 |
39@5 33.273502 172.25.52.32 202.108.23.152 TLSv1.2 1217 Application Data
52 1.783025 172.25.50.158 224.9.9.251 MDNS 1223 Standard query response 8x@800 TXT, cache flush PTR _raop._tcp.local P
217 5.788445 172.25.50.158 224.0.0.251 MDNS 1223 Standard query response 8x@800 TXT, cache flush PTR _raop._tcp.local PT
429 9.972350 172.25.50.158 224.0.0.251 MDNS 1223 Standard query response 8x0880 TXT, cache flush PTR _raop._tcp.local PT
554 13.965357 172.25.50.158 224.0.0.251 MDNS 1223 Standard query response 8x08808 TXT, cache flush PTR _raop. tcp.local P1
966 17.959505 172.25.50.158 224.0.8.251 MDNS 1223 Stand f wireshark - S - HTTP 3&5I%=
1230 21.952967 172.25.50.158 224.0.8.251 MDNS 1223 Stan
1418 25.94738@ 172.25.50.158 224.0.8.251 MDNS 1223 Stand |41 =& ] F g
§ 3833 29.941129 172.25.50.158 224.8.9.251 MDNS 1223 Stand |57, toolsjbST.net sext/html 25 kB img_add info
4494 33.935459 172.25.50.158 224.0.0.251 MDNS 1223 Stang | 3¢ down.verify.statxunlei.com text/plain 7 bytes  stat?appid=10188ver=2.4.1.12
< oo oo o o D 738 up.imgapi.com text/json 60 bytes \
Content-Disposition: form-data; name="file"; filename="interesting"\r\n 200 up‘jmgap!.cum rnu\tlpart/form-data 128kE
F 960 up.imgapi.com json 511 bytes \
Content-Typ it ofi/GCtet s CreamEin L 1018 wwwtietuku.com text/html 17kE  dde891b23147ba2l
¥ 1064 wwwtietuku.com text/html 1bytes ?c=UserBla=getmessnum
Data: S90aediod0at 9184452000005 288... 1119 www.tietuku.com text/html 11kE  upload
< 1247 www.tietuku.com text/html 1bytes ?c=UserBa=getmessnum
90000558 63 74 65 74 2d 73 74 72 65 61 6d Od Pa @d Pa B9 ctet-str eam- - - - - 1489 up.imgapi.com i 60 bytes \
60800568 5@ de 47 Bd @a 1a Pa 88 @@ 9@ Od 49 48 44 52 @@ 3721 up.imgapi.com 1688 kB \
66800570 ©@ 83 cP 92 8@ 82 30 98 ©6 0@ @0 08 53 f9 11 43 3823 up.imgapi.com Json 505 bytes \
60800530 ©@ 8@ 20 89 49 44 41 54 78 Se 5c bc 77 bd 65 d9 3879 www.tietuku.com text/html 17 kB cf4a99fe55a59b82
008pe598 5d e7 f7 39 f9 dc 7c df bd f7 e5 54 f5 ea bd ca 3912 www.tietuku.com text/html 1bytes  Tc=User@a=getmessnum
80000528 bl bb aa ba 3a 55 27 b5 d4 92 ba 25 94 68 21 84 5227 i2.bvimg.com imagefpng 966 kB fd2f6f3479d1741es.png
888085b8 48 @c 8b @5 9e c1 30 66 b@ 67 @8 7b 99 35 18 Tb
888885cA c6 63 58 60 8c 81 85 11 86 11 19 14 5a a8 d5 92
208085d2@ 5a ea 9c aa ab 2b c7 57 55 2f e7 9b f3 c9 c7 &b
80800528 ef 9a 3f bc e6 f5 aa 3f fa 85 7b cf dd 67 ef df <
2080858 ef 9b 7e 47 9 91 1f 4a ¢4 86 9d 28 f@ 15 3c 4f

Frame (1713 hutes) Rasceamblad TP (1GRAARZ harkasl
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| M Wireshark - S - HTTP 7&FIE - o x
7 EHE [R5 Fuh iEE
272 tools.jb51.net text/html 25 kB img_add_info
321 down.verify.statxunlei.com text/plain 7 bytes  stat?appid=10188wer=2.4.1.128peerid=0050562084D31Z4
738 up.mgapi.com text/json 60 bytes
900 up.imgapi.com Imultiparﬁform—data 129 kB \I iﬁﬁgﬁ
1 (980 up.mgapi.com Json 511 bytes
1018 www.tietuku.com text/html 17 kB ddc821b23147ba21
1064 www.tietuku.com text/html 1 bytes ?c=User@ia=getmessnum
1119 www.tietuku.com teaxt/html 11 kB upload
1247 www.tietuku.com text/html 1 bytes ?c=UserBla=getmessnum
1489 up.imgapi.com text/json 60 bytes = =i
== H
3721 up.imgapi.com Lmultipartform-data 1688 kg A eSS R E
3823 up.imgapi.com json 505 bytes
3879 www.tietuku.com text/html 17 kB cf4399fe55a59b82
3912 www.tietuku.com teat/html 1 bytes 7c=UserBla=getmessnum
5227 i2.bvimg.com | image/png 966 kB fd2f6f3479d1741es.png |
ey = BHim
B EERNXRE
< >
Save Save 811 < Elfa eﬁu_rj:jé}_,.'_.gfﬁ
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