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Wireshark(Formerly Ethereal) is an award-winning network protocol analyzer developed by an international
team of networking experts.
WireShark2 — KB IF MBS THE, RITSRAERBILAEE, 3 —TMEERHR,
1. Z&WireShark. XANMAHU T, AR ZEWinPcap, — V182 BRIA .
2. LA —T CREBEMNBRM) , Bb=A— SRR ERRE, TFF o
3. ok. #TFWireShark,i&#"Capture>>Interfaces" ;& H I+ (WEM £, WRET, VMEZVPNZK
, AR RN, EREAMEAN, RERAET) . &HF"Start" FHRKERE.
AHTTPH . TEITHF—APMI, FARRERBEMIFET, ARPI#HRZE . RJ51EFE"Stop The running
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Filter: | | * Expression. .. Clear Apply

Ha. . Time Source Destination Pratocal Infa 2
12 3.352349 Fujianst_f8:ec:eh Broadcast ARP who has 10,1 —
13 3.366435 Fujianst_f8:ec:eh Broadcast ARP who has 10.1
14 3.370567 Fujianst_f8:ec:eh Eroadcast ARP who has 10.1
15 3.371679 _fB:ec:eh Eroadcast ARP who has 10.1
16 3,376173 Fu _tH:iac:eh Eroadcast ARP who has 10,1
17 3.378413 Fujianst_f8:ec:eh Eroadcast ARP who has 10.1
18 3.380251 Fujianst_f8:ec:eh Eroadcast ARP who has 10.1
MY A0S CS oSS s+ FO - L~ Pl ] - - arnm L e e I T | iy
| »

# Frame 16 (60 bytes on wire, 60 bytes captured)
# Ethernet II, src: Fujianst_f8:ec:eb (00:d0:f8:f8:ecieb), Dst: Broadcast (ff:ff:ff:ff:
® Address Resolution Protocol (request)

»
o000 ff ff ff ff ff ff 00 d0 8 8 ec eb 08 06 00 01  ........ ........
0010 03 00 06 04 00 01 00 d0 T8 8 ec eb 0a 0l 0a fe .......v vuenann.
0020 00 00 00 OO 00 00 0a 01 0a 56 00 00 00 00 00 00 ........ . |
0030 00 00 00 00 00 00 00 OO0 00 00 00 00 ........ ....
File: “C:\DOCUME™1%ADMINI1ALOCALS 14T+ | Packets: 21 Displayed: 218 Marked: 0 Dror | Profile: Default 1650) this.width=650;"<
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TR EMUDPARE. ARPI #%.

AZHREIHT.

Ethernet I,
Src: RealtekS_46:f2:4f (00:€0:4¢:46:f2:4f), Dst:IPvdmcast_66:74:6e (01:00:5e:66:74:6€).
TR ik RealtekS, H HiHitkIPvdmcast 66:74:6e.
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Internet Protocol(IP%t#E ),

Src: 10.1.10.154 (10.1.10.154), Dst: 225.102.116.110(225.102.116.110)iX /M F B .
User Datagram Protocol(UDP#%i#&£), Src Port: irisa (11000), Dst Port: irisa (11000).

1 0.000000 10.1.10.154 225.102.116.110 {8]s]2] source port: irisa Destination port: irisa
2 0.000622 TOEITrONEFE 225.102.116.110 uDP Source port: irisa pestination port: irisa
3 0.000679 10.1.10.2% 225.102.116.110 UDP Source port: drisa  Destination port: drisa
4 0.001084 10.1.10. 29 225.102.116.110 upp Source port: irisa  Destination port: drisa
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2 4 : drisa
0.762166 ARP whn has 10.1.70.1377

Frame 5 (66 bytes on wire, 66 hytes captured)

I
225.102.116.110 (225.102.116.110)
irisa (110000

10.1.10.154 (10.1.10.154), Dst:
Src port: irisa (11000), DST POrtT:

Internet Protocol, src:
User Datagram Protocol,
pData (24 hvtes)

B.ARP)" #%.
Ethernet I
Src: FujianSt_f8:ec:eb (00:d0:f8:f8:ec:eb)[#i 1 M 4 I #ebl, X B E/R"1EE
%", Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)(ARP%(#E )
Sender MAC address: FujianSt_f8:ec:eb (00:d0:f8:f8:ec:eb)
Sender IP address: 10.1.10.254 (10.1.10.254)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 10.1.10.135 (10.1.10.135)
ARPR—ANZ=ZEHi, BEiEMEFramez b

1 0.000000 10.1.10.154 225.102.116.110 uppP Source port: irisa pestination port: irisa
2 0.000622 10.1.10,171 225.102.116.110 upp Source port: irisa Destination port: irisa
3 0.000679 10.1.20.29 225.102.116.110 upp Source port: irisa Destination port: irisa
4 0.001084 10.1.10.29 225.102.116.110 upp Source port: irisa pestination port: irisa
5 0.001302 10.1.10,154 225.102.116.110 uppP Source port: irisa pestination port: irisa
6 0.001472 10.1.10.171 225.102.116.110 upp Source port: irisa Destination port: irisa
7 0.262166 Micro-st_ch:oa:ef Broadcast ARP who has 10.1.10.1377 Tell 10.1.10.113
8 2.262946 micro-st_ch:ga:ef Broadcast ARP who has 10.1.10.2117 Te1l 10.1.10.113
9 3.073559 00000000, 00L0dcchOaef Q0OODOOO, FEFFFFFFFF17T IPX SAP General Response
10 3.156778 192.168.2456.1 255.255.2550.255 upr Source port: 1004 Destination port: 1004
3.3515891 Fujianst_f8:ec:eh Broadcast ARP has 10.1.10,1427 Tell 10.1.10.254
3.352349 Fujianst_fa: Broadcast ARP has 10.1.10,1357? Tell 10.1.10.254

Broadc

? Tell 254

ast has

)
Te11 10.1.10,254

3.371679 Fujianst_f Broadcast TilE
AL S Fujianst_f8: Broadcast ARF has 10.1.10.867 Tell 10.1.10.254
17 3.378413 Fujfanst_fa: Broacdcast ARF has 10.1.10.205? Tell 10.1.10.254
18 3.380291 Fu]1anst fa: Broadcast ARP has 10.1.10.687 Tell 10.1.10.254
19 3.383665 Fu11anSt f8: Broadcast ARP has 10.1.10,207? Tell 10.1.10,254

5 BIRJEFWireShark, ITFM IR
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1 [url]lwww.google.cn[/url],
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File Edit ¥ier Go Cepture Analyze GStatisties Help
§ [ o I — 3 I~ o2 |
BWoes BEAXEE Ae+saTL EEQRARN DM x| B
Filter: | | = Epressien .. Clesr fpply
Mo . Source Destination Protocal | Info 2
Lo TN L E TS Ui bauias L AnE WU as Ly LeLueced VSN L LeLue s
195 Fujianst_f8: Broadcast ARP who has 10.1.10.16%7 Tell 10.1.10.254
196 Fujianst_f&8: Broadcast ARP who has 10.1.10.2307 7Tell 10.1.10.254
Micro-st_ch:0 Broadcast who has 10.1.10.23 Tell 1.10.1:
1 .
5. SRR ks 203.208.33.100 hppronetman = http [SvN]
200 5.367442 203.208.33.100 At AL Al aL Ay TCP http > hppronetman [SyvN, ACK] Seg=0 ack=l win=3720
200 5.367500 AL 203.208.33.100 TCP hppronetman > http [ACK] Seg=1l Ack=1 Win=65535 Len
202 5,367689 10.1.10.157 203.208.33,100 HTTP GET / HTTR/1.1
203 5.378874 203.208.33.100 S o B i TCP http > hppronetman [ACK] Seg=1 Ack=613 win=6732 Le
204 5.452374 203.208.33.100 ORI OEIRT TCR [TcP segment of a reassembled PDU]
205 5.453452 203.208.33.100 ) s ks R TCP [TCP segment of a reassembled PDU]
206 5.453610 10.1.10.157 203.208.33.100 TER hppronetman > http [ACK] Seq=613 Ack=2395 Win=6553
207 5.453635 203.208.33.100 S b ) TCRP [TcP segment of a reassembled PDU]
208 5.490402 203.208.33.100 SRR R HTTF HTTR/L.1 200 oK (text html)
209 5.490558 10.1.10.157 203.208.33.100 TER hppronetman > http [ACK] Seq=613 Ack=3737 Win=6419
210 5.8158202 EpoxComp_97 :thd:ba Broadcast ARP who has 10.1.10,1917 Tell 10.1.10.1%0
211 6.262854 Micro-st_ch:0a:ef Broadcast ARP who has 10.1.10.1447 7Tell 10.1.10.113
212 B.174R844 192.168.249.1 255.255.255.255 upP sour<e port: 1004 pestination port: 1004
213 8.262482 Micro-st_chiga:ef Broadcast ARP who has 10.1.10.2137 Tell 10.1.10.113
214 R 2ARZATZ 101 1N 157 M2 MR TT 10N TR hnnrnnatman = httn TETH ark] Sen=R132 ack=2737 win ¥
| >
i Frame 198 (258 bytes on wire, 258 bytes captured)
# Ethernet II, src: Elitegro_64:dl:7e (00:0d:87:64:d1:7e), Dst: Broadcast (Ff:ff:ff:Fff:FF:Ff)
| Internet Protocol, Src: 192.168.1.248 (192.168.1.248), Dst: 192.168.1.255% (192.168.1.255)
¥ User Datagram Protocol, Src Port: nethios-dgm (138), Dst Port: nethios-dgm (138)
# MetBIOS Datagram Serwice
] SME (Server Message Block Protocol)
ME Mailslot Protocol
® microsoft windows Browser Protocol
oooo ff £f £ ff ff £ 00 0d 387 64 dl 7e 08 00 45 00
0010 00 f4 45 <5 00 00 80 11 6e ec <O al 0l £8 <0 a8
0020 01 ff 00 Ba 00 8a 00 e0 <9 18 11 02 a0 db <0 a8
0030 01 f8 00 Ba 00 <a 00 00 20 45 4d 45 46 45 4f 45 EMEFEGE
0040 50 46 47 45 50 43 4e 44 46 44 45 45 46 44 44 45  PFGEPCND FDEEFDDE 3
MAEA G AE A% AE A3 AE A7 A1 A1 AM DA AT A% A1 A3 AE  rrorcrea s aoacc )
File: "C:‘Documents and Settingsihdmin--- Facksts: 218 Dlsplayed 218 Marked: 0 Profile: Default
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http://www.google.cn/

CHTTPE IR .
Ethernet Il Frame,

Src: Elitegro_59:a7:88 (00:16:ec:59:a7:88) [VIAKIM £, iX B E/~Elitegro] ,

Dst: FujianSt_f8:ec:eb (00:d0:f8:f8:ec:eb)
Internet Protocol,

Src: 10.1.10.157 (10.1.10.157), Dst: 203.208.33.100 (203.208.33.100)

[ Google.cnijIPHb 4t ]
Transmission Control Protocol,
Src Port: hppronetman (3908), Dst Port: http (80), Seq: O, Len: 0

MITE A A] B BT CPH % 2 2 37 i3 72 (Three-way Handshake).[syn][syn,ack][ack]

192.168.1.248 192.168.1.255 BROWSER Domain/workgroup Announcement WORKGROUP, NT workst
10.1.10.157 203.208.33.100 TCP hppronetman > http [S¥YM] Seg=0 wWin=65535 Len=0 MSS:
203.208.33.100 A AL TCR http > hppronetman [SYN, ACK] Seq=0 Ack=1l win=5720
10.1.10. 15? 203. 208 33.100 TCP hppronetman > http [AcK] Seg=l Ack=1 win=65535 Len:
§ ST B ER EE FAEERE
203. 208. 33.100 10. 1 10 157 TCR http > hppronetman [ACk] Seg=l Ack=613 win=6732 Lel . . — "
202 PNR 22100 1M1 1IN 157 TR [TrE sermant nf a raassemhlad Briil 650) thlS.Wldth—650, <

6.F K8 WireShark, JE3hFlashFXPiEITIE RS2, A,
D.FTPEER 41T
G'BE_LTCPEI’J%%, RIEEREN, . ABURT . BHURAITAEE GRRIBD .

b>

10.1.10.157 115.47.124.72 TCP hp-device-disc > frp [acKk] seq=1 ack=1

115.47.134.72 alisizal o b FTF rResponse: 220 welcome

1 B Bl 115.47.134.72 FTP Reguest: USER webmaster@netseagull. com.
TERA T Tag T LT TCP ftp = hp-device-disc [ACK] Seq=14 Ack=3
Bl T e S 10.1. 10 Hi FTF Response: 331 we1c0me ‘webmaster@netsea
10.1.10,157 5.47.134, 72 : REQUesTi PASS V-

115.47.134.72 Ao e 10 25T FTP Response: 230-You are using 4% of 20480
AHRE LA Al 115.47.134.72 FTF REquest: SYST

115.47.134.72 10.1.10.157 FTP Response: 215 UNIX Type: L8

10.1.10.64 10.1.10,255 MNENS Mame guery MB LENOWO-E132B8FC7<00>
10.1.10,157 115.47.134.72 FTP REquesT: FEAT

115.47.134.72 10.1.10.157 FTP Response: 500 FTP: command not recognis
10.1.10.157 115.47.134.72 FTP Request: REST 100 650) thiS.Width=650;"<

7.8k JE s WireShark, #TFcmd,ping [url]lwww.g.cn[/url], #TE
E.PING [url]lwww.g.cn[/url] [DNSFIICMP]
DNSJk %5 7 i) 53% H UDP
Internet Protocol,
Src: 192.168.175.5 (192.168.175.5) [1X 2 IRATANFHIDNS] ,
Dst: 10.1.10.157 (10.1.10.157)
User Datagram Protocaol,
Src Port: domain (53), Dst Port: 59161 (59161)
[urllwww.g.cnDNSJ[/url] 2 #1 #9738 [B] & [url]www.g.cn[/url]: type CNAME, class IN, cname g.cn
g.cn: type A, class IN, addr 203.208.33.100
g.cn: type A, class IN, addr 203.208.33.101

E' A\
T ICMP3E H 2 IP#M
Fu]'lanSt FS ec:eb Broadcast ARP who has 10.1.10.2307 Tell 10.1.10.254
T ] 162.1658.175.5 S Standard gquery A www. f. ch
102,168, 175 5 AL AR DNS standard query response CHNAME g.cn A 203.208.33.100 A 203.2(
e L e e 203.208.33.100 ICHMP Echo fping) reguest
203.208.33.100 10.1.10.157 ICHP Echo (ping) reply . .
00000000, 0013d3291608 00000000, FFFFFFFFFFFF NBIPX  Find name <01><02>_ MSBROWSE_ <02><0l> 650) this.width=650;"<

B BAT—HINT A%k ARP. HTTP. FTP. DNS. ICMP, &ids%E > T MK EmAiR. WireSharki
THEEIRGR K, TEMFMBIIT. LRSS 0T !
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