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Investigating Windows

Whats the version and year of the windows machine?

Which user logged in last?

When did John log onto the system last?

What IP does the system connect to when it first starts?

What two accounts had administrative privileges (other than the Administrator user)?

Whats the name of the scheduled task that is malicous.

What file was the task trying to run daily?

What port did this file listen locally for?

When did Jenny last logon?

At what date did the compromise take place?

At what time did Windows first assign special privileges to a new logon?

What tool was used to get Windows passwords?

What was the attackers external control and command servers IP?

What was the extension name of the shell uploaded via the servers website?

What was the last port the attacker opened?

Check for DNS poisoning, what site was targeted?

参考文章

Investigating Windows
tryhackme的一个房间,一个windows应急响应案例.

我们登陆到一台被入侵的windows机器,要对他进行溯源取证.

Whats the version and year of the windows machine?



systeminfo

Which user logged in last?

查找用户登陆记录

1.运行,输入: gpedit.msc

2.“计算机配置”→“Windows设置”→“安全设置”→“本地策略”→“审核策略”，双击其中的“审核帐户登陆事件”

==>审核登录事件–>勾上成功/失败–>点击应用–>点击确定

3.控制面板–>系统和安全–>查看事件日志–>事件查看器–>windows日志–>安全，便可以看到用户的登录和注销以及账户名等信
息





When did John log onto the system last?

net user John 可以查看这个用户的信息



What IP does the system connect to when it first starts?

这个容易忽略了,刚开始开机的时候有个窗口,不要轻易关掉

What two accounts had administrative privileges (other than the Administrator user)?

Jenny,Guest



Whats the name of the scheduled task that is malicous.

查看计划任务

命令行:taskschd.msc



What file was the task trying to run daily?

nc.ps1

What port did this file listen locally for?

1348 -l参数就是指定本地监听端口

When did Jenny last logon?

net user Jenny查看

At what date did the compromise take place?

什么时候被入侵的…这个怎么看呀.要看通过什么漏洞打进来的?

根据账号Jenny的创建时间 还有呢?

At what time did Windows first assign special privileges to a new logon?

这个意思是什么时候给普通用户 管理员权限的,这个应该可以看日志吧.



What tool was used to get Windows passwords?

在攻击者留下的目录中寻找



mimikatz

What was the attackers external control and command servers IP?

找攻击者的c2ip地址

C:\Windows\System32\drivers\etc\hosts

将google的ip替换成了攻击者自己的



What was the extension name of the shell uploaded via the servers website?

上传的webshell的后缀名.

找到web目录就会发现



What was the last port the attacker opened?

查看最后开放的端口

防火墙里可以查看开放的端口,默认按照时间排序吗??

Check for DNS poisoning, what site was targeted?



hosts文件中,google.com被替换了
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